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01/16/2024

Craig Start
3657 OKEMOS RD
OKEMOS, MI 48864-3913

Re: 50C 1 Report for American Enterprise Investment Services, Inc. — regarding Michigan Dental Association
Dear Craig:

We received a request from our advisor, Scott Hillary, to send you a copy of our SOC 1 report for American
Enterprise Investment Services, Inc. (“AEIS”). As a matter of practice, AEIS and its affiliated correspondent,
Ameriprise Financial Services, Inc. contract with PwC to conduct a S0C1 level review of custody functions pursuant
o the U.S. Securities and Exchange Commission Investment Advisers Act Rule 206(4)-2.

Pursuant to the request, we have enclosed the most recent SOC 1 review. Please note that because of our
agreement with our external auditor, PwC, the SOC 1 should be treated with strict confidentiality and may not be
further provided to any other party including any regulator without the express written consent of American
Enterprise Investment Services, Inc., Ameriprise Financial Services, nc. and our external auditor, PwC.

As a subsidiary of the public company Ameriprise Financial Inc., we engage an independent registered public
accounting firm to provide external audit services. We would like to direct you to the following reports which

include recaps of the results of our external audits:

* Ameriprise Financial, Inc 10-K — available at ir.ameriprise.com site
¢+ Ameriprise Annual Report - available at ir.ameriprise.com site

e  AEIS Financial statement- available at ameriprise.com site

Thank you for your business. We ook forward to continuing to wark together to help you achieve your financial
goals.

Sincerely,

CUUIhHEmM

Erin Henderson
Senior Risk Analyst | Service & Operations Risk Management



Ameriprise Financial
Services, LLC and
American Enterprise

Imvestment Services, Inc.
Report on AFS and AEIS’s Description of
Its Retail Brokerage and Custody
Operations System and on the Suitability
of the Design and Operating Effectiveness
of Controls

Throughout the Period January 1, 2022 to December 31,2022

This report isintended solely for use by the management of Ameriprise Finandal Services, LLC&
American Enterprise Investment Services, Inc., their user entities, and theindependent auditors of their
user entities, and is not intended to be, and should not be, used by anyone other than these specified
parties. -



Section I — Report of Independent
Service Auditors

This report isintended solely for use by the management of Ameriprise Financial Services, LLC& American Enterprise Investment Services,
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specified bythe Securities and Exchange Commissionand are statedin the descriptionin SectionIIl and Section

Service auditors’ responsibilities

Ourresponsibilityis to express an opinion on the fairness of the presentation of the descriptionand on the
suitability ofthe design and operating effectivenessof the controls to achieve the related control objectives stated in
the description, based on our examination.

Ourexamination was conductedin accordance with attestation standardsestablished by the American Institute of
Certified Public Accountants. Those standards require thatwe plan and perform our examinationto obtain
reasonable assurance about whether, in all material respects, based on the criteriain management’sassertion, the
descriptionis fairly presented and the controls were suitably designed and operating effectively to achievethe
related controlobjectives stated in the description throughoutthe period January 1,2022to December 31, 2022,
We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our
opinion.

An examination of a description of a service organization’s systemand the suitability of the designand operating
effectiveness ofthe service organization’s controls to achieve the related control objectives statedin the description
involves

» performing proceduresto obtain evidence about the fairness of the presentation ofthe description and the
suitability of the design and operating effectivenessofthe controls to achievethe related control objectives
stated in the description based on the criteriain management’s assertion.

» assessingtherisksthat the description is notfairly presented and that the controlswere notsuitably
designed or operating effectively to achieve the related controlobjectives stated in the description.

» testingtheoperatingeffectiveness of those controlsthat management considersnecessary to provide
reasonable assurance thattherelated control objectives stated in the description were achieved.

+ evaluatingthe overall presentation of the description, suitability of the control objectives statedin the
description, and suitability of the criteriaspecified by the service organization in itsassertionin SectionII.
Included among our procedures were directly confirming cash and securitiesbalances throughout the
period January 1, 2022 to December 31, 2022, with a sample of unaffiliated depositories and custodians
and agreeingthem to the corresponding custodian’s booksand records.

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical
requirementsrelated to the engagement

Inherent limitations

The descriptionis prepared to meetthe commonneedsofa broad range of user entities and their auditors who
audit and report on user entities’ financial statements and may not, therefore, include every aspect of the system
that each individual user entity may considerimportant in its own particular environment. Because of their nature,
controls at a service organization or a subservice organization may not prevent, or detectand correct,all
misstaterments in proeessing or reportingtransactions. Also, the projectionto the future of any evaluation ofthe
fairnessofthe presentation ofthe description, or conclusions about the suitability of the design or operating
effectivenessofthe controls to achieve the related conirol objectives, is subject to the risk that controlsat a service
organization ora subservice organization may become ineffective.

Descriptionoftestsofcontrols

The specificcontrolstested and the nature, timing, and results of those tests arelisted in Section IV.



Section II — Ameriprise Financial
Services, LLC and American
Enterprise Investment Services,
Inc.’s Assertion

This report is intended solely for use by the management of Ameriprise Financial Services, LLC & American Enterprise Investment Services,
Inc., their user entities, and the independent auditors of their user entities, andis not intended to be, and should not be, used by anyone other

than these specified parties.
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(7)  thespecified controlobjectives and controls designed to achieve those objectives including, as
applicable, complementary user entity controls and complementary subservice organization
controls assumed in the design of the service organization's controls.

(8) otheraspects of our controlenvironment, risk assessment process,information and
communications (includingthe related business processes), controlactivities,and monitoring
activitiesthatare relevantto the services provided.

ii.  includesrelevantdetails of changes to the system during the period covered by the description.

ili. doesnotomit ordistortinformation relevant tothe system, while acknowledging that the description is
prepared to meet the common needs of a broad range of user entities of the system and their user
auditors, and may not, therefore, include every aspect of the system thateachindividual user entity of
the systemanditsauditor may considerimportant in its own particular environment.

b. the controls relatedtothecontrolobjectives statedin the description were suitably designed and operating
effectivelythroughoutthe period January1, 2022 to December 31, 2022 to achieve those control objectives
if subservice organizationsapplied the complementary controls assumed in the designof Ameriprise
Financial Services, LLCand American Enterprise Investment Services, Inc.’scontrolsthroughout the
period January1, 2022 to December 31, 2022. The criteriawe used in making this assertion werethat

i.  therisksthatthreatenthe achievement ofthe conirol objectivesstated in the descriptionhave been
identified by management of the service organization.

ii,  the controlsidentifiedin the description would, if operatingeffectively, provide reasonable
assurance thatthoserisks would not prevent the control objectives statedin the description from
beingachieved.

ifii. ~ the controls wereconsistently applied as designed, including whether manual conirols were
applied by individuals who have the appropriate competence and authority.



Overview of Organization
Overview of AFS and AEIS

Ameriprise Financial Services, LLC (AFS) is a wholly owned subsidiary of AMPF Holding Corporation, whichisa
wholly owned subsidiary of Ameriprise Financial, Inc. (Ameriprise orthe Parent). AFSis a dual registrant meaning
itisregistered as bothan investmentadviser and a broker-dealer with the United States Securitiesand Exchange
Commission (SEC). As part of the Parent’s Advice and Wealth Management businesssegment, AFS provides
financial planningand investmentadvisory services, aswell asfull -servicebrokerage and cash management
products, primarily to retail clientsthroughits network of financial advisors. The financial advisors utilize a
diversified selection of proprietary and non-proprietary investment productsto help clientsmeet their financial
needs. American Enterprise Investment Services, Inc. (AEIS), also a wholly owned subsidiary of AMPF Holding
Corporation, is an SEC-registered broker dealer that provides securities execution, clearing, settlement and custody
services forretail andinstitutional clients of AFS on a fully disclosed basis.

Types of Clients

AFSprovidesinvestmentadvisory and broker-dealer servicesto thefollowing typesof clients:

Pension, profit-sharing and employee savings funds

Foundations and endowments

Corporate clients, including tax-exempt and not-for-profit organizations
State, municipal or other governmental entities
High-net-worthindividuals, including trusts and estates
Individualinvestors

Banking, insurance, and thrift institutions

Investment companies

Pooled investment vehicles

e & & 8 ® = 8 s »

Types of Investments

AFSclientsmayinvestin a variety of investment products (e.g., mutual funds, Exchange Traded Fundsand Notes,
equities, fixedincome, cash management products, face-amount certificates, fixed and variable insurance products)
and serviceson either a stand-alonebasisor as part of a financial plan. Additionally, clients may purchase mutual
funds and other securitiesthrough severalinvestment advisory fee-based wrap account programs, which are
services forwhich they payfees based on the value of their assets. AFS currently offersboth discretionaryand non -
discretionary investment advisory wrap accounts.

Overview of Organizational Structure
The followingis a brief description of the relevant departments within Ameriprise Financial:

»  Controllership—responsible for both AFS and AEIS srequired regulatory financial obligationsincluding
the Customer Protection Rule Reserve Computation for AEIS as well asNet Capital Computationsfor both
AFSand AEIS

+ Compliance —forboth AFSand AEIS, is responsible for developing policies and procedures that comply
with regulatory requirements and monitoringinternal compliance with those processesand procedures

. AFEISOperations —responsible for securitiestransaction execution clearing services, asset custody for AFS
clientsand administrative client servicing functions

- Service —responsiblefor providing AFS clients and financial advisors with account servicing

» The Ameriprise Advisor Group & Ameriprise Financial Institutions Group and the Ameriprise Franchise
Group — AFS-branded network of financial advisors.

This report is intended solely for use by the management of Ameriprise Financial Services, LLC & American Enterprise Investment Services,
Ine., their user entities, and the independent quditors of their user entities, andisnot intended to be, andshould not be, used by anyone other

than these specified parties.
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Therefore, theyare not considered in scope applicationsfor the purposes of the key ITGCs described within the
“Information technology general controls” sectionbelow.

+ RefinitivThomson ONE - Interface used by home office personnel and advisors to service accounts
maintained on the Refinitiv BETAbrokerage system :

- eForms New BusinessTool —An electronicsystem used by AFS advisors and home office personnel to
establishnew client accounts

« (Client Viewer —Tool used onlyby AFS advisorsto viewaccount information as well as update client
addressesand suitabilityinformation

» The Secure Site of Ameriprise.com — A website used by clients to submitrequests, including e -signing of
required documentsand to viewtheir accounts, including online statements

» Brokerage Asset Movement (BAM) Database —Providesinterface to submitand trackcertainbrokerage
related money movement requests

+ DocX —Toolto maintain scanned images (confirmations, checks and other documentsfrom clients)

« Quality Evaluation System (QES) — Access database used tolog qualityreviewresults for the newaccount
setup andaccount maintenance processes, log errorsidentified and provide informationfor management
scorecards used formonitoring

Relevant Aspects of the Control Environment

Overview of Internal Control

A company’sinternal controlenvironment reflectsthe overall attitude, awareness and actions of management, the
Board of Directors and others concerningthe importance of controls and the emphasis givento controlsin their
policies, procedures, methods and organizational structure. The following is a description of the components of
internal controlas theypertain to Ameriprise, AFS and AEIS.

Control Environment

The control environment setsthe tone of an organization, influencingthe control consciousness of its people. It is
the foundation for all other components of intexmal control, providing disdpline and structure. The objectivesof an
internal controlstructure areto provide reasonable, but not absolute, assurance as to theintegrity and reliability of
the financial information, the protection of assets from unauthorized use or disposition, and the execution of
transactionsin accordance with management’sauthorization and clientinstructions. Ameriprise hasestablished
and maintainsan internal control structure that monitorscomplian ce with established policies and procedures.
Ameriprise employees shall performtheir dutiesand act in allmatters consistent with the Code of Conductas
adopted by Ameriprise Financial and itsaffiliates, as such code may be amended from time to time. The cod e of
conduct establishes thevalues, principlesand standards of behaviorto be applied to all decisions and actions
within the organization and is reviewed and approved by the Audit and Risk Committee of its Board of Directorson
an annual basis. In addition,employeesare subject (based upon certain job functions orresponsibilities) to the
Code of Ethicsof Ameriprise Financial. Annual compliance training is alsorequired forall employees. Standards
have been established forthehiring and promotion of individuals, including educationalbackground, experience,
integrity, ethical behavior, background checks and writtenjob descriptions.

Risk Assessment

Ameriprise Financial’s Enterprise RiskManagement (“ERM”) function is responsible for providing Senior
Management and the Board with an independent and comprehensive assessmentof significant risksand the
effectiveness of risk management systems within Ameriprise, including all subsidiaries.

This report is intended solely for use by the management of Ameriprise Financial Services, LLC& American Enterprise Investment Services,
Inc., their user entities, and the independent auditors of their user entities, andis not intended to be, andshould not be, used by anyone other
than these specified parties.

Page 12



levels. All AFS and AEIS departmentsare required to implement control activitiesthat help ensure the achievement
of business objectives associated with (1)the reliability of financial re porting, (2) the effectiveness and efficiency of
operations and (3) compliance with applicable laws and regulations. Specific control activities are described in the
“Control environment,” “Retail brokerage and custody operations” and “Informationtechnology general controls”
descriptions above andbelow, and in “Section IV — Ameriprise Financial Services, LLCand American Enterprise
Investment Services, Inc. Control Objectivesand Controls, and PricewaterhouseCoopers’' Testsof Operating
Effectivenessand Resultsof Tests”.

Monitoring

Monitoringis a criticalaspect of internal controlin evaluating whether controlsare operating asintended and
whethertheyare modified as appropriate for changesin conditions. Management and supervisory personnel are
responsible formonitoring the quality of internal control performance asa routine part of their activities. For
purposes of compliance with Sarbanes-Oxley Section 404, management and Internal Auditare charged with
documentingandtestingthe effectiveness of significant process and controls.

Internal Audit

The Ameriprise Internal Auditteam provides independent assessments of theinternal control environment and
helps Ameriprise improve operations and accomplishits objectives by bringing a systematic, disciplined and risk-
basedapproach to evaluate and improve the effectiveness of risk management, controland governance processes.
To provide for the independence of the Internal Audit function, the General Auditor reportsfunctionallyto the
Audit and Risk Committee of the Board of Directors, and administratively to the Chief Executive Officer of

Ameriprise Financial.

Internal Audit executes thisscope of work via process audits, regulatory, targeted or special reviews, key change
initiative audits, consulting or advisory services and continuous evaluation activities. Throughthe performance of
its work, Internal Auditreviewsand evaluatesthe Company’s risk management, conirol and governance processes,
as designed and represented by management, to provide reasonable assurancethat (1)risks areappropriately
identified, measured, monitored and controlled, (2) significant financial, managerial, and operatinginformation is
accurate, reliable and timely, (3) actionstaken by Ameriprise and itsemployeesare in compliance withapplicable
policies, standards, procedures, laws and regulations, (4) resourcesare acquired economically, used efficientlyand
protected adequately, (5) assetsand information are safeguarded appropriately, and (6) management maintainsa
culturethat promotes risk awareness, accountability, transparency and response.

Results of internal audit activitiesare reported to the Auditand RiskCommittee of the Ameriprise Financial Board
of Directorsandto affiliate and subsidiary Boards of Directors.

Description of retail brokerage and custody operations
systems

New Account Setup and Maintenance

Settingup NewClient Accounts

New brokerage platform accounts are establishedand maintained on the Refinitiv platform. Newaccounts require
the signature of a clientand advisor before the account canbe opened or unresiricted. Accountsthat are established
undera Customer Advisory Relationship (CAR) require the completion of a relationship agreement, which servesas
the client consent. New account processors review client applications or CAR relationship agreements to determine
that account setup forms were properly completed and signed by the client and advisor. As partof management’s
Written Supervisory Procedures (WSP), on a monthly basis, management’'sNew Account Setup Teamreviews a
sample of new accounts to determine that they were authorized and that they were established in accordance with

This report is intended solely for use by the management of Ameriprise Financial Services, LLC& American Enterprise Investment Seruices,
Inc., their user entities, and the independent auditors of their user entities, and is not intended to be, andshould not be, used by anyone other
than these specified parties.
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Contributions/distributions/automated client account transfer service
(ACATS)

Contributionsto an accountand distributions from an account can occur by automated clearing house (ACH), wire,
or check. Contributions and distributions requests are validated for appropriate authorization priorto processing.
The contributions and distributions are processedin the Refinitivapplicationand CATS.

Cash Distributions

Cash disbursement requestscan be initiated by written request received in the Home Office, a phone request oran
online request from a clientor advisor. Requests are entered into a money movement system (MMS), CATS or
directlyinto Refinitiv application sereens. Special or third -party paymentrequestsmustbereceived in writingand
upon receiptare scannedintoa document repository fortracking. Priorto processing outgoing money movement
requests, signaturesforspedal orthird party writtenrequestsare verified against existing documentation including
accountdocumentation, and phone requests are authenticated by the Service group. MMS is an enterprise tool that
contains and systematically appliescontrols of all the policies and approval standards for brokerage distributions.
This tool is currentlyused to enter and process brokerage wire, check, ACH, and intra-platform transfers for
accounts on the Refinitiv platform. The systematiccontrolsinclude ensuring that allapprovals are documented in
the tool, that a person cannot performmultiple roles within any transaction, and the abilityto move theapproved
transactionsdirectly from the MMStool to Refinitiv is accomplished through an automated interface.

Fortransactions within MMS appropriate approvalsare required for each MMStransactionbased on approval
rules and amounts builtintoMMS (3.10). Transaction error queues are reviewed and worked on a continuous
basis. Additionally, MMS doesnot allow anyone to approve a transaction that they wereinvolvedin creating or
have edited (3.11). Further, segregation of dutiesis maintained between individuals with accessto create/edit bank
instructionsand process/approve transactionsin MMS (3.13).

Early Warning Services provides monitoring of clientbank account relationship establishmentin MMS through
Early Warning System (EWS). An automated security checkis performed by EWS over requests for neworchanges
to customer bankingrelationships. Requeststhatflag may notbeuseduntiladditional validations are performed or
service level agreements are established (3.12).

Overall, monthly bankreconciliations are completed for account contributions and distributions and approved by
account managers. Reconciling itemsareidentified, researched and resolved (3.06).

On a monthlybasis, management reviews a sample of transactions from specificsuspense accountsto determine if
the disbursement wasprocessed appropriately. Issues identified are researched and resolved (3.17).On a weekly
basis, management reviewsa sample of third-party transfer distributions to determine if the transmittal of assets
aligns withthe customer’s authorization. Issues identified are researched and resolved (3.18).

Contributions — ACH

ACH debit requests can be completed online ora signed document canbe completed and transmitted to the
corporate officeandusedto create the authorizationto start inbounding ACH payments. Signed formsare
reviewed by anassociate for completeness and accuracy in MMS, and input feedsinto the Refinitivsystem, ifthey
are in good order.On a monthly basis, for a sample of transactions, a qualityassurancereviewis performed bythe
quality oversight groupto determine that on demand ACH debitinstructionsare authorized and accurately applied
inthe systemanda client confirmationwasgenerated (3.03). Additionally, management reviewsa sample of
ACH bank authorizationsto determine that they were authorized and that they were established accurately in
accordance with clientinstructions. Errors identified are researched and resolved (3.15).

This report isintended solely for use by the management of Ameriprise Financial Services, LLC & American Enterprise Investment Services,
Inc., their user entities, and the independent auditors of their user entities, andis not intended to be, andshould not be, used by anyone other
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Distributions — Wire

Wire disbursement requestsare documented, and instructions are sent to the Wire Processing group. On a weekly
basis, a sample of brokerage third party disbursements (wires, checksandjournals)is reviewed foraccuracyand
client authorization. Issuesidentified are researched and resolved (3.09). A sample of client wiresis selected from
a Refinitivquery thatreports alloutgoing wires. The transactions are compared to the outgoing money transfer per
Wells Fargo CEQand MMS. In certain cases, wireswillbeinitiated directly by anadvisor to pre-authorized
designations. These designations have been authorized by the customer and setup through clearing services
previously. Approval guidelines are builtinto MMS system enforced rules (3.10). Systematic functionality provides
segregation of dutieswithinthe Wells FargoCEO banking system to ensure that the initiator and approver are two
separate individuals when cash transfers (bothmanually entered anduploaded)are processed (3.05).

Distributions — Check

On a monthlybasis, management performsa reviewfor a sample of brokerage third party disbursements (wires,
checks, andjournals) to determine that brokerage third party disbursements were processed accurately andhad
client authorization. Issuesidentified are researched and resolved (3.09).

On a monthlybasis, management reviews a sample of standing check authorizations to determine ifthey were set
up in accordance with client instructions. Issues identified are researched and resolved (3.16).

Distributions — ACATS

The ACATS transfer-out process, typically utilized by existing customersclosing their accounts and transferring to
another brokerage firm, begins when a transfer request is received from the requesting firm and transmitted to
AEISvia the NSCC. Requestsare reviewed by anassociate, andifin good order, the request is aceepted; ifthe
requestis not in good orderit is rejected. The decisionto accept orrejecta request is submitted on the Refinitiv
system, and thisresponse is transmitted to the requesting firm viathe NSCC, The NSCC delivers theresponsesto
the receiving firm,and securitiesare typically delivered in threeto five business daysfor accepted requests.On a
monthlybasis, management performsa review over a sample of outgoing ACATS transfersto determine that
ACATS transfers were processed completely, accurately and in a timely manner. Issuesidentified are investigated
and resolved (3.08).

EMMS Hotlist Review

Ameriprise utilizes a formal Money Movement System (MMS) for most disbursements from customer brokerage
platform accounts. Accordingly, MMS and another Ameriprise tool, the Hotlist Engine (HLE), areintegrated to
systemically pre-screen outgoing brokerage platform account disbursements whichare originatedin MMSand
directed to third party payeesand/or alternate addresses. A monthly quality reviewof certain higherrisk
disbursementsthat should flowthrough hotlistis performed by management. (3.20).

Client Trade Processing

The Client Trade Processing group serves astheinitiation process for trade infermation in Refinitiv. Tradesare
initiated through the receipt of client orderinstructionsfrom an advisor ora client and conclude with the final
settlement of trade activity and posting the trade to the system of record, Refinitiv. Advisors’ access is restricted to
the clients authorized for thatadvisor oradvisorteam (4.05). Password parameters fortrading systems are
configured to restrict system accessto authorized individuals (11.04).

The trading department is responsible for the delivery and monitoring of customer orders. Customer orders are

receivedinto the systemsof record eitherthrough advisors, customer service associates or clientfacing websites.
System checks arein placeto help prevent erroneousorders from being entered into the Refinitiv systems. Once
orders are enteredintothe systems, the trading department becomes responsible for delivery of the ordertothe
marketplace as wellas monitoring open ordersfor possible future execution.

This report is intended solely for use by the management of Ameriprise Financial Services, LLC& American Enterprise Investment Services,
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If an error occurs with a dividend, interest payment, or stock split duringthe allocation process, the amount is
placedin suspense foradditionalresearch and resolution. Amountsin suspense appear on an errorreport, whichis
generated daily. These errorsare worked and cleared by the AEISbackoffice (5.02).Ifa position exceptionis not
cleared withinseven days, it is added to an electronic control sheet. These control sheets are distributed to

managementon a weeklybasisforreview (5.03).

Uninvested cash balances, held in brokerage accounts with external sweep accounts, automatically sweep into an
interest-bearing account or money market fund. Depositsheld in Dreyfus money market funds and AIMMA
(Ameriprise Insurance Money Market Account) fundsare reviewed periodicallyto validate that thebalancesare
accurate. Differences identified are researched and resolved (7.03/7.04). Balances in Dreyfus are reviewed daily,
while balancesin AIMMA are reviewed monthly.

Safeguarding of Physical Securities

Security Count — Ameriprise Vault

While most clientsecuritiesare held in bookentryform, there are certainsecurities for which certificates are issued
and need tobeheldin safekeeping. These include certificates for limited partmerships, restricted stocks, restricted
shares of publicly held companies, private placements and securitiesnolonger eligible for deposit at the Depository
Trust Company (DTC). These physicalsecurity certificates are generallynon-negotiable orilliquid in nature. While
not common,thevault alsois used for safeguarding any physical securities certificates prior to being deposited with
DTC. These physicalsecurities certificatesare maintained by AEISin a vaultin the Ameriprise Financial Client
Service Center.

Access to the Ameriprise Financial Client Service Centeris limited to authorized individuals. Individuals must
presentan encrypted badge and passa fingerprintscan to enter the building. Thevaultis located on a secured floor,
with accesslimited to individuals who require access to performtheir jobresponsibilities. Physicalaccess to the
vault room is further controlled through access badges and fingerprint authentication. All requestsforaccess tothe
vault are approved by management. In orderto enter the vaultroom, two individualsmustbe present. Both
individualsmust access the Bioscript fingerprint reader within approximately 20 secondsof each othertoenterthe
vault room. Accesstothevault is restricted based on job responsibilities (6.02), and the access list is reviewed by
managementon a periodic basis (6.03). Once insidethe vault, securities areheld withina safe whichrequires a
combination toaccess.

On a quarterlybasis, securities certificates are physically counted to validate that the number of securities
certificatesheldin the vault correspondto systemrecords of securities (6.01). To perform the security count, the
counter pullsa reportshowing the number of securities per the system. The counter performs the physical countof
the securitieslocated in the vault, noting any differences on a break sheet for further research and resolution. These
differences are researched and resolved. Any differences that are not resolved within seven days aremovedtoa
suspenseaccountandaddedtoa control sheet for monitoring. The electronic control sheet is distributed to
management weekly forreview (5.03).

Segregation of dutiesexistsbetween individuals with responsibilitiesto access the Ameriprise vault, perform
security certificate counts and approve and execute modificationsto the system (6.04).

Security Counts— Depositories

Reconciliationsbetweenstock record and other depositories are performed daily. Exceptionreportsare generated
for differences between the stockrecord and the depositoryrecord. These differences are researched and resolved
(5.03). Amemoisissued on a quarterlybasisto senior management to detail the total number of securities
counted, the number of breaks identified and the percent of counted securities that were accurate.

This report isintended solely for use by the management of Ameriprise Financial Services, LLC & American Enterprise Investment Services,
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2. Totalbalancesin the omnibusaccount on the DST platformare reconciled tothe total balance of the omnibus
accountheldat the fund family. This is completed dailyforthe Refinitivplatformviafilessentfrom the fund
families to DST. As with the individual clientbalancing, any differences are identified, aged and worked to

resolution.

3. Totalbalancesper mutual fund on the Refinitiv brokerage platformare reconciled to thetotal balance of the
omnibusaccount held atthe fund family, Thisis completed via the share balance files sent by the fund families
to AEIS via NSCC. For Schwab pass-through omnibusaccounts, thisis completed via the share balance files
sent bythefund families to Schwab and passed along to AEIS. Both omnibus and Schwab pass-through
omnibus processesare completed weekly for the Refinitiv platform. As with theindividual clientbalancing, any
differences areidentified, aged and worked to resolution. Unreconciled orunbalanceditemsare placedin the
applicable suspense account, whichis worked by individual teams on a regular basis. Suspense items aged over
sevenbusiness days appear on an electronic controlsheet, whichis reviewed and approved by management

weekly (5.03).

Client Reporting

Statement Generation

The Consolidated Statement team manages the processto produce customer statements and confirmations.
Ameripriseutilizesa third-party vendor, Venture Communications (Venture), to print, mailand report on the
timeliness of mailing customer statements, confirmations, tax statementsand other clientfacing documents.
Ameriprise remains responsible under the agreementto create and deliver complete and accurate electronic
statementfiles to Venture.

The Consolidated Statement Technology (CST) receives system files from the various Ameriprise product systems
of record. Information included in the customer statementsincludesa high-level summarization of the various
products (money market accounts, mutual funds, stocks, bonds, etc.)the customerholds. The statement also
includes, in detail, the current value and product activity.

Each monththe Output Processing Group completesa test run of mock statements to verify the accuracy ofthe
statements and any changes made during the period (8.06). The mock run testsany format changesmade to
statements and statement data throughthe date ofthe mockfile.

On a monthlybasis, a sample of statements for product typesis reviewed for accuracy of financial data and
disclosures(8.02).

On a monthlybasis, before statementsare finalized, management performsan analysis of all statements generated
across all productlines to the previous month. Any significant changes compared to the prior month are researched
and resolved (8.03). Additionally, on a monthlybasistechnology willreview 3 BETA files (account positions,
accountactivity and number of accounts)to ensure the variance is within the established threshold of previous
month end/quarterend numbersfor statement production (8.11).

On a monthlybasis, a consolidated statement checkoutis performedto validate statement accuracy. The checkout
validatesthat statement information is correct from source systems, and that statements are generated for all client
IDs. Any exceptions areresolvedin a timely manner (8.07).

On an annual basis, statement disclosures are reviewed to determine that clientsreceive statements thatinclude
accurate and required disclosures (8.01).
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Management reviewsa sample of manually priced securities on a monthlybasis to ensure pricing in Refinitiv
matchespricing with administrators (9.02).

Information Technology General Controls

As discussedin the “Overview of information technology processing” section above, certain applications are
outsourced to productadministration and market data sub-service organizations. The IT general controlsrelated to
those applicationsare the responsibility of the sub-service organization, withthe exception of thelogical access
controls related to useraccess provisioning, for which AFS and AEIS are responsible.

Change Management

Program and System Software Changes

Changes to software and supporting systemsare governed by defined policiesand procedures. Changerequestsare
documentedin a change ticketing system, including a detailed description of the change, requestor information and
categorizationbased on the scale and type of change. Once changes are authorized by a project sponsor, theyare
developed, modified andtested in environmentsseparate from the production environment (10.01). User
acceptancetestingis completed, and testresultsare approved bybusinessstakeholders priorto the changebeing
implemented into the production environment (10.02). Test resultsare documented or referenced within the
changeticket. For changes categorized as emergency, testingis typically performed during the post -implementation
validation that confirms whether the change was successful. Change approver groups are automaticallyassignedto
the change ticketbased on the type of change and group thatthe requester belongs to. At a minimum, each change
isapproved by therequesting group and the Federated CAB group prior to being implemented into the production
environment (10.03). The Federated CAB group validatesthat the change hasbeen appropriately categorized,
authorized and tested priorto providingapproval. The designated change owner ofthe change confirmsthatall
required approvalsare documented in the changeticket and deploysthe change to the production environment.
Management performs periodic reviews of all changes categorized as emergency to determine that approvals are
being provided timely (10.04). The ability to perform and effect changes in the production environmentsis
restricted to authorized release personnel. AFS and AEIS management perform a periodicreview of users with
access to critical production directories to determine that accessis restricted to authorized release personnel
(10.05). Infrastructure, network and system software changes follow a consistent process and controls as govemed
by the defined change management policies and procedures. Release Automation automatically migrates changes
to production environmentsas detailed in the Change Request onceallrequired approvalsare obtained via
ServiceNow (10.06). A mainframe data governance team reviews daily EKCTool activity logs and followsup on
unusualitems on a weeklybasis (10.07%).

Modificationsand upgradesto the Refinitiv, TA2000 Sub-Accounting and Wells Fargo CEO applicationsare the
responsibility of the respective vendors. Ameriprise does nothave access to make source code changesto
production.

Information Security

User Access

Logical accessto programs, dataand information resourcesis approved by management and granted based on job
responsibility. New user access requestsare documented and require approval from the Environment Owner (EO).
As part of the approval process, the EO validates that the request is not for a shared or generic account, doesnot
violate segregation of duties considerationsand does not grantunmenitored access to a developer or database
administrator. Upon approval of the accessrequest, anindependent security administrator setsup theaccess
within the system. EQO’s perform periodic reviews of user access to determine thatuseraccessis currentand
appropriate based on job responsibility (11.01). Newmainframe system accessis approved bymanagement and
granted based on jobresponsibility. Privileged IT access, includingthe ability to create, modifyand remove user
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Incident Management

The goal of the Incident Management processis to recover standard service operations as quickly as possibleand to
minimize the adverse impact on business operations so thatthe best possiblelevels of service qualityand
interactive systemavailability are maintained. Processing incidents are identified and either manually or
systematically entered into the Incident Management ticketing system, where they are recorded and prioritized by
severity. Incident tickets are assigned to the appropriate support group for resolution, based on the nat ure of the
issue,andthe resolution is documented withinthe ticket. Critical processingerrors are monitored to determine
that resolutionis documented, and incidents are resolved in a timely mannexr. Management performs quarterly
reviews of processing errors to determine that errors are investigated andresolvedin a timelymanner (12.02).

The vendorsfor Refinitiv, TA2000 Sub-Accountingand Wells Fargo CEQare responsible for production programs
neededto processbatch and online transactions for the platforms supporting the applications; thebackup and
recovery of applications and supporting platforms; and identifying, tracking, recording and resolving in cidents for
the application and supporting platforms.

Subservice Organizations

AFEIS & AFSuse industry-recognized subservice organizationsto achieve operating efficiency andto obtain specific
expertise. The following are the principal subservice organizationsused by AEIS & AFS:

Refinitiv— Providestechnology, processing and hosting servicesfor the BETAand Thomson ONE applications;
also provides newsecurity setup and maintenance and trade settlement services

Amazon Web Services —Providestechnology, processing and hosting servicesfor the J&BTMS Imaging System
application.

Kyndryl Holdings, Inc. North America (formerlyIBM Global Technology Services) — Provides
technology, processing and hosting servicesfor Ameriprise-managed in-scope applications, exceptfor TMS
Imaging

DST Market Services, LLC (DST Sub-Accounting) — Providestechnology, processing and hosting services
related to the TA2000 Sub-Accounting application

Venture Communications — Provides printing services for customer statements, confirmationsand other types
of client correspondence

Wells Fargo — Providestechnology, processing and hosting servicesfor the Wells Fargo CEOapplications for
online cash paymentsandreporting

This report is intended solely for use by the management of Ameriprise Financial Services, LLC & American Enterprise Investment Services,
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Information Provided by the Independent Service Auditors

Purpose and Objectives of the Independent Auditors’

Examination

This report on controls placed in operationand tests of operating effectiveness is intended to provide interested
partieswithinformation sufficient to obtain an understanding of those aspects of the controls of AFSand AEISthat
may be relevant to a client’s internal controland reduce the assessed level of control risk belowthe maximum for
certain financial statement assertions. Thisteport, when coupled with an understanding of the controls in placeat
clients,is intended to assistin the assessment of the totalinternal control surrounding transactions processed
throughtheretail brokerage and custody operations.

Ourexamination was restricted to selected services provided to clients of AFS and AFIS and, accordingly, did not
extendto controlsin effect atindividual clients’ locations or sub-service organizations. The examination was
conductedin accordance withattestation standards established bythe American Institute of Certified Public
Accountants. It is each interested party’s responsibility to evaluate this information in relation to internal control in
place atthe clientsand subservice organizations to obtain an overallunderstanding of the controls and assess
control risk. The portions of the internal controlprovided by the clientsand AFS and AEIS must be evaluated
together. Ifeffective user controls are notin place, the controls of AFS and AEIS may not compensate forsuch
weaknesses.

Ourexamination incduded inquiries of appropriate management, supervisory and staff personnel; inspection of
documentsandrecords; observation of activitiesand operations; and tests of controls surrounding and provided by
the Advice and Wealth Management Services. Qurtests of controls were performed during the period from
January1, 2022 to December 31,2022 and were applied to those controlsrelating to control objectives specified by
AFSand AEIS. Thedescription of controls and control objectives are the responsibility of the management of AFS
and AEIS. Ourresponsibility is to expressan opinion thatthe controlsare operating with sufficienteffectivenessto
provide reasonable, but notabsolute, assurance thatthe control objectives, specified by AFS and AEIS, were
achieved duringthe period covered by our report. Items, ifany, noted by PricewaterhouseCoopers LLP regarding
the adequacy ofthe controlsidentifiedto achieve the stated objective or the level of compliance withthe controls
are presentedin this secionunder the caption “Results of testing.” [temsidentified hereinare not necessarily
weaknessesin thetotal system of internal controlof AFS and AEIS, as this determination can be made only after
consideration of controlsin placeat client locations. Control considerations thatshouldbe exercised by the clients
in orderto complementthe controls of AFS and AEISto attainthe stated objective are presented when considered

applicable.

As computer processing plays anintegral role in the overall controlenvironment of AFS and AEIS, control
objectives and internal controls over generalinformation systems activities have beenincludedunderthe
“Information technology general controls” section. Due to the impactthese information systems controls have on
all aspects of retail brokerage and custody operations processing, they should be considered in conjunctionwith
each control objective.

Tests of operating effectiveness

Overview of Internal Control

The control environment represents the collective effect of various factorson establishing, enhancing or mitigating
the effectiveness of specific controls. In additionto the tests of operating effectiveness of specific controls described
below, our procedures incuded testsofthe following components of the internal control environmentsof AFS

and AEIS:

« Leadership controls and organizational structure
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New Account Setup

Control Objective #1: Controls provide reasonable assurance that managed accountsare authorized and
established in accordance with client instructions and account guidelinesand restrictionsin a complete, accurate

and timely manner.
Controls specified by AFS  Testing performed by PwC Results of testing
and AEIS
1.01 | Onamonthlybasts, INSPECTION No Exceptions Noted.
management’s New Account leof ths i
Setup Team reviews a sampleof | FOrd sampleoimonths, inspected
new accountsto determine that management’sreview of newaccounts
. to determine whether a newaccount
iﬁg xgg 22&%‘&%?2&11& processor review was performed, and
accordancewith client issueswere addressed.
instructionsand account REPERFORMANCE
guidelinesin a complete, )
accurate, and timely manmer. Fora sample of new accounts, No Exceptions Noted.
Errors identified areresearched reperform’ed the newaccount
and resolved. processor'sreviewtodetermine
whether accounts were established in
accordance with clientinstructions
and account guidelines in a complete,
accurate, andtimely manner.
1.02 | Onamonthlybasis, INSPECTION No ExceptionsNoted.
management’s New Aceount o
Se tupgT eam developsreporting Inspecteq a sampleof monitoring
metricstoidentifyerror reports discussed at monthly quality
trendingin newaccountand control meetings to determine whether
. management wasmonitoring trending
accountmaintenancerequests. p .
Results aresentto manaqgement and issue resolution of anynew
accountand accountmaintenance
requests.
INSPECTION No Exceptions Noted.

Inspected a sample of newaccount
qualityreview detail to determine
whetherreviews were performed and
identified errors wereinvestigated and
resolved.
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Account Mamntenance

Control Objective #2: Controls provide reasonable assurance that modificationsto managed accounts are

authorized and established in accordance with client instructionsand account guidelines and restrictionsin a
complete, accurate and timely manner.

Item Controlsspecified by AFS Testing performed by PwC Results of testing
and AEIS

Inspecteda sample of account

modification quality reviewto determine
whetherthe reviews were performed and
identified errors are investigated and
resolved.
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Contributions/Distributions

Control Objective #3: Controls provide reasonable assurance that client transactions, including contributions

Controls specified by AFS

and AEIS

and withdrawals, are authorized and processedin a complete, accurate, and timely manner.

Testing performed by PwC

Results of testing

3.04 | Onaweeklybasis, management | INSPECTION No Exceptions Noted.
;:;garﬁggeegélriﬂi lé?? ;1));;;1111:3‘; Fora sample of we.eks, 1nspecteq
outstanding greater than the management'sreview to determine
trade setflementstandard were | Whetherall checks were applied within the
jdentified. Management specified timeframe. If checks weren't
escalates f;lny outstanding applied within the specified timeframe,
deposits for resolution inspected the exceptionsto determine
) whether they were escalated and resolved
appropriately.
3.05 | Wiresare sentusingtheWells | OBSERVATION No Exceptions Noted.
Fargo CEO systemandrequire | pgerved that anindividual whoinitiated
inilii ationandapproval an outgoingwire wasnot ableto approve
) the wire.
3.06 | Monthlybankreconciliations INSPECTION No Exceptions Noted.
are completed foraccount I
contributions and withdrawals Fora sample of monthlyreconciliations,
and approvedbyaccount inspected documentation to determine
managers. Reconciling items whetherthe reconciliations were
are identified. researched and completed for account contributions and
resolved. withdrawals and approved by account
managers.
INSPECTION No Exceptions Noted.
Fora sample of monthlyreconciliations,
inspected documentation to determine
whether reconciliationitems are
identified, researched and resolved.
3.07 | Onamonthlybasis, theaccount | INSPECTION No Exceptions Noted.
};%Eﬁgféiaﬁgi%zﬁﬁi?m Fora samplg of months, 11_15pected
client for incoming ACATS & documentationto determine whether
non-ACATS transfers to ACATS &non-ACATStransferswere
determine if eachmatch what is reviewed to determine that the transfer
currently in Refinitivandifthe matchesclient information in Refinitiv
transferis authorized. and identified issues were resolved.
Differences identified are REPERFORMANCE No Exceptions Noted
investigatedandresolved. Fora sample of ACATS &non-ACATS
transfersthat were reviewed, reperformed
management’s proceduresto determmine
whetherthe transferswere authorized,
and issuesidentified were resolved.

This report is intended solely for use by the management of Ameriprise Financial Services, LLC& American Enterprise Investment Services,
Inc., their user entities, and the independent auditors of their user entities, andis not intended to be, andshould not be, used by anyone other

than these specified parties.

Page 34



Contributions/Distributions

Control Objective#3: Controls providereasonable assurancethat clienttransactions, incdluding contributions

and withdrawals, are authorized and processed in a complete, accurate, and timely manner.

Item Controlsspecified byAFS  Testing performed by PwC Results of testing
and AEIS
requiredreview and
approvals
3.11 MMSdoes not allowsomeoneto | OBSERVATION No Exceptions Noted.
approvea transaction thatthey Fora transactioninitiated in MMS
;]V:‘fg gg;,g?d In creating or observedthat oneindividualwasnot able
) to create/edit and approvethe same
transaction.
3.12 | Anautomatedsecuritycheckis | INSPECTION No Exceptions Noted.
gﬁgﬁﬂ?ﬁ%ﬁaﬁgﬁﬁf o | Fora sample of requests fornewor
new or changesto customer chan_gesto. cu§tomerba}nhng
banking relationships in MMS. relationshipsin MMS, inspected
Flagzed requests require documentationto determine whetheran
ad dgi%io nal?r ali daﬁogs Horto automated security checkwas performed
approval in MMS P by Early Warning Systemand flagged
PP ) requests werevalidated priorto approval
in MMS.,
3.13 | Segregationofdutiesare INSPECTION No Exceptions Noted.
maintained betweenindividuals . .
. - Inspected documentationto determine
;’;’::gﬁg%%slf;:;? ate/edit bank whether MMSusers’ access wasreviewed,
. .| and segregation of dutieswere maintained
process/approvetransactionsin betweenindividualswithaccessto
create/edit bank instructionsand
process/approve transactions.
REPERFO CE No Exceptions Noted.
Fora sample of MMS users, reperformed
management’s review to determine
whethersegregation of duties was
maintained betweenindividuals with
accessto create/edit bank instructions
and process/approve transactions.
3.14 | Forincomingwire transfers, the | INSPECTION No Exceptions Noted.
requests are reviewed byan Fora sample ofincoming wiretransfers
,?}Sl 2%3?;:;0(:?2?; zgguﬁirﬁgo inspected documentation to determine
ood order wire trans fersare whethertherequestswerereviewedby an
5 associateto match the wireto the correct
client account.
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Contributions/Distributions

Control Objective #3: Controls provide reasonable assurancethat client transactions, incuding contributions
and withdrawals, are authorized and processedin a complete, accurate, and timely manner.

Item Controls specified by AFS Testing performed by PwC Results of testin
g
and AEIS
.17 Ona monthlybagis, INSPECTION No Exceptions Noted.
;ﬁ?ggﬁ%gegff: :&rgfle Fora sample of months, inspected
suspense accounts to 31) etermine | Management’sreview to determine
ifthe disbursementwas whether whendistributionswere made
. from a predefinedlist of suspense
processedappropriately. Issues |, cqunts in Refinitiv,a check was
resolved produced andwasmade payablein
) accordance with the check requirements.
Inspectedreviews to determinethatany
issuesidentified were resolved.
REPERFORMANCE
Fora sampleof distributions from No Exceptions Noted.
specified suspense accounts, re performed
management’sreview to determinethat a
checkwasproduced and wasmade
payable in accordance withthe check
requirements.
318 | Ona weeklybasis, management | INSPECTION No Exceptions Noted.
{?:;Z‘fg%?:é?ﬁ}ﬁ%ﬁshgd_pm Fora sample of weeks, inspected
determine ifthe transmittal of management'sreview to determine
assetaligns with the customer’s whether.theltransﬁct{ong wel;le b
authorization. Issuesidentified appropriatelyauthorized, andthe
are researched and resolved transmittal of assetsis aligned with client
) instructions. Inspectedreviewsto
determinethatanyissuesidentified were
resolved.
REPERFORMANCE .
) No Exceptions Noted.
Fora sample of third-party transfer
distributions, reperformed management’s
reviewto determine whetherthe
transactions were appropriately
authorized, and the transmittal of assets
was aligned with client instructions.
3.19 Refinitivcalculates feesbased | REPERFORMANCE No Exceptions Noted.
on average daily weighted Fora sample of wrap feeaccounts
bsix;:: gc%g?i-brﬁaoggegﬁ/ :11; reperformed the calculation of the feeto
gccoun tand ‘Eghe client advisor determine that Refinitivcalculates fees
negotiatedrate. Fees calculated | CO™P letelyand accurately.
are chargedto client accounts
and after deducting global
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Client Trading Processing

Control Objective#4: Controls provide reasonable assurance that tradesare properly authorized, settled and
recorded completely, accurately and in a timely mannerin the client account.

Controls specified by AFS
and AEIS

Testing performed by PwC

Results of testing

4.01 The Settlement Departmentwill | INSPECTION No Exceptions Noted.
eitherreceive ordeliverthe leofdavs i d
appropriatesecurities related to | £Ora sampleotdays, inspecte
the clienttradewith the Contra | documentationto determine whether
Broker through our custodian the reconciliations were completed,
followingthe daily settlement approved, and outstandingitems were
process, whichidentifiesany researchedand resolveq ina tlr_nely
unsettled non-mutual fund manner andbefore receipt/delivery of
trades. Outstanding itemsare | 2sSociatedsecurities.
researchedandresolvedon a
timelybasis and before
receipt/delivery of associated
securities.
4.02 The RefinitivFail Report, which | INSPECTION No Exceptions Noted.
isused toidentify and monitor ths i
general security failedtrades, is Fora sample of months, inspected
distributed to management documentationto determine whether
monthlyfor review and monitoringreportswere reviewed and
attempted resolution of general general security failed trades were
security failed trades. attempted to beresolved.
REPERFO CE No Exceptions Noted.
Fora sample of failedtrades,
reperformed management’sreviewto
determine whether the outstanding
item log contained comments
indicating resolution.
4.03 Cash Settlement Worksheets, INSPECTION No Exceptions Noted.
vn\/}lilltcl?aell;‘i ]fffﬁgi?gg;ol{ftgﬁls% Fora sample of months, inspected
toidentify and monitor mutual docu‘mer.ltaUOnto determme: whether
fund failed trades. are monitoringreportswere reviewed and
distributed to man agement mutual fund failed trades were
monthlyforreview and attempted to beresolved.
?;c;g ;pted resolution offailed | REPERFORMANCE ‘ No ExceptionsNoted.
) Fora sample of mutual fund failed
trades, reperformed management’s
reviewto determine whetherthe
outstandingitemlog contained
comments indicating resolution.

This report is intended solely for use by the management of Ameriprise Financial Services, LLC& American Enterprise Investment Services,
Inc., their user entities, and the independent auditors of their user entities, andis not intended tobe, andshould not be, used by anyone other
than these specified parties.

Page 40



»  DST Market Servicesis responsible for ensuringthat Ameriprise’s omnibustrade orders areaggregatedin
TA2000 Sub-Accounting in a complete and accurate manner.
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Safeguarding of Physical Securities

Control Objective #6: Controls provide reasonable assurance that securities are safeguarded from loss or

misappropriation.
Controls specified by AFS

Item

and AEIS

Testing performed by PwC

Results of testing

6.01 | Onamonthlybasis, securities | INSPECTION No Exceptions Noted.
certificatesare physically .
counted tovalat aine | Forasampleofmontisspatete
Eeurlgg g;feislfgﬁ?g iﬁ evault determine thatthe securities physical
box counts were performedand any
correspond tosystemrecords | . AP
of securities. issueswere identified and addressed.
6.02 | Accesstothe Ameriprisevault | OBSERVATION No Exceptions Noted.
is controlled through access .
- Observed that accessto the vaultis
Eﬁfffgggadtgﬁg?ﬁg:ﬁm orized controlled through accessbadgesand
individuals are re quiredto be fingerprint authentication and cannot
be granted without two authorized
presentto accessthevault. individualspresent
6.03 | Management performsperiodic | INSPECTION No ExceptionsNoted.
E‘;‘Sﬁﬁ gfetlesrﬁ;:flﬁizggss Inspected documentation of a review of
is current and appropriate access tothevaultto determine
basedon iob resnonsbilit whethera reviewwas performed by
J p ¥ managementto determine thataccess
was current and appropriate based on
job responsibility.
6.04 | Segregationofdutiesexists INSPECTION No ExceptionsNoted.
];ee; tﬁ;ﬁ?ﬁ‘:ﬂ%ﬂiﬁgth e Inspected documentation of users with
A m%ri Hsevault. perform the following responsibilitiesand
securi‘gf certiﬁca{e}) countsand | 26°CSS to determine Whether .
approveand execute app.rc;p_rla‘ge'segreganon of dutieswas
modifications to the system. marntained:
+ Accesstothevault
» Responsibility to perform security
counts
+ Accesstoapproveandexecute
modifications in Refinitiv
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Reconciliation

Control Objective#7: Controls provide reasonable assurance that cash and security positionsare reconciled
completely, accuratelyand on a timelybasis between the custodian and depositories.

Controlsspecified by AFS  Testing performed by PwC Results oftesting
and AEIS

7.04 | Uninvested cash balances, held | INSPECTION No Exceptions Noted.
in brokerage accountswith
external sweepaccounts, Fora sample of monthly AIMMA

reconciliations, inspected
documentation to determine whether
the cashamounts were reconciledand
differences wereresearched and
resolved.

automaticallysweepintoan
externalaccount ormoney
marketfund. Deposits heldin
ATIMMA fundsare reviewed on
amonthlybasis to validate that
the balancesare accurate.
Differences identifiedare
researched andresolved.

Control Objective 7 Complementary Subservice Organization Controls:

« Refinitivis responsible for ensuring that out-of-balance conditions areidentified and reported to
Ameriprisein a complete, accurate, and timely manner.
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Client Reporting
Control Objective #8: Controlsprovide reasonable assurance that accountstatementsreflecting cashand
security positionsare provided to clientsin a complete, accurate and timely manner.

Item | Controlsspecified byAFS  Testing performed by PwC Results oftesting

and AEIS

8.05 | Quarterlystatements are INSPECTION No Exceptions Noted.
required tobemailed within
sevenbusiness days afterbatch
processingforthe statement
period begins, Monthly
statements arerequiredtobe
mailed withinsevenbusiness
days afterbatch processing for
the statement period begins.
Management reviewsreportsto
determine thatstatements are
deliveredto clientsin a timely
manner andissuesare
identified and resolved.

Fora sampleof months, inspected
documentationto determine whether
quarter-end and month-end statements
were mailed within seven businessdays
afterbatch processing forthe statement
period beganand whetherissues
identified were researched and
resolved.

8.06 | Each monththeOutput INSPECTION No ExceptionsNoted.
Processing Group completes a
test run of mock statementsto
determinetheaccuracy ofthe

statements and any changes

Fora sample of months, inspected
documentationto determine whethera
mock statement run was performedto
determinetheaccuracy of statements

gig; t?c?:srfrgz Egﬂ:&i 'iﬁgy gnd vyhether exceptions wereresolved

timely manner. in atimely manner.
Fora sample of statements,
reperformed management's reviewto
determine whether a sample of mock
statementrunswereaccurate,

8.07 | Onamonthlybasis,a INSPECTION No Exceptions Noted.
gﬂgiﬁgﬂffsd Z?CE?IIEZSEO Fora sample of months, inspected
P documentation to determine whether

validatestatement accuracy.
The checkout determines that
statementinformation is
correct from source systems,
and thatstatements are
generated forall clientIDs. Any
exceptions areresolved ina
timely manner, Thischeckout
is completed bythe Output
Processing Group.

the statement checkout was performed
by the Output Processing Groupto
determine the statement accuracyand
that statements were generated for all
client IDsand whether exceptions were
resolvedin a timely manner.
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Client Reporting

Control Objective #8: Controls provide reasonable assurance that account statementsreflecting cashand

security positionsare providedto clientsin a complete, accurate and timely manner.

Item | ControlsspecifiedbyAFS  Testing performed by PwC Results oftesting
and AEIS
8.10 | The USPost Officereturns INSPECTION No Exceptions Noted.
undeliverable statements to :
Ameriprise, Upon receipt of the Fora sé?lgpizofgtumed m?ﬂ’
returned mail, clientaddresses | ISPeCtede OTXLOWCasesto |
are flagged as undeliverable. detemnﬁl%whilth;r dlscéripanmels were
researched and attemptstoresolve
Sélgzl?\?eﬁ%ﬁ:ishi?e?u?nt%drizﬂ were made and documented within
team will create an e Workflow eWorkflow.
case and documentattempts to
researchandresolveany
address discrepanciesso
statements canbe delivered.
8.11 | Onamonthlybasistechnology | INSPECTION No Exceptions Noted.

will review3 Betafiles (aceount
positions, accountactivityand
number of accounts) to ensure
the varianceis withinthe
establised threshold of previous
month end/quarterend
numbersforstatement
production

Fora sample of monthly BETAfile
reviews, inspected evidence of a review
by technologyto determine whether
variancesare withinthe established
threshold of previous month
end/quarter end numbers for
statement production.
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Change Management
Control Objective #10: Controls provide reasonable assurance that newsystemsand changesto existing systems
are authorized, tested, approved, documented and implemented.

Controls specified by AFS  Testing performed by PwC Results oftesting
and AEIS

10.01 | Program changes are INSPECTION No Exceptions Noted.
?If :Eﬁ?ggﬁﬁgggﬁ:gﬁ?&d Inspected evidence to determine whether
the production environment program changeswere developed,

’ modified and testedin environments
separate from the production
environment.

10.02 | Useracceptancetestingis INSPECTION No Exceptions Noted.
:Omlﬂ) fgg%a%ﬁﬁtezsmm ar¢ | Fora sample of changes, inspected
s’g{{ehol deg; priortothe documentationto determine whether user
changebeing implemented into acce%)tance testlngw?ist:m{)n pl‘eted and test

: . resultswere approved by business
the production emvironment. stakeholders priortothe changebeing
implementedinto the production
environment.

10.03 | Changesareapprovedpriorto | INSPECTION No Exceptions Noted.
beingimplementedinto the Fora sample of changes, inspected
productionenvironment. documentation to determine whether

changeswere appropriately approved
priortobeingimplementedintothe
production environment.

10.04 | Management performs REPERFORMANCE No Exceptions Noted.

uarterlyreviews ofall changes
gategorige das emergen cyf:gg Fora sample ,of quarters, reperformed
determine thatapprovalsare management’sreview of changes
LEITIne : categorized as emergency to determine
beingprovided timely. whetherapprovals were provided timely.

10.05 | Management performsa INSPECTION No Exceptions Noted.
periodicreview of users with dd ionof odi
access tocritical production Inspected documentation ofa periodic
directoriesand databasesto reviewofuserswith accessto critical
determine that access is productiondirectoriesto determine
restricted to authorized release whethera reviewwas performedby
personnel managementto determine thataccess was

) restricted to authorized release personnel.

10.06 | Release Automation REPERFORMANCE No Exceptions Noted.
automatically migrateschanges | Observedthe Release Automationtool
toproductionenvironmentsas | automaticallymigratea changetoa
detailedin the Change Request | productionenvironmentas detailedin the
once all required approvalsare | Change Requestonceall required
obtained viaServiceNow. approvalswere obtained via ServiceNow.
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«  Kyndrylisresponsible for restricting accessto critical production directories and databases supporting the
CATS, Pega eWorkflow, COLA, MMS, CCDS, CST, and Streamweaver applications.

+ AWSisresponsible forrestricting AWS personnel accessto critical production directoriesand databases
supportingTMS Imaging.

« AWSisresponsible forimplementing and documenting changesto the TMS Imagingsupporting
infrastructure migratedby AWS personnel.
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Information Security
Control Objective #11: Controls provide reasonable assurance thatlogical access to systemresourcesis restricted
to authorizedindividuals.

Controls specified by AFS  Testing performed by PwC Results oftesting
and AEIS
11.05 | Authentication intotheservice | OBSERVATION No Exceptions Noted.
?:égiﬁgssggr Eﬁfﬁgz :Eg‘:llfntg Observe an individual attempt to
For “firecall” accounts access is checkout a CyberArkmanaged ID who
granted only temporarilyand wasnotamemberofthe Active
revokedafter a standard Directory group authorized to check
window. Loggingofaccount out the ID in CyberArkto determine
checkoutsis enabled authentication into serviceand
) “firecall” accountsrequires prior
authorization.
OBSERVATION .
No Exceptions Noted.
Observe an individual attemptto
checkout a CyberArkmanaged ID
without enteringan approved
ServiceNowticket numberinto
CyberArk to determine authentication
into service and “firecall” accounts
requires prior authorization.
OBSERVATION
Observe an individual checkouta No Exceptions Noted.
"Firecall ID" to determine thataccessis
granted only temporarily and revoked
aftera standard windowand logging of
checkoutsis enabled.
11.06 | Management performs INSPECTION No Exceptions Noted.
quarterlygeviewg Ofsg stem Fora sample of management’s
?é::rer:lsii;?e defleslg:sl’liz ez: has quarterlyreviews of systemaccess,
beenremovedin a timely inspected domrpentatxon todetermine
manner. Exceptionsidentified | Whetherthereviews hadbeen
are investigated and resolved. performedto determine that
terminated users’access had been
removedin a timely mannerand to
determinethat exceptions identified
were investigated and resolved.
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« AWSisresponsible for reviewing privileged server and database administration access for AWS personnel
for serversand databasessupporting TMS Imaging,
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« Refinitivis responsible for backing up critical application data, monitoring backup activity,andresolving
backupfailuresas neededforthe Refinitivapplication.

«  Refinitivis responsible for reviewing Refinitivpersonnel’saccess to modify the batch schedulerfor the
Refinitivapplication.

- DSTisresponsibleforbacking up criticalapplication data, monitoring backup activity, and resolving
backupfailures as needed forthe TA2000 Sub-Accountingapplication.

+ DSTisresponsible forreviewing DST personnel access to modify the batch scheduler for the TA2000 Sub-
Accounting application.

«  Wells Fargois responsible for backing up critical application data, monitoring backup activity,and
resolving backup failures as needed for the Wells Fargo CEOapplication.

«  Wells Fargois responsible forreviewing Wells Fargo CEO personnel access to modify the batchscheduler
for the WellsFargoCEO application.

«  Kyndrylis responsible forbackingup critical application data, monitoring backup activity, and resolving
backup failuresas needed forthe CATS, PegaeWorkflow, COLA, MMS, CCDS, CST, and Streamweaver
applications.

»  Kyndrylis responsible for reviewing Kyndryl personnel accessto modify thebatch scheduler forthe CATS,
Pega eWorkflow, COLA, MMS, CCDS, CST, and Streamweaver applications.
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Business continuity

Each line of business creates business continuity plans designed to addresstheir specific needsand potential risks.
Business continuity plansare reviewed and updated at least annuallythrough a series of planenhancement
workshops facilitated bya certified subject matter expert from the Ameriprise Business Continuity Management

(ABCM)team, with participation fromthe business areas and seniorleaders.

The ABCM team oversees administration of the plans, which are maintainedin a web-based planning tool.

Business Impact Analysis
As part of the business continuity planning cycle, potentialimpacts are identified and documented through the

Business Impact Analysis (BIA) for each business process. The results of the BIA are used to determine critical
processes and to ensure appropriate recovery strategiesand capabilities arein place and aligned with business
needs. Businessimpacts are analyzed in five categories: Revenue (earnings), Money Movement, Legal /Regulatory,
Customer/ Client and Brand/Reputation.

Workplace Recovery
Ameriprise Financial maintains multiple workplace recovery solutionsand capabilities for all corporate offices,

allowing activation of a single solution or multiple solutions based uponan event’sseverity and duration. Examples
of workplace recovery solutions include: a proprietary workplace recovery ‘hot site’ facility; work from home
capabilities, including assigned secondary laptops; remote-access capabilities including productionlaptop VPN
capability.

Business Continuity Exercise and Validation

Business continuity planscontaining critical processes are exercised and validated annually, ata minimum, or
when a significant material change occurs. We validate recovery strategies, solutionsand capabilitiesthrough many
typesof exercises, whichinclude tabletops, functionaland communication activities. Functional exercisesinclude
testing of our proprietary workplace recovery hot-site and remote access, work-from-home solutions.

Certification of Business Continuity Plans

Business continuity planning activities are provided to each BCP Plan Principal on aregularbasis.In addition,
three levels of businessleader oversight provide anannualreview and certification of the BCP(s) assigned to them.
The annual program activities are presented to the Audit Committee of the Ameriprise Financial Board of
Directors.

Third-PartyVendor Management

One of the key componentsof the business continuity program is our third-party resiliency reviews. We participate
in Ameriprise Financial's Vendor Risk Assessment (VRA) process. The ABCM teamreviewsthe vendor’s recovery
structureto ensure recovery strategies align with the business recovery objectives that the vendor supports.

Disaster RecoveryPlans

Technicalteams create application Disaster Recovery Plans (DRPs) designed to addressapplicationspecificneeds
and potentialrisks. Eachapplication owner creates and maintainsa DRP that supports the recovery of the
applicationin botha true disaster and during testingexercises. DRPsare reviewed and updated to reflect the most

current information annually as part of the annual certification process.

Data Recovery
The backup and recovery of hardcopy and electronic data is of critical importance due to the significance of

historical datain businessoperations, aswell asthe highlyregulated industriesin which ourbusiness operates.
Dedicated technology teams ensure that critical applications and datahave appropriate redundancyandare
replicated offsite. Testing and validation ofbackup frequencyis based upon the critical nature of the data. Our
recoveryapproachis designed to guard against thelossof critical data.

Disaster Recovery Exercises
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