* 6175 Main Street
Suite 400
Frisco. TX 75034

October 31, 2023

Switch Lid.
PO Box 400850
Las Vegas, Nevada 89140-0850

Based upon representation from management as to the accuracy and completeness of
information provided, the procedures performed by an Authorized External Assessor to validate
such information, and HITRUST's independent confirmation that the wock was pesformed in
accordance with the HITRUST® Assurance Program requirements, the following platforms,
facilities, and supporting infrastruche of the Organization ("Scope™) meet the HITRUST CSF®
v9.3 Risk-based, 2-year (r2) certification criteria:

Platforms:

» C-Cure Badge Access System residing at ATL 1 Center Facility (ATL1), GRR 1
Data Center Facility (GRR1), LAS 10 Data Center Facility (LAS10), LAS 11 Data
Center Facility (LAS11), LAS 12 Data Center Facility (LAS12), LAS 15 Data Center
Facility (LAS15), LAS 2 Data Center Facility (LAS2), LAS 4 Data Center Facility
(LAS4), LAS 5 Data Center Facility (LAS5), LAS 7 Data Center Facility (LAS7), LAS
8 Data Center Facility (LAS8), LAS 9 Data Center Faeility (LAS9), RNO 1 Data
Center Facility (RNO1), and RNO 2 Data Center Facility (RNO2)

« Cisco Border and Private Routers residing at ATL 1 Data Center Facility (ATL1),
GRR 1 Data Center Facitity (GRR1), LAS 10 Data Center Facility (LAS10), LAS 11
Data Center Facilily (LAS11), LAS 12 Data Center Facility (LAS12), LAS 15 Data
Center Facility (LAS15), LAS 2 Data Center Facility (LAS2), LAS 4 Data Center
Faciity (LAS4), LAS 5 Data Center Facility (LAS5), LAS 7 Data Center Facility
(LAST), LAS 8 Data Center Facility (LAS8), LAS 9 Data Center Facility (LAS9), RNO
1 Data Center Facility (RNO1), and RNO 2 Data Center Facifity (RNO2)

e Living Data Center (LDC) residing at LAS 9 Data Center Facility (LAS9)

« Microsoft Active Directory Domain residing at ATL 1 Data Center Facility (ATL1),
GRR 1 Data Center Facility (GRR1), LAS 10 Data Center Facility (LAS10), and RNO
1 Data Center Facility (RNO1)

Facilibes:
e LAS 15 Data Center Facility {LAS15) (Data Center) focated in Las Vegas, Nevada,
United States of America
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« LAS 12 Data Center Facility (LAS12) {(Data Center} located in Las Vegas, Nevada,
United States of America
= LAS 11 Data Center Fadility (LAS11) {Data Center} located in Las Vegas, Nevada,
Unifed States of America
s LAS 10 Data Center Facility (LAS10} {Data Center) localed in Las Vegas, Nevada,
United Stafes of America
« LAS 9 Data Cenler Facility (LAS9) (Data Center) located in Las Vegas, Nevada,
United Stales of America
e« LAS 8 Data Center Facility (LAS8} (Data Center) located in Las Vegas, Nevada,
United States of America
e« LAS 7 Data Center Facility (LAS7) (Data Center) located in Las Vegas, Nevada,
United States of America
« LAS 5 Data Center Facility (LAS5) (Data Center) located in Las Vegas, Nevada,
United States of America
« LAS 4 Data Center Facility (LAS4) (Data Center) located in Las Vegas, Nevada,
United States of America
e [LAS 2 Data Center Facility (LAS2) (Data Cenier} located in Las Vegas, Nevada,
United States of America
« RNO 2 Data Center Facility (RNO2} (Data Center} located in McCarran, Nevada,
Unifed Stafes of America ;
+ RNO 1 Data Center Facility (RNO1) (Data Center) located in McCarran, Nevada,
United States of America
« GRR 1 Data Center Facility (GRR1) (Data Center) located in Grand Rapids,
Mscmgan Umted S’iates of Amenca

United States of America

The certification is valid for a period of two years assuming the following occurs. If any of these
criteria are not met, HITRUST will perform an investigation fo defermine ongoing validity of the
certification and reserves the right to revoke the Organization's cerlification.

+ No data security breach reportable {o a federal or state agency by law or regulation has
occinved within or affecting the assessed environment,

« No significant changes in the business or securily policies, praciices, confrols, and
processes have occurred that might impact its ability o meet the HITRUST Risk-based,
2-year (r2} certificalion criteria, and

« Tirely completion of the HITRUST Interim Assessment for 12 Cerlification as defined in
the HITRUST Assurance Proggam Requirements.

HITRUST has developed the HITRUST CSF. a certifiable framework that provides organizations
with the needed structure, detail and clarity relating to information profection. With input from
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leading organizations, HITRUST identified a subset of the HITRUST CSF controls that an
organization must meet to be HITRUST Risk-based, 2-year {12} Cerfified.

HITRUST performed a quality assurance review to ensure that the control maturily scores were
consistent with the resulis of testing performed by the Authorized Exiemnal Assessor. Users of
this letter can refer to the document Leveraging HITRUST Assessment Reports: A Guide for
New Users for questions on interpreting this letter and can contact HITRUST customer support
at support@hifrustalliance. net. Users of this lefter are assismed to be familiar with and
unkierstand the services provided by the organization listed above, and what specific services
are being used by the user organization.

A version of this letter with a more detailed scope descripiion has also been issued by HITRUST -
which can also be requested from the organization listed above directly. A full HITRUST
Validated Assessiment Report has also been issued by HITRUST which can also be requested
from the organization listed above directly. Additional information on the HITRUST Assurance
Program can be found at the HITRUST website at hitps:/hifrustalliance.net.
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Atin: Robert Ungaretti
PO BOX 682
Armonk, NY 10504

Robert:

Swilch, {id. {"Switch”) engaged Schellman & Company, LEC. (Schellman) to issue a
report regarding our service organization based on Statemenis on Standards for
Attestation Engagements (SSAE) No. 18, Service Organization Conirol (SOC)-1, Type 2
“Report on management’s description of a service organization's system and the
suitability of the design and operating effectiveness of controls”™ for the period October 1,
2021 through September 30, 2022, and SOC-2 “Report on Controls Relevant to Security
and Availability”.

Schellman issued an annual SSAE-18 SOC-1 Type 2 and SOC-2 to Switch in November
2022, and the Auditor's Report was made available and provided to your firm. Switch
regularly reviews and tests our internal controis and procedures. This information and
the fest results are shared with and reviewed by Schellman fo assist them with their
SSAE-18 SOC-1 Type 2 and SOC-2 reviews|

You should also be aware that Switch, as a normal part of ifs operations, continually
updates its services and technology as appropriate. In addition, the controls for Switch's
services were designed with certain responsibilities required of the service users.
Switch’s controls must be evaluaied in conjunction with an assessment of user
compliance with such responsibilities.

To the best of our knowledge, there have not been any significant changes in the
internal controis described in the SSAE-18, SOC-1 Type 2 and SOC-2 since it was
issued for the period ending September 30, 2022, or any material weaknesses in such
internal controls and procedures that require any corrective action. Please contact me if
you have any questions.

Sincerely,

Switch W
S
5 7T

Joseph A, Smith
investigations Manager

Switch, Ltd. Phone: 702-444-4116 Fax B66-518-2436
POB 400850, Las Vegas, Nevada 88140
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A TypE 2 INDEPENDENT SERVICE AUDITOR'S REPORT ON A DESCRIPTION OF A SERVICE ORGANIZATION'S
SYSTEM AND THE SUITABILITY OF THE DESIGN AND OPERATING EFFECTIVENESS OF CONTROLS
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Attestation and Compliance Services
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Cuality, above all

Proprietary & Confidential
Unauthorized use, reproduction or distribution of this repen, in whole orin pard, is strictly prohibited.




This report is intended solely for use by the management of Switch, Lid., its user entities (i.e., customers)
that utilized the services covered by this report during the specified time period, and the independent
financial statement auditors of those user entities (each referred to herein as a “specified user”).

If report recipient is not a specified user (herein referred to as a "non-specified user”}, use of this report
is the non-specified user's sole responsibility and at the non-specified user's sole and exclusive risk.
Non-specified users may not rely on this report and do not acquire any rights against Schellman &
Company, LLC as a result of such access. Further, Schellman & Company, LL.C does not assume any
duties or obligations to any non-specified user who obtains this report and/or has access to it.

Unauthorized use, reproduction or distribution of this report, in whole or in pari, is strictly prohibited.
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INDEPENDENT SERVICE AUDITOR’S REPORT

To Switch, Ltd.:

Scope

We have examined Switch, Ltd.'s ("Switch” or "service organization”) description of its Colocation Services system
throughout the period October 1, 2020, to September 30, 2021 {the "description”), and the suitability of the design
and operating effectiveness of controls included in the description fo achieve the related control objectives stated
in the description, based on criteria identified in "Management's Assertion” in Section 2 (the "assertion”). The
controls and control objectives included in the description are those that management of Switch believes are likely
to he relevant to user entities’ internal control over financial reporting, and the description does not include those
aspects of the Colocation Services system that are not likely to be relevant to user entities' internal control over
financial reporting.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Switch’s controls are suitably designed and operating
effectively, along with related controls at the service organization, Qur examination did not extend to such
complementary user entity controls, as applicable, and we have not evaluated the suitability of the design or
operating effectiveness of such complementary user entity controls.

Service Organization’s Responsibilities

In Section 2, Switch has provided an assertion about the fairness of the presentation of the description and suitability
of the design and operating effectiveness of the controls lo achieve the related control objectives stated in the
description. Switch is responsible for preparing the description and for the assertion, including the completeness,
accuracy, and method of presentation of the description and the assertion, providing the services covered by the
description, specifying the control objectives and stating them in the description, identifying the risks that threaten
the achievement of the control objectives, selecting the criteria stated in the assertion, and designing, implementing,
and documenting controls that are suitably designed and operating effectively to achieve the related control
objectives stated in the description.

Service Auditor's Responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the description and on the suitability
of the design and operating effectiveness of the controis to achieve the related control objectives stated in the
description, based on our examination.

Our examination was conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants (AICPA) and International Standard on Assurance Engagements {(ISAE) 3402,
Assurance Reports on Controls at a Service Organization, issued by the Intemational Auditing and Assurance
Standards Board. Those standards require that we plan and perform the examination to obtain reasonable
assurance about whether, in all material respects, based on the criteria in management’s assertion, the description
is faifly presented, and the controls were suitably designed and operating effectively to achieve the related control
objectives stated in the description throughout the period October 1, 2020, to September 30, 2021. We believe that
the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of a description of a service organization’s system and the suitabifty of the design and operating
effectiveness of controls involves:

s Performing procedures to obtain evidence about the faimess of the presentation of the description and the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives
stated in the description, based on the criteria in management’s assertion;

« Assessing the risks that the description is not faidy presented and that the controls were not suitably
designed or operating effectively to achieve the related control objectives stated in the description;




+« Tesling the operating effecliveness of those controls that management considers necessary o provide
reasonable assurance that the related conbrol objeclives stated in the description were achieved; and

« Evaluaiing the overall presentation of the description, suitability of the control objectives stated in the
descripiion, and suitability of the criteria specified by the service organization in ils asseriion.

Service Auditor’s Independence and Quality Control

We have complied with the independence and other ethical requirements of the Code of Professional Conduct
established by the AICPA.

We applied the Slatements on CQuality Control established by the AICPA and, accordingly, maintain a
comprehensive system of quality control.

inherent Limitations

The description is prepared fo meet the common needs of a broad range of user entities and their auditors who
audit and report on user entities’ financial staterments and may not, therefore, inclide every aspect of the system
that each individual user enfity may consider important in its own particular environment. Because of their nature,
controls at a service organization may not prevent, or detect and comect, all misstatements in processing or
reporting transactions in providing the Colocation Services. Also, the projection to the future of any evaluation of
the fairness of the presentation of the description, or conclusions about the suitability of the design of the controls
to achieve the related control obiectives, is subject to the risk that controls at a service organization may become
ineffective.

Description of Tests of Controls

The specific confrols tested, and the nature, timing, and results of those tests are listed in Section 4 (the “Testing
Matrices”). |

Opinior

In our opinion, in all material respects, based on the criteria described in Switch’s assertion in Section 2:

a. the description fairy presents the Colocation Services system that was designed and implemented
throughout the periocd October 1, 2020, to September 30, 2021;

b. the controls related to the control objectives stated in the description were suitably designed to provide
reasonable assurance that the control objectives would be achieved if the controls operated effectively
throughout the period October 1, 2020, to September 30, 2021, and as applicable, subservice organizations
and user entities applied the complementary controls assumed in the design of Switch’s controls throughout
the period October 1, 2020, to September 30, 2021; and

c. the controls operated effectively to provide reasonable assurance that the control objectives stated in the
description were achieved throughout the period October 1, 2020, to September 30, 2021, if, as applicable,
complementary subservice organization and user entity controls assumed in the design of Switch's controls
operated effectively throughout the period October 1, 2020, to September 30, 2021,

Restricted Use

This report, including the description of the tests of controls and results thereof in the Testing Matrices, is intended
solely for the information and use of management of Switch, user entities of Switch's Colocation Services system
during some or all of the period October 1, 2020, to Septernber 30, 2021, and their auditors who audit and report
on such user entities’ financial statements or internal control over financial reporting and have a sufficient
understanding to consider it, along with other information, including information about controls implemented by user
entities themselves, when assessing the risks of material misstatement of user entities’ financial statements. This
report is not intended to be, and should not be, used by anyone other than the specified parties.

_Seleuwraad X Combamf, LLC.

Tampa, Florida
November 8, 2021
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MANAGEMENT’S ASSERTION

We have prepared the description of Switch, Lid.'s ("Switch™) Colocation Services system for user entities’ of the
system throughout the period October 1, 2020, to September 30, 2021 (the “description™), for user entities of the
system during some or all of the period October 1, 2020, to September 30, 2021, and their auditors who audit and
report on such user endities’ financial statements or internal control over financial reporting and have a sufficient
understanding to consider it, along with other information, including information about controls implemented by user
entities of the system themselves, when assessing the risks of material misstatement of user entities’ financial
statements.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Switch's controls are suitably designed and operating
effectively, along with related controls at Switch. The description does not extend to controls of the user entities.

We confirm, to the best of our knowledge and belief, that:

a. the description fairly presents the Colocation Services system made available to user enfities of the system
during some or all of the period Oclober 1, 2020, to September 30, 2021, for providing Colocation Services.
The criteria we used in making our assertion were that the description:

i. presents how the system made available to user entities of the system was designed and
implemented to process relevant user entity transactions, including, as applicable:

{1} the types of iservices provided including, as appropriate, the classes of|transactions
processed; |

{2) the procedures, within both automated and manual systems, by which those services are
provided, including, as appropriate, procedures by which transactions are initiated,
authorized, recorded, processed, corrected as necessary, and transferred to reports and
other information prepared for user entities of the system;

{3) the information used in the performance of the procedures including, if applicable, related
accounting records, whether electronic or manual, and supporting information involved in
initiating, authorizing, recording, processing, and reporting transactions; this includes the
correction of incorrect information and how information is transferred to the reporis and
other information prepared for user entities;

{4) how the system captures and addresses significant events and conditions, other than
transactions;

{5) the process used to prepare reports and other information provided for entities;

(8) services performed by a subservice organization, if any, including whether the carve-out
method or the inclusive methed has been used in relation to them;

{7) the specified control objectives and controls designed to achieve those objectives,
including as applicable, complementary user entity controls and complementary
subservice organization controls assumed in the design of the Switch’s controls; and

{8) other aspecis of our control environment, risk assessment process, information, and
communication systems (including the related business processes), control activities, and
monitoring activities that are relevant to the services provided;

ii. includes relevant details of changes to the Colocation Services system during the period covered
by the description; and

fii. does notomitor distort information relevant to the scope of the Colocation Services system, while
acknowledging that the description is prepared to meet the common needs of a broad range of user
entities of the system and their user auditors, and may not, therefore, include every aspect of the




Colocation Services system that each individual user entity of the system and its auditor may
consider important in its own particular environment; and

the controls related to the control objectives stated in the description were suitably designed and operating
effectively throughout the period October 1, 2020, to September 30, 2021, to achieve those control
objectives if, as applicable, user entities applied complementary controls assumed in the design of Switch’s
controls throughout the period October 1, 2020, to September 30, 2021. The criteria we used in making
this assertion were that;

i. therisks that threaten the achievement of the control objectives stated in the description have been
identified by management of Switch;

i the controls identified in the description would, if operating effectively, provide reasonable
assurance that those risks would not prevent the control objectives stated in the description from
being achieved; and

iii. the controls were consistently applied as designed, including whether manual controls were applied
by individuals who have the appropriate competence and authority.
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OVERVIEW OF OPERATIONS

Company Background

Switch is a technology infrastructure ecosystem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquartered in Las Vegas, Nevada, Switch is built on the
intelligent and sustainable growth of the intemet. The Founder and CEQ, Rob Roy, has developed more than 750
issued and pending patent claims covering data center designs that manifested into Switch data centers and
technology solution ecosystems. Since the opening of their first colocation facility, Switch has dslivered 100%
uptime across all facilities. At Switch, every team member is driven to produce real results for their clients —
technologically and financially. Switch data center ecosystems empower their clients with virtually unlimited options
for innovation, economies of scale, risk mitigation, sustainability, and investment protection.

Company Profile

Switch's advanced data centers are the center of their platfiorm and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the only carrier-neutral colocation facilities in the world to be certified Tier IV Design, Tier IV Facility and Tier IV
Gold in Operational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
IV standards. Switch’s platform has powerful network effects and nurtures a rich technology ecosystem that benefits
its participants. Switch continues to further enhance these benefits as they innovate and expand their platform
ecosystem. Switch currently has more than 940 customers, including technology and digital media companies,
cloud, and managed service providers, financial institutions, and tefecommunications providers.

The growing nexus| between intemet connectivity, intemet-based services, data and analytics, and the
advancement of computational processing power is rapidly expanding the amount of data that enterprises can
access and manage. At the same time, the Intemet of Everything is exponentially expanding the available data
sources, as ulility grids, automobiles, aircraft, home appliances, wearable devices and numerous other sources are
all connecting to the internet. The compute capacity necessary to manage and analyze this data is also advancing
and demanding increasing amounts of power to operafe. Switch believes that traditional technology infrastructure
is not capable of supporting the growing wave of mission critical data and increasingly powerful IT equipment.

Switch presently owns and operates four primary campus locations, called Primes, which encompass twelve
colocation facilities with an aggregate of nearly 5 million gross square feet (GSF) of space. These facilities have
up to 454 megawatts (MW) of power available to them. Primes consist of The Core Campus in Las Vegas, Nevada;
The Citadel Campus near Reno, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep Campus
in Allanta, Georgia. Primes are strategically located in geographies that combine a low risk of natural disaster,
favorable tax policies for customers deploying computing infrastructure and low latency connectivity to major
metropolitan markets, such as Los Angeles, San Francisco, Silicon Valley, Chicago, New York, Northern Virginia,
and Miami. As a result, customers in these metropolitan markets can access our advanced colocation facilities
while reducing exposure fo the higher taxes, higher cost of power and higher risk of natfural disaster that might be
prevalent in other markets. Switch can also use their Switch Modular Optimized Design (MOD) technology to build
single-user facilities and are actively pursuing opportunities to deploy this technology in a build-to-sutt offering for
our enterprise customers.

As additional locations and sectors within our four existing Prime campus locations are opened for colocation

services, the same/similar controls tested within this report are implemented/in place.

Description of Services Provided

Physical Security
Exterior Barriers

From well-defined perimeters consisting of signage, blast walls and gates, to clear avenues of approach and backup
perimeler barriers, the first layer of physical security is considerable. Exterior walls are constructed of sither steel
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reinforced poured concrete or masomwy reinforced beyond building code requirements. Entry points are keptto a
minimum and each exterior door is reinforced, alarmed, access-controfled, and viewed by two dedicated fixed
cameras.

Interior Barriers and Customer Compartmentalization

Exterior doors lead into specially engineered mantraps built over fire corridor wall construction, The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor biometric authentication of the card holder and are controlled via a 24 hour per day security officer and man-
trap relay logic. Each man-trap includes fixed cameras viewing every door.

Every customer space, whether it is a cage, cabinet, or suite, is individually locked, protected, and monitored.
Additional security safeguards, such as man-traps, intrusion sensors and surveillance cameras, can be added to
these spaces at the customer’s request,

Positive Access Control

Fositive Access Control is the application of a two-fold access principle stemming from the questions "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walis, tumstiles, cameras, intercoms and
biometric readers, Switch's access control takes on further hardening by the Positive Access Control procedures
deployed at the facilities. Positive Access Control requires that a proprietary 24 hours per day officer staffed security
command center (SECOM) verifies that the person standing in the mantrap matches a file photo. After confirmation,
the officer activates the second proximity and biometric reader for use,

The access process is further continued with periodic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of every person with
access to the facilities is conducted by the Security Director on a semi-annual basis.

E '
Surveillance

Surveillance equipment for the facilities follows an elite standard set by a board-certified security professional. Fixed
cameras are high-resolution color (620 lines) or digital HD with automatic low-light switching, capable of viewing up
to .1 lux. Panftilt/zoom (PTZ) cameras are used on the exterior and areas of sensitivity. Video is digitally recorded
at common inferchange format (CIF) resolution at 15 images per second (IPS) upon motion at 4CIF 30 IPS upon
operator command or at select zones requiring enhanced video. Video is retained for 100 +/- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the [dentify, Observe and Understand {{OU) methodology. 10U provides a better use of the system
fo include constant monitoring, use of the cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeter and sensitive area intrusion.
Sensor types include infrared motion, ultrasonic motion, photoelectric motion, eleciromechanical, intemal lock, and
seismic, These sensors are installed based on the environment or protection needs.

Security Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system instruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was
developed in accordance with the currentASIS International Guideline on Private Security Officer Selection and
Training (ASIS GDL PS0-2010) and the 90-day field training officer (FTO) program. A security supervisor oversees
each shift and reports to the campus security manager. Security supervisors are required to attend a Security
Management course, and officers in management positions are required to be active members of ASIS
International.

Please refer to the following link for related pictures and detailed information: http://www.switch.com.




Infrastructure Operations (Environmental Security)

Switch employs state-of-the-art environmental controls to protect the systems of its customers as well as operating
in the most energy-efficient means possible. These systems are managed and monitored by the Data Center
Operations (DCO) and Energy Management Systems (EMS) teams.

Fire Protection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnel and a third-party monitoring company
for response. Data center areas are protected by aspirating smoke detectors, capable and programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interlock
pre-action sprinklers require both a smoke detection event and the activation of sprinklers to release water into the
pipes. This allows for quick response to a fire with a lower risk of water damage in the case of a smaller fire or false
alarm.

Heating, Ventilation, and Cooling (HVAC)

Switch utilizes advanced, patented techniques starting with a custom-designed thermal separate compartment in
facility or (t-scif) air-flow system. This airflow system pulls the warm air away from customer systems into a separate
compartment. The wam air is taken out of the core SUPERNAP facility designed for 74 high-grade Switch-designed
and patented TSC-600 and TSC-1000 HVAC units which are physically adjacent to the data center, each containing
six types of air conditioning systems. Within the data centers, areas where warm or hot air travels are marked in
red.

Please refer to the following link for related pictures and detailed information: http:/Aww.switch. com.
H i

i
Power Management

Switch utilizes multiple in-bound connections from electricity providers. Tri-redundant power systems, which
balance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply (UPS) devices which are fed by
generators across the campuses. Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for quick and succinct identification of circuits and to assist with
troubleshooting.

Please refer to the following link for related pictures and detailed information: hitp://www.switch.com.

Support for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NQC).
NOC and engineering staff are available to assist with network troubleshooting and provide "hands-on” services to
support customers.

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication
of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.
NOC representatives monitor customer inguiries, support issues, and incidents on a reaj-time bhasis. |ssues are
documented in the Living Data Center ticketing system and tracked to resolution.

The ticketing system / customer relationship management (CRM) system contains a complete purchased product
hierarchy, installed equipment, and the physical and logical infrastructure layouts of individual customer solutions.
The complete history of customer service requests and incidents are recorded in the ticketing system. Customer-
specific information is handled confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthermore, volume analysis, response times, and procedural adherence are monitored to help ensure
customer obligations are met.




Network Management and Menitoring {Logical Security)

Since Switch has no logical access to any customer’s equipment or data, each customer is responsible for its own
network security. Switch manages the network connectivity to the Internet via its multiple providers. Switch's core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are
configured for high-availability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

Boundaries of the System

The scope of this report is limited to the Colocation Services for the Las Vegas 2, Las Vegas 4, Las Vegas 5, Las
Vegas7, Las Vegas 8, Las Vegas 9, Las Vegas 10, Las Vegas 11, and Las Vegas 12 facilities located in Las Vegas,
Nevada, as well as, the single Colocation Services facilities located in Reno, Nevada, Grand Rapids, Michigan, and
Allanta, Georgia. The Colocation Services include the physical infrastructure, power, and data connectivity needed
to house information systems of user entities. Switch provides certain physical and environmental security
mechanisms to safeguard user entities’ physical assets from unauthorized access and environmental threats. The
specific control objectives and refated control activities included within the scope of this engagement can be found
in Secticn 4 of this document.

Switch’s Colocation Services system environment is an information technology general controt (ITGC) system, and
user entities are responsible for the procedures, by which transactions are initiated, authorized, recorded,
processed, corrected as necessary, and transferred to reports and other information presented to them; additionally,
user entities are responsible for the procedures and controls governing the related accounting records, supporting
information, and specific acoounts that are used to inifiate, authorize, record, process, and report transactions
processed within Switch’s Colocation Services system; this includes the correction of incorrect information and how
information is transferred to the reports and other information prepared for those user entities.
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No subservice organizations were included in the scope of this examination.

Subservice Organizations

Switch’s Colocation Services system was designed with the assumption that no subservice organization controls
were required in the design of Switch’s controls; therefore, no control objectives related to Switch's Colocation
Services system are dependent upon complementary subservice organization controls that are suitably designed
and operating effectively, along with the related controls at Switch.

Significant Changes During the Review Period

No significant changes to the Colocation Services system occurred during the review period.

Functional Areas of Operations

Switch utilizes specific functional areas of operations that support the scope of this review, these include, but are
not fimited to, the following:

o Executive Management — responsible for overseeing company-wide activities, establishing, and
accomplishing goals, and overseeing objectives.

» Security Operations (SecOps) depariment — responsible for monitoring and protecting the facility from
unauthorized access, damage, and interference.

+ Network Operations {(NetOps) department — responsible for implementation of product development and
optirmization, client implementation, and technical operations.

s Data Center Operations (DCO) depariment - responsible for monitoring and maintaining critical
infrastructure including efectrical and cooling infrastructure. Also responsible for preparing customer
environment (cage, cabinet) and performing everyday maintenance of the facility.

e Energy Management Systems (EMS) department — responsible for monitoring and maintaining critical
infrastructure including power equipment and infrastructure.

e Network Engineering depariment — responsible for managing network architecture,




+ Faciliies Services depariment — responsible for providing user entities with assistance before and after the
inilial sale by providing information, guidance, and continuwed support.
e HR depariment - responsible for HR policies, practices, and processes with a focus on key HR depariment

defivery areas (e.g., talent acquisitions, employee refention, compensation, employee benefits,
performance management, employee relations, development, and employeerelated incidents and

investigations).
= Legal department — responsible for legal and regulalory issues involving corporate risk and corporate
compliance.
Infrastructure

The m-scope infrastructure supporting the Cofocation Services is mchuded in the table below:
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In addition, Switch utilizes Sophos antivirus soflware for antivirus protection for the Windows production servers
and workstations. Furthemnore, Switch utilizes both the Honeywell MAXPRO Video Management System (VMS)
and Milestone VMS for managing the security cameras for the interior and exterior of the data centers.

Data Management

Badge access logs and video surveillance recordings are a key component of the Colocation Services provided by
Switch. The logs and recordings are reviewed on a real-time basis by SECOM and retained for forensic purposes.
Customer data was not included in the scope of this examination as Switch is not responsible for the administration
or maintenance of customer systems or data,

CONTROL ENVIRONMENT

The control environment at Switch is the foundation for the other areas of internal control. It sets the tone of the
organization and influences the controf consciousness of its personnel. The components of the control environment
factors include the integrity and ethical values, management's commitment to competence; its organizational
structure; the assignment of authority and responsibility; and the oversight and direction provided by the board of
directors and operations management.




Integrity and Ethical Values

The effectiveness of controls cannot rise above the infegrity and ethical values of the people who create, administer,
and monitor them. Integrity and ethical values are essential elements of Switch’s control environment, affecting the
design, administration, and monitoring of other components.

Integrity and ethical behavior are the product of Switch's ethical and behavioral standards, how they are
communicated, and how they are reinforced in practices. They include management’s actions to remove or reduce
incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. They also
include the communication of entity values and behavioral standards to personnel through policy statements and
codes of conduct. Specific controf activities that Switch has implemented in this area include:

+ An employee manual is utilized to document organizational policy statements and codes of conduct and
communicate entity values and behavioral standards to personnel.

» Policies and procedures require that employees sign an acknowledgment form indicating that they have
been given access to the employee manual and understand their responsibility for adhering to the policies
and procedures contained within the manual.

+ Employees must sign a confidentiality statement agreeing not to disclose propriefary or confidential
information, including customer information, to unauthorized parties.

» Background screenings are performed for employee candidates as a component of the hiring process.
« Drug screening tests are performed for employee candidates as a component of the hiring process.

+ As security is core to Swilch’s services, employees and contractors are required to aitend security
orientation and awareness training as a component of the hiring process and on an ongeing basis.

H
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Board of Directors and Audit Committee Oversight
Switch’s control consciousness is influenced significantly by its Owners and Board of Directors’ participation. A
Board of Directors is in place fo oversee management activities and meets on a periodic basis.

Organizational Structure and Assignment of Authority and Responsibility

Switch's organizational structure provides the framework within which its activities for achieving entity-wide
objectives are planned, executed, controlled, and monitored. Switch’s management believes that establishing a
relevant organizational structure includes considering key areas of authority and responsibility and appropriate lines
of reporting. Swilch has developed an organizational structure suited to its needs. This organizational structure is
based, in par, on its size and the nature of its activities,

Switch’s assignment of authority and responsibility activities include factors such as how authority and responsibility
for operating activities are assigned and how reporting relationships and authorization hierarchies are established.
it also includes policies relating to appropriate business praclices, knowledge and experience of key personnel, and
resources provided for carrying out duties.

In addition, it includes policies and communications directed at ensuring that personnel understand the entity’s
objectives, know how their individual actions interrelate and confribute to those objectives, and recognize how and
for what they wili be held accountable. Organizational charts are in place fo communicate key areas of authority,
responsibility, and appropriate lines of reporting to personnel. The charls are communicated to employees and
updated as needed.

Commitment to Competence

Switch management defines competence as the knowledge and skills necessary to accomplish tasks that define
an employee’s roles and responsibilities. Switch’s commitment fo competence includes management's




consideration of the competence levels for particular jobs and how those levels translate into requisite skills and
knowledge,

Management ensures employees have adequate training to carry out their job responsibilities. This includes
Switch's self-developed Security Academy where security personnel undergo incremental training in facilities
security as well as Switch’s physical security processes and supporting technology.

Accountability

Switch's management philosophy and operating style encompasses a broad range of characteristics. Such
characteristics include management's approach to taking and monitoring business risks; and management's
attitudes toward information processing, accounting functions and personnel. Specific contro! activities that Switch
has implemented in this area are described below:

+ Input and feedback are actively sought from and provided by Switch customers and pariners.
» Management is periodically briefed on regulatory and industry changes affecting services provided.

» Management meetings are held on a periodic basis to discuss operational issues.

Switch’s human resources policies and practices relate fo employee hiring, orientation, fraining, evaluation,
counseling, promotion, compensation, and disciplinary activities. Specific control activities that Switch has
implemented in this area are described below:

= Management has established pre-hire screening procedures which are performed for employee candidates.
+ New hire on-boarding includes, but is not limited to, the following elements:

. Veréﬁcati(;m that the employee has signed the employee agreement; §

« Verification that the employee has signed the confidentiality agreement,

+ Verification that the employee has signed an acknowledgement of receipt of employee handbook
document; and

» Verification that the employee has taken security training and signed an acknowledgement of such
training.

» Management utilizes termination procedures which include, but are not limited to, the following elements:
s Collection of company property;
» Revocation of physical and system access rights; and

» Signalures of each person that performs requisite tasks.

Evaluations are performed for employees on an annual basis.

RiSK ASSESSMENT

Security and risk management are of primary importance to Switch. Switch's management has placed into
operation a risk assessment process to identify and manage risks that could affect the organization's ability to
provide reliable Colocation Services for user entities.

Management is responsible for identifying the risks that threaten the achievement of the control objectives stated
in the management’s description of the services organizations systems. Management has implemented a process
for identifying relevant risks. This process includes estimating the significance of identified risks, assessing the
likelihood of their occurrence, and implementing measures to address those risks.




Objective Setting

Switch faces a variety of risks from extemal and intemal sources, and a precondition to Switch's risk assessment
methodology is establishment of objectives, linked at different leveis and internally consistent. Objectives are set
at the strategic level, establishing a basis for operations, reporting, and compliance objectives. Objectives are
aligned with Switch's risk appetite, which drives risk tolerance levels.

More-specific objectives flow from the entity’s broad strategy. Entity-level objectives are linked and integrated with
more-specific objectives established for various “activities,” such as sales, marketing, and operations, making sure
they are consistent. These sub-objectives, or activity-level objectives, include establishing goals and may deal with
product line, market, financing, and profit objectives.

By setting objectives at the entity and activity levels, Switch can identify success factors. Success factors exist for
the entity, a business unit, a function, a depariment, or an individual. Objective setting enables management to
identify measurement criteria for performance, with focus on success factors. Switch has established certain broad
categories including;

» Operations objectives — these pertain fo effectiveness and efficiency of the operations, including
performance and delivery goals and safeguarding resources against loss. They vary based on
management’s choices about structure and performance.

» Compliance objectives — these objectives pertain to adherence to laws and regulations to which Swiich,
and their customers are subject. They are dependent on extemnal factors, such as govemment and industry
regulation,

Risk fdentiﬁcat_ion
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Regardless of \A},hether an objective is stated or implied, Switch's risk-assessment process considers risks that may
occur. Switch has considered significant interactions between itself and relevant extemal parties and risks that
coukd affect the organization's ability fo provide reliable service to its user entities.

Risk Factors
Management considers risks that can arise from both external and internal factors including the following:

Extemal Factors
s Technological developments
« Changing customer needs or expectations
« Competition that could alter marketing or service activities
s New legisiation and reguiation that could force changes in policies and strategies
+ Natural catastrophes that could lead fo changes in operations or information systems

» Economic changes that could have an impact on management decisions

Internal Faclors
« Significant changes in policies, processes, or personnel
o Types of fraud, incentives, pressures, opportunities, attitudes, and rationalizations
» A disruption in information sysiems processing
« The quality of personnel hired, and methods of training utilized
« Changes in management responsibilities

« The nature of the entity's aclivities and employee accessibility to assets




The Switch risk assessment process focuses on supporting management decisions and responding to potential
threats by assessing risks and identifying important decision factors. Executive management oversees risk
management ownership and accountability, Senior management from different operational areas is involved in the
risk identification process. Management identifies elements of business risk including threats, vulnerabilities,
safeguards, and the likelihood of a threat, to determine the actions to be taken.

Potential for Fraud

The potential for fraud is considered when assessing the risks to the company’s objectives. The potential for fraud
can oceur in both financial and non-financial reporting. Other types of fraud include the misappropriation of assets
and illegal acts such as violations of governmental faws.

Management realizes that the potential for fraud can occur when employees are motivated by certain pressures or
incentivized to commit fraud. The absence of controls, or ineffective controls, provides an opportunity for fraud
when combined with an incentive to commit fraud. Documented policies and procedures are in place to guide
personnel in identifying the potential for fraud as part of the risk assessment process. Additionally, the annual risk
assessment considers the potential for fraud.

Risk Analysis

Switch’s methodology for analyzing risks varies largely because many risks are difficult o quantify. Nonetheless,
the process usually includes:

+ Estimating the significance of a risk;
=  Assessing the likefihood {or frequency) of the risk occurring; aind
:

» | Considering how the risk should be managed (i.e., an assessment of what actions need to be taken).

Risk analysis includes identification of key business processes where potential exposures of some consequence
exist. Once the significance and likelihood of risk have been assessed, management considers how the risk should
be managed. This involves judgment based on assumptions about the risk, and reasonable analysis of costs
associated with reducing the level of risk.

Necessary actions are taken fo reduce the significance or likelihood of the risk occurring.

Risk Mitigation

Risk mitigation activities include the ability to identify, select and develop activities that sufficiently meet the identified
risks. However, the relative costs versus benefits should also be considered when determining the risk mitigation
activities. The organization has documented policies and procedures to guide personnel throughout this process.
The annual risk assessment and mitigation process also addresses risks arising from pofential business disruptions.

Vendors and business pariners are also considered during the annual risk assessment and mitigation process.
Documented policies and procedures are in place to guide personnel in identifying risks associated with vendors
and business partners as part of the risk assessment process. Monitoring procedures are also in place to ensure
continual compliance by vendors and business partners. This includes reviewing vendor audit reports and/or
security questionnaires at least annually.

Integration with Control Objectives

Along with assessing risks, management has identified and put into effect actions needed to address those risks.
In order to address risks, control objectives have been defined for each significant risk area. Control activities are
then defined 1o serve as mechanisms for managing the achievement of those objectives and help ensure that the
actions associated with those risks are carried out properly and efficiently.




CONTROL OBJECTIVES AND RELATED CONTROL ACTIVITIES

Selection and Development of Control Activities

Control activities are a part of the process by which Switch strives to achieve its business objectives, Switch has
applied a risk management approach fo the organization in order to select and develop control aclivities. After
relevant risks have been identified and evaluated, control activities are established to meet the overall objectives of
the crganization.

The establishment of controf activities is inclusive of general control activities over technology. The management
personnel of Switch evaluate the relationships between business processes and the use of technology to perform
those processes fo determine the dependencies on technology. The security managemeni processes for the
technology, along with other factors, are analyzed to define and establish the necessary control activities to achieve
contro objectives that include technology.

The establishment of the control activities is enforced by defined policies and procedures that specifically state
management’s directives for Switch personnel. The policies serve as the rules that personnel must follow when
implementing certain control activities, The procedures are the series of steps the personnel should follow when
performing business or technology processes and the control activities that are components of those processes.
After the policies, procedures and control activities are all established, each are implemented, monitored, reviewed,
and improved when necessary.

Switch's control objectives and related control activities are included below and also in Section 4 (the “Testing
Matrices") of this report.

The deséription of the service auditor's tests of operating eﬁectivenesé and the results of those tests are also
presented in the Testing Matrices, adjacent to the service organization’s description of controf activities. The
description of the tests of operating effectiveness and the results of those tests are the responsibility of the service
auditor and should be considered information provided by the service auditor.

Organization and Administration

Control Objective: Control activities provide reasonable assurance that discipline and structure are an integral part
of the organization and influence the control consciousness of its personnel.

A Board of Directors is in place to exercise control and management over the organization, which includes
overseeing management activities. Management has defined, developed, and communicated an organizational
chart to communicate areas of authority and responsibilities. In addition, an employee manual is in place to
communicate policies and procedures regarding code of conduct, entity values and behavioral standards.
Employees are required to sign an acknowledgement form indicating that they have been provided a copy of the
handbook, been informed where to access the handbook, have read the handbook, and agree to abide by the
policies, procedures, rules, and protocols contained in the handbook. Management requires employees to complete
a training program to help ensure that employees have the necessary training to carry out their responsibility.

Human Resource Management

Control Objective: Control activities provide reasonable assurance that employee onboarding and off-boarding
procedures are utilized to ensure compliance with company policies and security practices.

Switch has documented policies and procedure for employee on-boarding and off-boarding. Candidates go through
a rigorous interview process during the hiring process. To minimize the risk of malicious behavior, potential
employees, and contractors who have and will have access fo the data center, undergo the following verifications.

» Background screenings that include examination of criminal conviction records and social security number
{SSN} verification, credit history, driving records, personal information, employment comparison, public
records check, and a global homeland security check. The background investigation commences once an
offer of employment has been communicated and accepted. Conditional employment offers are made




contingent on successful completion of background checks and no access is permitted prior to the
background check being completed.

» Drug screening tesis that include a standard five-panel plus exira tesis for “ecstasy” (MDMA) and
OxyContinfOxycodone. Conditional employment offers are made contingent on successful completion of
a clean drug test.

Once an employee has decided fo join Switch, they attend a mandatory new hire orientation on their first day of
employment that includes a review of the employee handbook, the signing of the confidentiality agreement
acknowledgement form, and a security orientation. In addition, management requires a security orientation for
customers and vendors who will be granted access fo the facififies using a badge.

Switch performs specific actions to remove systemn access and collect any company properiy for employees upon
their departure. During the termination process, a termination ticket is completed to document that the employee
returned such items as their access badge, company property {i.e., laptop), and that their system accounts and
physical access privileges were removed.

Physical Security

Control Objective: Control activities provide reasonable assurance that business premises and information systems
are protected from unauthorized access, damage, and nierference.

Switch has implemented various physical security protocols to protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day to controf access to the
office. Pre-defined access groups are ufilized to provide access depending on the individual's role and
responsibiliies. Badge access attempts are logged by the system and are traceable fo specific badge access
cards. Management reviews employee and customer access privileges on a semi-annual basis. The ability to
adrmmster the badge access system is restricied to authorized security management personnel. If an individual
'who has physical access to the Switch facilities is terminated, isecurity management personnel revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and entrance gates controlled by guards or card
access. In addition, surveillance cameras are utilized by security personnel to monitor the main entrance to the
facilifies in order to identify visitors and confractors prior to granting access to the facilities. Visitors must present
photo identification before being granted access to the facilities. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
non-functioning visitor badge. Prior to being granted access fo the secure interior of the data centers, personnel
and authorized customers must enter a man-trap where they must scan the badge access card and provide
biometric credentials. Visitors without badge access cards are required to be escorted by authorized employees
while within the facilities.

Switch maintains and monitors activity logs of certain physical movements within the facilities on an ad-hoc basis.
Physical movements captured and monitored include date/time, event, badge access card details, and device.
Digital surveillance cameras are in place to monitor the facility entrances, the building perimeters, and other areas
within the facilities. Video surveillance captured by the camera system is archived aliowing the capability for ad-
hoc review. The facilities are monitored 24 hours per day by security personal with the use of motion sensitive
digital surveillance cameras, alarms, and motion detectors. An incident reporting system is utilized by security
personnel to document any physical security incidents.

Environmental Security

Control Objective: Control activities provide reasonable assurance that critical {T infrastructure is protected from
certain environmental threats.

Switch has implemented various environmental security protocols to protect the business premises and information
systems from potential environmental issues. The Switch facilities are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.




Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured o automatically send e-mail
notifications to operations personnel when pre-defined thresholds are exceeded.

The data centers are designed to optimize cool air flow and utilize redundant air conditioning units to keep
infrastructure equipment at optimal temperatures. On a guarerly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order. The facilities
are equipped with multiple UPS systems and diesel generators to provide electricity in the event of a power outage.
Utility power is run through the UPS battery systems so that customers are always receiving clean, conditioned
battery power. In the event that a loss of utility power occurs, the generators will engage and begin supplying power
to the UPS systems. Whether it is from utility or generator power, each customer is always drawing power from the
UPS battery systems, ensuring smooth transitions from utility to generator and back again. On an annual basis, a
third-party specialist inspects the UPS systems and generators {0 help ensure that the systems are in proper
working order. Internal personnei perform preventative maintenance procedures on the UPS systems and
generators on a quarterly basis.

Logical Security

Control Objective: Control activities provide reasonable assurance that logical access to network infrastructure is
restricted to authorized personnel,

Redundant routers are in place at the data center to provide Internet connectivity for customers. In order to gain
access o the routers, a user must authenticate with a user account and password via a secure shell (SSH) program
to help ensure that the sessions are encrypted. The routers may only be managed from an intemal network as
SSH is not running on the public portion of the routers. SSH sessions are programmed to terminate a session after
a predefined period of inactivity.

The network engineering team manages the security administration of the routers and is required to authenticate
through a terminal access controller access-control system plus {TACACs+) server which allows for individualized
user account access, administration, and logging. These unique user accounts are defined by the TACACS+ server
and are configured to authenticate using the corporate network domain. The network domain is configured to
enforce password requirements that include minimum length, expiration intervals, complexity, minimum history, and
invalid account lockout threshoid.

Management has restricted administrative access privileges within the routers to authorized personnel.
Furthermore, the TACACS+ server is configured io log successful and unsuccessful login attempts and
administrator commands executed during an active session. T management reviews these logs on an ad hoc basis
to determine if any suspicious or unauthorized activity has occurred.

Network Monitoring and Problem Management

Control Objective: Controls provide reasonable assurance that customer infrastructure is available for operation
and use, and that problems are identified, investigated, and resolved in a timely manner.

Switch has implemented an internally developed custom built application calied SYSLOG to monitor the
performance and availability of customer network infrastructure inciuding switches, routers, servers, and media
converters. The roulers are in place at the data center to provide network connectivity for customers. Routers are
configured for redundancy such that if one fails, network connectivity is still available to customers. The network
infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues. Management has
implemented procedures to guide NOC technicians in identifying and responding to network related incidents as
well as incident response and escalation procedures in the event that an event is detected.

A proprietary ticketing system called Living Data Center was developed and is utilized to handle network related
issues in order to manage, track, and respond to network issues unfil resolution. When an issue is detected, NOC
technicians will examine the issue and create a ticket to assign priority level on a scale (1-5) based on the urgency
and impact of the incident to the business and/or the customer, and to determine predefined timelines to resolve
the issue.




if the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented fo get
the necessary personnel involved to resolve the issue. Once the issue is fixed, the NOC technician will update the
support ticket with full details of the issue fix.

Customer Support

Control Objective: Control activities provide reasonable assurance that dedicated customer support personnel are
in place to handle customer communications and that issues are escalated according to pre-defined procedures

Switch has implemented standard procedures, including escalation procedures, to provide timely and consistent
communication to customers. These procedures apply to Switch employees and contractors responsible for
providing customer support. In addition, NOC personnel are available 24 hours per day to respond to customer
inguiries.

Customers communicate incidents by phone, e-mail, or the Living Data Center customer portal. NOC personnel
will verify the request was initiated by an authorized customer contact. In the event that the request was initiated
by an unauthorized customer, NOC personnel will place the request on hold until the authorization is granted, or
the request is confirmed by the authorized contact.

Once the customer contact is confirmed, the NOC technician opens a ticket within Living Data Center and attempts
to troubleshoot the issue. If the ticket is not responded to within a predefined timeline based on its severity, the
ticketing system is configured to notify Switch personnel of the open ticket until the ticket is addressed. If the issue
cannot be resoclved, the assigned NOC technician will notify the responsible department and/or vendor through a
predetermined set of contacts. Once the affected departments have been notified of the issue, e-mail updates are
sent out on a regular basis until the issue is resolved.

Customer Provisioning

|
Controf Objective: Control activities provideireasonable assurance that new customer environments are provisioned
according to standardized methodologies and to mutually agreed upon criteria and contractual obligations.,

A formal, documented customer provisioning set of standards and procedures are in place to guide personnel in
provisioning new customers and to help ensure that each customer receives the service(s) requested. The sales
teams consult with the customer fo build an acceptable quote for desired products and services.

Once a solution with corresponding pricing has been developed, Switch requires a signed colocation facility services
agreement with the customer prior to beginning customer provisioning activities. The agreement includes the
agreed upon services to be performed as well as a provisioning questionnaire that documents key personnel contact
information, conneclivity requirements, redundancy specifications and other information related to the installation
or change of service.

Upon receiving the signed agreement from the customer, Switch assigns the responsibility to a project manager for
ensuring that the customer is provisioned according to the customer's specifications and expectations, The project
manager works with various teams within Switch to help ensure the successful implementation of the services
requested on the customer order. The project manager, the customer, and intemal departments work together to
forecast an estimated order completion date, which is monitored through regular status updates. If any changesto
the estimated order completion date occur, they will be communicated to the customer during status updates or
through e-mail communications.

After the customer cage or cabinet has been set up within the data center, engineering diagrams are developed
and / or updated to reflect the proposed solution. The diagrams are maintained and available online for the
customer’'s use. The project manager will then schedule a new customer welcome call. During this call the
members of the IT and operations groups will go over the customer cage or cabinet set up and provide the customer
with and the Switch policies and procedures.
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INFORMATION AND COMMUNICATION SYSTEMS

Relevant Information

Carriers and Connectivity

Switch has direct connections {o many of the nationa! internet backbenes, its specific carriers are:

e Aflantic Telenetwork {Comnet) + Masergy

s  123net s Megaport

s  AT&T s Packet Fabric

+ ATT Michigan (Michigan Bell » Parker Fiber
Telephone Company) . PCCW

. ?Bir(;;d)mdth infrastruckire Group Roberis

e Casair * Sky Fiber

«+ CC Communications - Tata

e Charter » Telepacific

¢ Time Warner Cable

s Cogent
s Comcast = T-Mobile {former Sprint)
o Cox + US Signal
» Crown Castle (former Wilcon) e Valley Electric (VEA)
» Everstream (former Comlink) s Verizon
o GTT « Windstream
e X Reach s  Zayo
s Lumen
Network Design

Data centers are connected diversely and redundantly by Switch-owned fiber. Every data center has multiple
pathways to the other data centers to take advantage of a broad blend of mulliple providers on two different
autonomous systems. This design succeeds in being dynamic, robust, and diverse.

Customers who collocate in one of the Switch facilities are provided a number of different options for Intemet
connectivity. These range from single drops to multiple redundant drops. Redundancy to the customer is provided
either by Border Gateway Protocol (BGP) or Hot Standby Routing Protocol (HSRP).

The network core is built upon a platform of carrier-class equipment which services Switch's user entities. The
border routers are meshed together to the core to maximize the ability to transport data to the optimal provider.
Conversely, by having multiple providers, a customer’s data is received in a fast and efficient method. Customers
have the ability to choose between BGP, HSRF, and single connection routing.

Switch extends its availability into Southern Califomia to the prominent One Wilshire Building. This presence
enables Switch to peer with more than 50 international telecommunications companies.

Communication
Switch has implemented various methods of communication to help ensure that employees understand their

individual roles and responsibilities for Colocation Services and controls, and to help ensure that significant events
are communicated. These methods include orientation and training programs for newly hired employees and the
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use of electronic mail messages to communicate time-sensitive messages and information. Managers also hoid
periodic staff meetings.

MONITORING
Monitoring Activities

At the executive level, controls are monitored to consider whether they are operating as intended or require
modification for changes in conditions. Switch’s management performs monitoring activities to continucusly assess
the quality of internal control over time. Monitoring activities occur on a continuous basis and necessary corrective
actions are taken as required to correct deviations from company policy and procedures. This process is
accomplished through ongoing monitoring activities and separate evaluations.

The Switch management team conducts quality assurance monitoring on a regular basis and additional training is
provided based upon results of monitoring procedures. Monitoring activities are used to initiate corrective action
through management meetings, customer conference calls, and informal notifications.

Management's close involvement in the operations can identify significant variances from expectations regarding
intemal controls. Upper management immediately evaluates the specific facts and circumstances with any
suspected control breakdown. A decision for addressing any control's weakness is made based on whether the
incident was isolated or requires a change in the company's procedures or personnel. The goal of this process is
to ensure legal and regulatory compliance, as well as to maximize the performance of Switch personnel.

Switch utifizes the Living Data Center (LDC) syster;a for overall monitoring. The platform includes an incident
ticketing system as well as real-time monitoring capabilities referred to as the Living Data Center. With respect to
the previously mentioned control activities, the following are key monitoring controls:

+ Video surveillance for physical security

s  Physicat access logs

» Semi-annual customer access reviews

+ Motion detection sensors

» Fire, smoke, and heat detection sensors

» Temperature and humidity monitors monitored by critical infrastructure staff

s  Air flow sensors monitored by critical infrastructure staff

» Network device health monitoring with real-time alerts sent to network operations staff

e Logical access logs identifying authorized, unauthorized, and administrative activities on key network
devices and platforms

Additionally, Swiich has semi-annual security assessments in accordance with the Department of Homeland
Security (DHS) Argonne maodel.

Reporting Deficiencies

Deficiencies in an entity's internal control system surface from many sources, including the company's ongoing
monitoring procedures, separate evaluations of the internal control system, and external parties. Management has
developed protocols to help ensure that findings of internal control deficiencies are reported not only to the individual
responsible for the function or activity involved, who is in the position to take corrective action, but also to at least
one level of management above the directly responsible person. This process enables that individual to provide
needed support or oversight for taking corrective action, and to communicate with others in the organization whose
activities may be affecled. Management evaluates the specific facts and circumstances related to deficiencies in
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intemal contral procedures and make the decision for addressing defickencies based on whether the incident was
isolated or requires a change in the company's procedures or personnel.

COMPLEMENTARY CONTROLS AT USER ENTITIES

Switch’s Colocation Services system is designed with the assumption that certain controls will be implemented by
user entities. Such controls are called complementary user entity controls. It is not feasible for all of the control
objectives related to Switch’s Colocation Services system {0 be solely achieved by Switch's control
activities. Accordingly, user entities, in conjunction with the Colocation Services system, should establish their own
intemal controls or procedures to complement those of Switch.

The following complementary user entity controls should be implemented by user entities to provide additional
assurance that the specified control objectives described within this report are met:

Related COntroi '
o

Confrol Activities Expected to be Implemented at User Entities

* User entities are responsible for implementing monitoring controls to detect and alert ‘
- the user entity of actual or attempted security breaches to their network(s) and |
- infrastructure.

i
1

. User entities are responsible for ensuring that firewall and system logging are |

contact.

- enabled and sufficient for their purposes. Logical Security
~ User entities are responsible for implementing a sacurity infrastructure and practices
- to prevent unauthorized access to their int?ma| network and limit threats from ;
connections to extemal networks, l
* User entities are responsible for creating and communicating to Switch specific . Network Monitoring and '
- escalation procedures for problems with their network services. | Problem Management
User entities are responsible for notifying Switch of changes to their points of | Customer Support

User entities are responsible for completing the provisioning questionnaire

accurately and completely. . Customer Provisioning
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TESTING MATRICES




TESTS OF OPERATING EFFECTIVENESS AND RESULTS OF TESTS

Scope of Testing

This report on the controls relates to the Colocation Services system provided by Switch. The scope of the testing
was restricted to the Colocation Services system considered to be relevant to the intemal control over financial
reporting of respective user entities. Schellman & Company, LLC (Schellman) conducted the examination testing
over the period October 1, 2020, through September 30,2021.

Tests of Operating Effectiveness

The tests applied to test the operating effectiveness of controls are listed alongside each of the respective control
activities within the Testing Matrices. Such tests were considered necessary to evaluate whether the controls were
sufficient to provide reasonable, but not absolute, assurance that the specified control objectives were achieved
during the review period. In selecting the tests of controls, Schellman considered various factors including, but not
limited to, the following:

» The nature of the control and the frequency with which it operates;

» The control risk mitigated by the controk;

» The effectiveness of entitylevel controls, especially controls that monitor other controls;
» The degree to which the control relies on the effectiveness of other controls; and

s  Whether the control is manually performed or automated.

The types of tests performed with respect to the operational effectiveness of the conlJoI activities detailed in this
section are briefly described below:

| Test Approach Description
" Inquiry

inquired of relevant personnel with the requisite knowledge and experience regarding
the performance and application of the related control adtivity. This included m-person
interviews, telephone calls, e-mails, web-based conferences, or a combination of the
preceding.

. Observation Observed the relevant processes or procedures during fieldwork, This included, but
: was not limited to, withessing the performance of controls or evidence of control
performance with relevant personnel, systems, or locations relevant to the
performance of control policies and procedures.

Inspected the relevant audit records. This included, but was not limited to, documenits,
system configurations and settings, or the existence of sampling attributes, such as

| signatures, approvals, or Jogged events. In some cases, inspection testing involved

. tracing events forward to consequent system documentation or processes (e.g.,

. resolution, detailed documentation, alamms, etc.) or vouching backwards for

. prerequisite events (e.g., approvals, authorizations, etc.).

-~ Inspection

Sampling

Consistent with American Institute of Certified Public Accountants (AICPA) authoritative literature, Schellman
utilizes professional judgment to consider the tolerable deviation rate, the expected deviation rate, the audit risk,
the characteristics of the population, and other factors, in order to determine the number of items to be selected in
a sample for a particular test. Schellman, in accordance with AICPA authoritative literature, selected samples in
such a way that the samples were expected to be representative of the population. This included judgmental
selection methods, where applicable, to ensure representative samplas were obtained.
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System-generated population listings were obtained whenever possible fo ensure completeness prior to selecting
samples. In some instances, full populations were tested in cases including but not limited to, the uniqueness of
the event or low overall population size,

Test Results

The resuits of each test applied are listed alongside each respective test applied within the Testing Matrices. Test
results not deemed as control deviations are noted by the phrase “No exceptions noted.” in the test result column
of the Testing Matrices. Any phrase other than the aforementioned constitutes a test result that is the result of non-
occurrence, a change in the application of the control activity, or a deficiency in the operating effectiveness of the
control activity. Testing deviations identified within the Testing Matrices are not necessarily weaknesses in the total
system of controls at user entities, as this determination can only be made after consideration of controls in place
at user entities, and other factors. Control considerations that should be implemented by user entities n order to
complement the control activities and achieve the stated control objective are presented in the “Complemeantary
Controls at User Entities” within Section 3.

ORGANIZATION AND ADMINISTRATION

Control Objective Specified Control activities provide reasonable assurance that discipline and structure are
by the Service Organization: an integral part of the organization and influence the control consciousness of its
personnel.

|

Control Activity Specified Test Applied by

by the Service Organization the Service Auditor Test Results

1.01  Organizationa! charts are in - Inquired of the director of IT - No exceptions noted.
- place to communicate key compliance regarding the
areas of authority, communication of
responsibility, and appropriate  ° crganizational charts to

lines of reporting to personnel. employees to determine that
. These charts are communicated . organizational charts were in

to employees and updated as place to communicate key

needed. areas of authority, and

© appropriate lines of reporting to
personnet and that these charts
were communicated to
employees and updated as
needed.
inspected the organizational
charts to determine that
organizational charts were in
place and communicated key
areas of authority,
rasponsibility, and appropriate

No exceptions noted.

lines of reporting.
1.02  Anemployee manual is utilized  Inspected the employee manual No exceptions noted.
to document organizational to detemmine that an employee
policy statements and codes of  manual was utilized to
conduct and fo communicate document organizational policy
entity values and behavioral statements and codes of
standards 1o personnel. conduct and communicated

entity values and behavioral
standards to personnel.
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1.03

1.04

' responsibility for adhering to the

: Management ensures that
- employees have adequate

Control Activity Specified |

by the Service Organization
Policies and procedures require
that employees sign an
acknowledgment form indicating -
that they have been given
access to the employee manual
and understand their

policies and procedures
contained within the manual.

' Test Applied by
rthe Service Auditor

Inspected the employee
handbook acknowledgment

form for a sample of employees |

¢ hired during the reporting period

to determine that policies and
procedures require that

~ employees sign an

acknowledgement form
indicating that they had been

: given access to the employee

manual and understood their

; responsibility for adhering to the |
. policies and procedures

i contained within the manual for
- each employes sampled.

. training to carry out their job

A boan'h of directors is in place
- to oversee management
- activities.

responsbilities.

! Inspected the training

- expenditures during the

' reporting period and the

| departmental training materials

" to detemine that that employee
. had adequate training material
" to carry out their job

: responsibilities.

. Ingquired of management

- regarding the board of directors
. to detemmine that a board of

- directors was in placs to

. oversee management activities.

Test Resulfs

No exceptions noted.

No exceptions noted.

f\lo exceptions noted.

Observed the mesting minutes | No exceplions notéd. |
- for a sample of board of ‘

directors’ meetings held during
the reporting period to
determine that a board of
directors was in place and met

* during the reporting period.
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HUMAN RESOURCES MANAGEMENT

Control Objective Specified Control activities provide reasonable assurance that employee onboarding and
by the Service Organization: off-boarding procedures are utilized to ensure compliance with company policies
and security practices.

e ———

2,01 . Background screenings are
performed for employee
candidates as a component of

the hiring process.

2.02
performed for employee
- candidates as a component of
. the hiring process.

Employees must sign a
confidentiality statement
agreeing not to disclose
proprietary or confidential
information, including client
information, to unauthorized
parties.

2.04
vendors must undergo
onentation to help ensure that
security and safety
requirements are
communicated.

. by the Service Organization

. Drug screening tests are

Employees, customers, and

Test Applied by

. Inspected the background

. investigation procedures and

~ evidence of completed

. background screening for a

. sample of employees hired

- during the reporting period to

- determine that background

. screenings were performed for
. employee candidates as a ;
- component of the hiring process !
: for each employee sampled.

: Inspected evidence of

i completed drug screening tests
- for a sample of employees hired
- during the reporting period to

determine that drug screening

* tests were performed for

. employee candidates as a
. component of the hiring process
. for each employee sampled.

+ Inspected the signed

- confidentiality statements for a
. sample of employees hirad

during the reporting period 10

. determine that each employee

sampled signed a confidentiality

. statement agreeing not to

- disclose proprietary or

- confidential information,

" including client information, to

unauthorized parties,

Inquired of the director of IT
- compliance regarding
 communication of security and

safety requirements to
detemmine that employees,
custormer, and vendors must
undergo orientation to help
ensure that security and safety
requirements were

communicated.

the Service Auditor

Test Resiilts

No exceptions noted.

No exceplions noted.

No exceptions noted.

No exceptions noted. 7
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by the Service Organization the Service Auditor

* Inspected the customer security . No exceptions noted.

- orientation materials, the 1
infonmation security orientation
acknowledgements with respect :
to the information security

. policy, and the arc flash safety

+ procedures and evidence of

. completed training for a sample

? - of employees hired during the

' : reporting period to determine
that employees, customers, and

. vendors must undergo

. orientation to help ensure that
security and safety
requirements were

: communicated,

- Control Activity Specified Test Applied by Test Results
|
|

2.05  Access to buildings and * Inquired of the director of IT  No exceptions noted.

; | systems is revoked for - compliance regarding _
! - employees upon resignation or . termination of access privileges -

- termination. " to determine that access to
1 ¢ buildings and corporate
. systems was revcked for
: employees upon resignation or
| . termination. l
Inspected the badge access - No exceptions noted.
. and system privileges for a
- sample of employees
. terminated during the reporting
. period to determine that access
and system privileges to
- systems were revoked for each
terminated employee sampled.
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PHYSICAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that business premises and
by the Service Organization: information systems are protected from unauthorized access, damage, and

V-
i

by the Service Organization

interferenca.

Control .Act:ivity Specified

customer access privileges is
performed on a semi-annual
basis.

Tést Applied by )
the Service Auditor

regarding the semi-annual

- access review to determine that !

. a full review of employee and

- customer access privileges was

i performed on a semi-annual
 basis.

Test Resulis

3.01 | Security policies and Inspected the security policies No exceptions noted.,
. procedures are documented to | and procedures to detemmine
- guide employee activities for that security policies and
. granting, controlling, and procedures ware documented
: monitoring physical access to and included guidance
the data centers. regarding employee activities
for granting, controlling, and
monitoring physical access to
; the data centers.
3.02 | Security policies and Inspected the security policies No exceptions noted.
- procedures are decumented to | and procedures to determine
guide customer, vendor, and that security policies and
guest activities for access procedures were documented
. control. to guide customer, vendor, and
‘ guest activities for access to the
i ‘ data genters.
3.03 ¢ A security badge policy is in Inspected the access control No exceptions noted.
place to define the appropriate procedures to detemmine that a
- use of the badge access cards. | security badge policy was in
‘ place and addressed the
appropriate use of the badge
access cards.
Badge Access Management
3.04  The ability to create, modify, or | Inspected the badge system Nc exceptions noted.
delete user badge access user access privileges to
privileges to the facilities is determine that the ability to
restricted to user accounts create, madify, or delete user
accessible by authorized badge access privileges to the
personnsl. facilities was restricted to user |
I accounts accessible by persons
{ authorized personnel. -;
3.05 A full review of employee and | Inguired of the director of IT © No exceptions noted.
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3.07

3,09

5 Badge access card pnwleges
; are assigned to users using

* predefined access zones o

" help ensure that access

" privileges are consistently

- assigned based on job

" customer equipment is located.

. assigned to terminated
! employsees are revoked within

them access into the facilities.

Conifei Aii.vity' S’pecified.

by the Service Organization

| Inepcted the results of the ]

- Test Applieci iay

the Serwce Audltor Test Results

No exceptions noted.

most recently completed semi-
annual user access review to
determine that a full review of
employee and customer access
privileges was performed during
the review period

responsibilities and/or where

Badge access privileges

24 hours as a component of the

i employee termination process.

o Building Perimeterand lmt:al Access
3.08

The building perimeters for the
facilities include a minimum set |
of physical barriers that include:

e Fences / walis ,

. barriers:

+ Entrance gates controlled |
by guards or card access i

Inspected the badge access No exceplwns noted
privileges and zone definitions
to determine that badge access
card privileges were assigned to
users using predefined access
zones to help ensure that
access privileges were
consistently assigned based on
job responsibilities and/or where
customer equipment was
Iocated

i —— - N . PR -]

inqmred of !he dlrector of IT No exceptions noted.
regarding termination of badge
access o detemine that badge
access privileges assigned to
terminated employees were
revoked within 24 hours as a
component of the employee
termination process. E
Inspected the badge acoess i No axceptions noted,
privileges for a sample of
employees terminated during
the review period to determine
that badge access privilages
wera revoked for each
tennmated employee sampled

No excepiions noted.

Observed the bunldlng penmeter
for the in-scope facilities to
determine that each facility

i included the foliowing physicai

|
|
s Fences /walls ‘

. » Entrance gates controlled

Security personnel utilize
surveillance cameras to monitor
the main entrance to the data
centers and identify visitors and
contractors prior to granting

Observed the data center
" antrance process to detarmine

¢ the main entrance to the data
' centers and identified visitors

by guards or card access ‘

| No exceptions noted.

that security personnel utilized |
surveillance cameras to monitor |

!

i and contractors prior to granting
them access mto the facmtles

[ T P S
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 Physical access to the data

. approved by the employee’s

312

Control Activity 'Specifieé

by the Service Organization

Visitors are required to present
a picture identification card,
which is either retained or
digitally scanned, and must be
escorted by authorized
individuals before being granted
access fo the facilities.

center is documented and

manager prior to granting of
aCCess.

* Access Within the Facilitles

Personnel at the facilities are
distinguished as being either an
employee, customer, or
contractor with a functioning
color-coded badge access card
or a visitor with a non-
functioning visitor badge.

in the facilities.

Test Applied by
the Service Audifor

Inquired of the director of IT
regarding the visitor sign-in
process to determine that
visitors were required to be
escorted by authorized
individuals before being grantad
accsss to the facilities and while

Observed the visitor sign-in
process o determine that

visitors were required to present !

a picture identification card,
which was either retained or
digitally scanned, and were
escorted during the sign-in

process.

Inspected the physical access
request approvals for a sample
of employees and contractors
granted access during the
review period to determine that
physical access to the data
center was documented and
approved by the employee’s
manager prior to granting of
access for each employee and
contractor sampled,

Inquired of the director of IT

regarding access within the in-

!
A
i
i
!
I
i

Test Results

No exceptions noted.

o exceptions noted,

No exceptions noted.

! No exceptions noted.
|

scope facilities to determine that |

. personnel at the facilities were
- distinguished as being one of
' the following:

- »  Employees with badge

access cards

¢ Customers with badge
access cards

+ Contractors with badge
access cards

~« Visitors with non-functioning

visitor badges
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3.14

315

Control Activity Specified

; Personnel and authorized

. customers and contractors are
! required to bnter a man-trap

i where they‘must provide the

- badge access card and a

biometric credential prior to
being granted access to the

. secure interior of the data
centers.

- Personnel and authorized

visitors are required to provide
badge access cards and

bioretric identfication for both
entry and exit of interior doors.

Visitors without badge access
cards are required o be
escorted by authorized
employees while within the
facilities.

by the Service Organization

centers

l,

Test Applied by
the Serv;ce Auditor
Observed personnel within the

in-scope facilities to determine

that personnel were

distinguished by the following

badge access card

designations;

+« Empioyees - red colored
badge access cards and
tanyards — Security has red-
colored badges but wear
black banyards

s Customers — blue colored
badge access cards and
lanyards

o Contractors — black colored
badge access cards and
lanyards

» Visitors — yeliow colored
badge access cards labeled
*visitor™ with yellow Ianyards

Observed the in-scope data

centers enfrance process to

determine that personnel and

authorized customers and

contractors were required to
enter a man-trap where they E
must provide the badge access !
card and a biometric credential
prior to being granted access to
the secure interior of the data

Observed access W|th|n the in-
scope data centers to determine
that personnel and authorized
visitors were required to provide :
badge access cards and |

_ biometric identification for both |

} entfy and exn of mtenor doors,

; Observed visitor access i
. procedures to determine that :
© visitors without badge access

: cards ware escorted while

: wnthm the faCIlttleS

: Enspected Ihe access oontrol

policy to determine that visitors
were required to be escorted by |
authorized employees while

i within the facilities.

Noe —

| No exceptions noted.

No exceptions noted.

No exceptions noted.

Test Results
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E Moni_t_p_rlng and Inclden}ﬂg@g

3.16 Physical access to the customer

by the Service Organization

cages is documented and
approved by the customer prior
to granting of access.

3.17 | Activity logs of certain physical
i movements within the facilities
: are monitored and maintained.

3.18

3.19

Digital surveillance video

cameras record activities at
facility entrances, the building
perimeters, and other areas
within the facilities.

Digital surveillance video

- camera recordings are archived

allowing the capability for ad
hoc investigations.

Control Acivéty Speciﬂe& R

ement

Test Applied by

the Service Auditor

request approvals to the
customer cages for a sample of
vendors and customers granted
access during the review period
to determmine that physical
access to the customer cages
was documented and approved
by the customer prior to
granting of access for each
sample selected.

Inquired of the director of IT |

regarding physical access
monitoring to determine that
activity logs for movement
within the facilities were logged
and that personnel reviewed
logs on an ad hoc basis in
response fo incidents and
alams.

Inspe;_téd a sample of actmty 7

logs recorded during the reviﬁ\u
pericd to determine that the |
following attributes for physical
movements within the facilities
were captured and maintained
during the review period:

s Dateftime

» Event

Badge access card details
. Device

Observed the security
command center to detemmine
that digital surveillance video
cameras recorded activities at
facility entrances, the building

perimeters, and other areas
within the facilities.

Inspected the digital
surveillance recording
configurations to detemine that
digital surveiltance video
camera recordings were
archived allowing the capability
for ad hoc investigations.

lnspécted the physical access -

i
|
|
|

Test Results

No exceptions noted.

No exceptions noted. 7

¢ No exceptions noted.

No exceptions noted.

No exceptions noted.




i

Control Activity Specified

The daté centers are monitored
24 hours per day with the use of

. motion sensitive digital
i surveillance cameras, alamms,

and motion detectors.

~ by the Service Organization

V Tés"t hpiied by N

the Service Auditor
Observed the in-scope data
centers to detemmine that the
data centers were moniored 24
hours per day with the use of
motion sensitive digital
surveillance cameras, alarms,
and motion detectors.

. Secu rity personnel monitor

access to the facilities
entrances and manage visitor

i access 24 hours per day.

Security personnel utilize an
incident reporting system to

. document any physical security

- incidents.

The physical security hardware

- (e.g., monitoring servers, DVRs)
- is secured behind locked server
. racks and physical cages.

during the review period.

Observed the security
personnel at the security
command canter to determine
that security parsonnel
monitored access to the
facilities and managed visitor
access.
Inspected the master shift
scheduls for security personnel
to detemnine that security
personnel were staffed to
monitor access 1o the facilities
oh a 24 hour per day basis
during the review period.
Inspected a recent incident
report to determine that security
personnel utilized an incident
reporting system fo document
any physical security incidents

Observed the secured server
racks and physical cages to |
detemmine that the physical ;
security hardware was secured
behind locked server racks and

physical cages. |

Test Resuits

No exceptions noted.

No exceptions noted,

No exceptions noted.

No exceptions noted. ‘

No exceptions noted.

35




ENVIRONMENTAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that critical information
by the Service Organization: technology infrastructure is protected from certain environmental threats.

Control Activity Specified
by the Service Organization

Fire Detection and Suppression

Test Applied by

the Service Auditor

Test Results

4.01 | Fire safety procedures are
documented to guide employee,
contractor, and visitor activities
for fire prevention, detection,

and responss.

The data center facilities are
protected by fire detection and
suppression controls that
include the following:

+ Fire alamms

¢ Dry-pipe water sprinklers

» Fire detectors

+ Hand-held fire extinguishers
» Smoke and heat sensors

4.02

Dual-interlock (pre-action) dry
pipe water sprinklers, which
require an occurrence of
pressure loss (heat) and a
secondary smoke detection
event to release water into the
pipes, are located throughout
the data centers.

403

4.04 . The business process director
. obtains inspection reports as
evidence that the fire
suppression systems undergo
maintenance inspections on a

quarterly basis.

Inspected the fire safety
procedures to determine that
formal procedures were
documented and included
guidance regarding employee,
contractor, and visitor activities
for fire prevention, detection,
and response.

Observed the in-scope data 7
center facilities o detemmine
that the data center facifities

, No exceptions noted.

- No exceptions noied.

were protected by fire detection

and suppression controls that
included the following:

+« Fire alams
s Dry-pipe water sprinklers
¢ Fire detectors

» Hand-held fire extinguishers

s Smoke and heat sensors

Inquired of the director of IT
reganding fire suppression to
determine that the dual-interfock
(pre-action) dry pipe water
sprinklers required both a
smoke detection event and the
activation of sprinklers to
release water into the pipes.

Observed the in-scope data
center facilities to determine
that the data canters were

- equipped with pre-action water

sprinklers.

* Inspected the fire suppression

systems inspection reports for a
sample of quarters during the
review period to detemmine that
the business process director
obtained inspection reports as
evidence that the fire

No exceptions notad.

No exceptions noted.

iNo exceptions noted.

suppression systems underwent .

maintenance inspactions for
each quarter sampled.

36




4.05

4.06

4.09

408 |

Control Activity Specified

by the Service Organization
The business process director
abtains inspection reports as
evidence that the fire alarm

systems underge maintenance
inspections on a quarterly basis.

The business process director
obtains inspection tags as
evidence that the hand-held fire
extinguishers undergo
maintenance inspections on an
annual basis.

Temperature and Hurﬁidity

Critical infrastructure policies
and procedures are
documented to establish

t responsibility and procedures

for power and environmental
systems management.

An inspection matrix guides the
frequency of inspection for
chtical infrastructure including
power and cooling systems.

The data centers’ temperature
and humidity levels are
systematically monitored.
Operations personnel are
notified via e-mail and text

: message when predefined

minimum and maximum

Inquired of the director of IT |

Inspected the fire ala.nn

the review period.

Inspected the crilical

management.

Test Appliedby
the Se__ryi‘ce Auditor B

Test Results

No exceptions noted.
systems inspection reports for a
sample of quarters during the !
review period to detemmine that
the business process director
obtained inspection reports as
evidence that the fire alamm
systems underwent
maintenance inspections for
each quarter sampled.

Observed the current inspection  No exceptions noted.
tags for a sample of hand-held

fire extinguishers to determine

that the business process

director obtained inspection

tags as evidence that each

hand-held fire extinguisher

sampled underwent ,

maintenance inspections during

" No exceptions noted.
infrastructure‘po!icies and
procedures to detemine that
critical infrastructure policies and -

: procedures were documented

to establish responsibility and
procedures for power and
environmental systems

Inspected the critical No exceptions noted.
infrastructure maintenance

matrix to determine that an

inspection matrix guided the

frequency of inspection for

| critical infrastructure including
: power and cooling systems.

No exceptions noted.

. regarding the monitoring of

t temperature and humidity levels
. to determine that operations

- personnel monitored

: temperature and humidity levels
. and that identified issues were
thresholds are exceeded.

responded to as necessary,
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4.10

a1

4.12

Control Activity Specified

by the Service Organization

The data centers are designad
to optimize cool air flow and
utilize redundant air
conditioning units to keep
infrastructure equipment at
optimal temperatures.

The business process director

obtains inspection reports as
evidence that the air
conditicning systems undergo
maintenanca inspection on a
quarterly basis.

Internal personnel inspect and

maintain the air conditioning

i systems on at least a quarterly

basis to help ensure that they

. are functioning propery.

i

Tést Abplieé by
the Service Auditor
Inspected the monkoring
system configurations to

Test Results

No exceptions noted.

determine that the data centers’ !
temperature and humidity levels |

were systematically monitored
and that operations personnel
were notified via e-mail and fext
meassage when predefined
minimum and maximum
threshokls were exceeded.
Observed the redundant air
conditioning units within the in-

i o
- No exceptions noted.

scope data centers to determine

that the data centers utilized

redundant air conditioning units. |

Observed the server farm layout ' No exceptions ;10ted 7

to determine that that data
centers utilized thermal
separate compartmentalization
to pull warm air from behind
sever racks and pull it up
through centralized cooling
tow‘ers.

Observed the cooling towers

. and associated pump skid to

i No exceptions noted.

detemine that the devices were

in place to maintain climate

control.

Inspected the air conditioning

systems inspection reports fora

sample of quarters during the
review pariod to detemmine that
the business process director

i obtained inspection reports as
i evidence that the air

conditioning systems underwent
maintenance inspection for
each quarter samplad.

i Inspected the air conditioning 7

systems inspection reports for a

i sample of quarters during the

review period o determine that
intemal personnel inspected

¢ and maintained the air

conditioning systems for each

. No exceptions noted.

- No exceptions noted.

quarter sampled. :
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by the Service Organization

" Control Activity Specified |

Power Failure and Surge Control

| Test App‘lied by -

the Service Auditor Test Results

414

4.15

4.16

4.17

: The business process director

. Internal personnel perform
. preventative maintenance

The data centers provide
uninterrupted power through the
combined use of redundant
diesel generators as well as
multiple UPS systems.

Power levels are systematically
monitored and configured to
alert personnel when predefined
minimum and maximum
thrasholds are exceeded.

obfiains inspection reports as
evidence that the generators
underge maintenance
inspections on a quarterly basis.

i

J

Observed the power generators : No exceptions noted.
for in-scope data centers to

determine that redundant diesel -

powsr generators wers in place .

to provide power in the event of

a power outage.

Observed the presence of the | No exceptions noted.
UPS systems for in-scope data
centers to detemmine that the _
data centers were connected to -

i multiple UPS systems fo

provide temporary electricity in
the event of a power outage.
Inspected the monitoring No exceptions noted.
system configurations and an
example e-mail notification
generated during the review
period to detemine that power
levels were systematically
monitored and configured to ‘
aleri personnel when predefined
minimum and maximum f

thresholds were exceeded.

inspected the generator : No exceptions noted.
inspection reports for a sample

of quarters during the review

period to determine that the

business process director

i obtained inspection reports as

evidence that the generators

. underwent maintenance

i

[

procedures on the generators
on at a monthly basis. i

The business process director

- obtains inspection reports as
~ evidence that the UPS systems
i undergo maintenance |

inspecticns on an annual basis.

i

' Inspected the generator
. inspection reports for a sample
. of months during the review

inspections for each quarter
sampled.

' No exceptions noted.

period to detemine that internal
personnel performed
preventative maintenance
procedures on the generators

for each month sampled.

inspected the mostrecent UPS  No exceptions noted.
systems inspection reports to

determine that the business

process director obtained

. inspection reports as evidence

that the UPS systems

- underwent maintenance

inspections during the review
period.




by the Serwce {)rgamzation

Internal personnel perform
preventative maintenance
procedures on the UPS
systems on a semi-annual
basis,

449 |

The data centers contam two

distinct elecirical connections to
the electrical company's
substation.

) “C.orztrol Activiinecnfled N

Test Appliec% by I
2he Semce Audltor

Test Results

No exceptlons noted j

Inspected the most recent semi-
annual UPS systems inspection |
reports to determine that
intemal personnel performed
preventative maintenance
procedures on the UPS
systems during the review
period.

Inquired of the director of IT
regarding electric connectivity to
determine that the data centers
contained two distinct electrical
connections 1o the electrical
company's substation.

No excepuons noted

Observed the power i No exceptions noted.
connections to the facilities to

detemmine that the facilities had

a redundant electrical 1

¢ connection to the electric

| com pany'e substation.

[LOGICAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that logical access to network

by the Service Organization:

502

Control Activity Specified

by the Sefwce Organ;zat;on
Documented logical security

policies are in place to guide
personnel in areas that include,
but are not limited to, the
following:

s Acceptable usage

+ Password management

¢ User access management
Network infrastructure devices
restrict user access to Internet
communication sessions

originating from a pre-defined
list of IP addresses.

defned Ilst of IP addresses N

infrastructure is restricted to authorized personnel.

Test Appi;ed. by

Test Resulis

InSpected the Ioglca securlty
policies to determine that :
i documented logical security j
. policies were in place to guide
: personnel in areas that included
the following: ‘

s Acceptable usage
s Password management
. User access management

No exceptions noted.

j inspected the network No exceptions noted.
" infrastructure device
configurations for a sample of
network infrastructure devices
to determine that each network
infrastructure device sampled
rastricted user access to
Intermet communication

sessions originating from a pre-




5.05

' Users communicate with
. network infrastructure devices
: via an SSH program to help

. sessions are encrypted using a
. cryptographic hash function.

" network infrastructure devices.

5.06

. Network infrastructure devices
- are programmed to end a

A centralized authentication

=cmt'ro§ Ac:mty Sp'eciﬁed

byﬂ ;he Service Organi at_ign

ensure that communication

predefingd period of user

communication session after a
d
inactivity.

system is utilized to
authenticate users accessing

Access to the centralized
authentication system requires
the use of a unique usemame
and password.

!nqunred of the director of IT

mactwlty

Test Applied by
the Serwce Auditor

compliance regarding logical
access to network infrastructure
to deiemmine that users
communicated with network
infrastructure devices via an
SSH program to help ensure
that communication sessions
were encrypted using a
cryptographic hash function.
Inspectad the network
infrastructure device
configurations for a sample of
network infrastructure devices
to determine that
communication sessions for
each network infrastnicture
device sampled were encrypted
using a cryptographic hash
function

Inspected the network dewce
infrastructure configurations for
a sample of network
infrastructure devices to
determine that each network
infrastructure device sampled
was pregrammed to end a
communication session after a
predefined period of user

lnspected the centrahzed
authentication system

authentication configurations for i

a sample of network
infrastructure devices to
determine that a centralized

. authentication system was

utilized to authenticate users
accessing each network
mfrastructure dewoe sampled

lnspected the centralized
authentication system user
account listing and
authentication configurations to
determine that access to the
centralized authentication
system required the use of a
unigue usemame and

password.

Test Results

No exceptions noted,

No exceptions noted.

No exceptions noted.

No exceptlons noted.

- No exceptions noted.
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5.07 Authentication parameters for
; the centralized authentication
system are derived from the
- corporate network domain
- controller.

Test Applied by

the Semca Auditor _
InSpected the centralized

authentication system
authentication configurations to
determine that authentication
parameters for the centralized
authentication system were
dernived from the comporate
network domain controller.

Test Resulis

No exceptions noted.

. system is configured to log
events that include, but are not
limited to, the folowing:

»  Successfid logins

s Failed logins

+ Administrator commands
executed during an active
session

IT management reviews central

authentication system event
logs on an ad hoc basis.

5 08 The network demain is Inspected the network dorhain
- configured to enforce the user account listing and
following user account and authentication configurations to
password controls: determmine that the network
° P - enforce the following user
- in?:mﬂ expiation account and password controls:
. Pa rd complexity e Password mn!mt{m'n length
. » Password expiration
+ Password hiSbi'y intervals
| « Invalid password account P rd :
~ lockout threshold *  Password complexity
» Password history
s Invalid password account
_ lockout threshold [
'5.09 |The ability to access and Inspected the network |
administer network infrastructure administrator user
infrastructure is restricted to account listing to detemine that
' user accounts accessible by ! the ability to access and
authorized personnel. administer network
infrastructure was restricted to
user accounts accessible by
authorized personnel,
510 The centralized authentication Inquired of the director of IT

compliance regarding the
review of the centralized

© authentication system logs to
- determine that IT management

raeviewed central authentication

No emphons noted

No exceptlons noted

{ No exceptions noted.

system event logs on an ad hoc 5

basis during the review period.
Inspected the centralized
authentication system logging
configurations and example logs
generated during the review
pericd to determine that the
centralized authentication
system was configured to log

! the following events;

» Successful logins
s Failed logins
s Administrator commands

executed during an active
session _

- No exceptions noted.
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NETWORK MONITORING AND PROBLEM MANAGEMENT

Control Objective Specified Controls provide reasonable assurance that customer infrastructure is available
by the Service Organization: for operation and use, and that problems are identified, investigated, and resolved
in a timely manner.

Test Applied by

Control Activity Specified

Test Resulis

_ by the S-ervice;()rgar;ization

the Semce Aud;icr

[ inspected the network

No exceptions noted.

6.01 Documenmg network '
i monitoring and problem i monitoring and problem
' management procedures are in | management procedures to
: place to guide personnel in . determine that documented
. identifying, investigating, and i network monitoring and problem
resolving customer i management procedures wers
infrastructure problems, | in place to guide personnel in
- identifying, investigating, and
i resolving customer
_ infrastructure problems.
6_02 Routers are conﬁgured for ‘ Inspected the router No excepttons noted
redundancy such that if one i redundancy configurations for a
. fails, network connectivity is still : sample of routers/to determine -
available to customers. : that routers were configured for
redundancy such that if one
faited, network connectivity was
still available to customers for
each router sampiad
6.03 . Network monitoring applications ; tnspected the network No exceptions noted.
are utilized to monitor network  + monitoring applications’
" devices and are configured to configurations and example e-
notify operations personnel via . mail alert notifications
e-mail when predefined events . generated during the reporting
occur on the network. period o detemmine that
. network monitoring applications
- were utilized to monitor network
devices and were configured to
notify operations personnel via
e-mail when predefined events
- pceurred on the network
6.04 A dedicated NOC is staffed 24 Inspected the NOC stafﬁng No exceptions noted.

hours per day to respond to
customer inguiries, support
issues, and incidents.

schedules for a sample of
weeks during the reporting
period to detemine that the
NOC was staffed 24 hours per

day for each week sampled.
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Operations personnel utilize a

niol Ativiiy Spec%ﬂed

by the Service Organization

. ticketing system to track the

status of incidents and service

* disruptions.

: Operations personnel record

- information regarding incidents
- and service disruptions in an
. incident ticket as a component

of the customer support

- process, that includes, but is not
¢ limited to, the following:

« Date and time of the

: incident
e Priority
"o Problem type

+ Daescriplion of event

¢ Comespondence with
customers

: "« Resoltion details
6.07

Operations personnel configure
priority ratings for tickets
created by the ticketing system
depending on urgency and
impact levels.

]
i

 Test Applied by

the Service Auditor Test Results

inspeicted the ticketing syste.ﬁ-w -
dashboard and an example

No exceptions noted.

. ticket resaolved during the
- reporting period to determine
. that operations personnel

utilized a ticketing system to
track the status of incidents and -
sarvice disruptions. :

Inspected a sample ofincide;lt No exoepﬁms noted.
tickets recorded during the

reporiing period to determine

that each ticket sampled

included the folowing:

+ Date and time of the
incident

¢ Priorily

s Problem type

¢ Description of event

« Correspondence with
customers

e Resolution details

Inspected the ticketing system = No exceptions noted.

- mapping and filter ‘
- configurations to determine that

operations personnel configure

; priority ratings for tickets
~ created by the ticketing system

depending on urgency and
impact levels.
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CUSTOMER SUPPORT

Control Objective Specified Control activities provide reasonable assurance that dedicated customer support
by the Service Organlzation: personne! are in place to handle customer communications and that issues are

escalated according to pre-defined procedures.

Control Activity Specified

Test Applied by
the Servace Audltor

Inspemd mmlﬁi Sllpml t |N0 emeptlons noted -

Test Resulis

by the S'ervice Or_ganiz-at’ion 7

7.01 °© Documented customer support |
- procedures are in place to gunde procedures to determine that i
| personnel in customer support ' documerted customer support |
activities that include, but are ! procedures were in place o :
. not limited to, the following: - guide personnel in customer
o Ticketing . support activities that included
; «  Communication to 1 the M
- customers - » Ticketing
. Customer complaint * Communication fo
| resolution ; customers
" o Maintenance  »  Customer compfaint ‘
| Event response resolution |
L] !
5 pon i « Maintenance i
L. Event response :
7.02 ' Documented customer support Inspected the customer support No exceptlons noted.
" procedures are in place to guide " procedures to detemmine that '
" personnel in verifying that . documented customer support
customer inquiries and support | procedures were in place to
requests are initiated by i guide personnel in verifying that .
authorized customer personnel. : customer inquiries and support
* requests were initiated by
B auihonzed personnel
7.03 ' A dedicated NOC is s staffed 24 Inqmred of the director of IT No exceptions noted.
hours per day to respond to compliance regarding customer
customer inquiries, support support fo determine that a
issues, and incidents. dedicated NOC was staffed 24
~ hours per day to respond to
i customer inquiries, support
|ssues and mc;dents
' lnspected the NOC staﬁ“ ng No exceptions noted.
schedules for a sample of
. weeks during the review period
. to detemmine that the NOC was
staffed 24 hours per day for
each week sampled
7.04  Operations personnel utilize a Inspected the tlcketlng system No exceptions noted.

ticketing system to track the
status of incidents and service
disruptions.

- dashboard and example

incident ticket resolved during
the review period to determine
that operations personnel

. utilized a ticketing system to

track the status of incidents and
serwce dlsmptlons
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" Control Activity Specified |  TestAppliedby |  Recull
i by the Service Organization the Service Auditor Test Results

7.05 Operations personnel record Inspected asarpleof ' Noefionsrnoted-
. information regarding incidents ; tickets recorded during the

+ and service disruptionsinan ~ review period b detemine that
. incident ticket as a component | each ticket sampled inchuded |
© of the customer support - the following:
process, that includes, butis not ' §  pate and time of the
limited to, the following: incident
= Date and time of the ‘ -
. incident = Priosily
! Priori ! « Problem type
[ nonty
| - o  Dascription of event
i «  Problem type i .
! - o  Comespondence with
. »  Description of event : cusiomers
. » Comespondence with " Resohstion details
customers :
. « Resolution detaits
7.06 . The ticketing system is . Inspected the ticketing system ° No exceptions noted.
i configured for NOC personnel : notification queries to determine
| to perform real-time monitoring | that the ticketing system is
| of open tickets that have not . configured for NOC personnel

¢ been addressed within ! to perform real-time monitoring

. predefined time frames based = of open tickets that have not

. on the severity of the tiTket. been addressed within the

' ~ predefined time frames based
on the severity of the ticket.

CUSTOMER PROVISIONING

Control Objective Specified Control activities provide reasonable assurance that new customer environments
by the Service Organization: are provisioned according to standardized methodologies and to mutually agreed
upon criteria and contractual obligations,

Control Activity Specified Test Applied by . "
- by the Service Organization | the Service Auditor Test Resuits
8.01 ' Documented policies and - Inspected the customer No exceptions noted.
procedures are in place to guide . provisioning policies and
information technology and procedures and customer
operations persennel in the - provisioning thank you template

customer provisioning process.  to determine that documented
- policies and procedures were in
: place to guide information
~technology and operations
persconnel in the customer
- provisioning process.
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8.03

8.04

* A completed engineering

: document and client contact
- form Is required prior to the
- provisioning process that

{mtro% Actsv;ty Spemﬁed

by the Service Organization

. Operations personnel require a
. customer service agreement to
. be executed in order to begin

! the implementation process.

include, but is not limited to, the
following:

e« Contact information

+ Network connectivity
requirements

e Network redundancy

requirements
+ Customer cabinet layout

: Membérs ofthe information

technology and operations

" groups conduct a new customer
~ welcome call with new

" customers to review requested

- settings to help ensure that the

services to be provisioned

. match the customer's
expectations.

Test Applied by
_ 2he Servme Audltor

Inspected the executed service

! agreements for a sample of

g customers provisioned during
. the reporting period to

i detemine that operations

‘ personnel require a customer
. service agreement to be

. executed in order to begin the

mplementatnon process.

Inquired of the director, lT

t compliance regarding customer
i implementations o determine

that a completed engineering
document and dient contact

i form was obtained prior to the

provisioning process included
the following:
» Contact irformation

» Network connecfivity
requirements

» Network redundancy

requirements

" s Customer cabinet layout

Inspected the completed
. provisioning questionnaire for a

i sample of customers

. provisioned during the reporllng
. period to determine that a

completed provisioning
+ questionnaire was obtained for
ead1 c:ustomer sampled

Inqulred of the director, IT

_ No exceptions noted.

i compliance, regarding customer

implementations to determine

' that members of the information
. technology and operations

groups conducted a new

- customer welcome call with new

customers to review requested
settings to help ensure that the
services to be provisioned
matched the customer’s
expectations,

Test Resulis

No exceptions noled.

No exceptions noted.

i No exceptions noteg:-l.- -
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| Ccontrol Activiﬁl peifid Test A‘ppl’ie& by S ; e
- by the Service Organization the Service Auditor Test Resuilts

i Inspected evidence of new No exceptions noted.
! customer welcome calls for a
© sample of customers ;
provisioned during the reporting !
¢ pericd o determine that
¢ members of the information
" technology and operations i
. groups conduct a new customer
i welcome call with new
i customers to review requested
: settings to help ensure that the
services to be provisioned
maitch the customer's

expaciations.
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This report is intended solely for use by the management of Switch, Lid., user entities of Switch, Lid.’s
services, and other parties who have sufficient knowledge and understanding of Switch, Lid.'s services
covered by this report (each referred to herein as a “specified user”).

If report recipient is not a specified user (herein referred to as a "non-specified user"), use of this report
is the non-specified user's sole responsibility and at the non-specified user's sole and exclusive risk.
Non-specified users may not rely on this report and do not acquire any rights against Schellman &
Company, LLC as a result of such access. Further, Scheliman & Company, LLC does not assume any
duties or obligations to any non-specified user who obtains this report andfor has accessto it.

Unauthorized use, reproduction or distribution of this report, in whale or in part, is strictly prohibited.
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INDEPENDENT SERVICE AUDITOR’S REPORT

To Switch, Lid.:

Scope

We have examined Switch, Ltd.’s (“Switch” or the “service organization") accompanying description of its Colocation
Services system, in Section 3, throughout the period October 1, 2020, to September 30, 2021, (the “description”),
based on the criteria for a description of a service organization's system in DC section 200, 2018 Description Criteria
for a Description of a Service Organization’s System in a SOC 2% Report (AICPA, Description Criteria) ("description
criteria”) and the suitability of the design and operating effectiveness of controls stated in the description throughout
the period October 1, 2020, fo September 30, 2021, to provide reasonable assurance that Switch's service
commitments and system requirements were achieved based on the trust services criteria relevant to security and
availability (“applicable trust services crileria”) set forth in TSP section 100, Trust Services Criteria for Securily,
Availability, Processing Integrity, Confidentiafity, and Privacy (AICPA, Trust Services Criteria).

The information included in Section 5, "Other Information Provided by Switch” is presented by Switch management
to provide additional information and is not a part of the description. Information about Switch’s disaster avoidance
and Nevada power grid has not been subjected to the procedures applied in the examination of the description, the
suitability of the design of controls, and the operating effectiveness of the controls o achieve Switch's service
commitments and system requirements based on the applicable trust services criteria.

;
i i
i

Service Organization’s Responsibilities * |
Switch is responsible for its service commitments and system requirements and for designing, implementing, and
operating effective controls within the system to provide reasonable assurance that Switch's service commitments
and system requirements were achieved. Switch has provided the accompanying assertion, in Section 2,
(“assertion”) about the description and the suitability of design and operating effectiveness of controls stated therein.
Switch is also responsible for preparing the description and assertion, including the completeness, accuracy, and
method of presentation of the description and assertion; providing the services covered by the description; selecting
the applicable trust services criteria and stating the related controls in the description; and identifying the risks that
threaten the achievement of the service organization’s service commitments and system requirements.

Service Auditor's Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectivenass of controls stated in the description based on our examination. Our examination was conducted in
accordance with attestation standards established by the American Institute of Certified Public Accountants (AICPA)
and in accordance with International Standard on Assurance Engagements 3000 (Revised), Assurance
Engagements Other Than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. Those standards require that we plan and perform our examination to obtain
reasonable assurance about whether, in all material respects, the description is presented in accordance with the
description criteria and the controls stated therein were suitably designed and operated effectively to provide
reasonable assurance that the service organization's service commitments and system requirements were
achieved based on the applicable trust services criteria. We believe that the evidence we obtained is sufficient and
appropriate to provide a reascnable basis for our opinion.

An examination of the description of a service organization’s system and the suitability of the design and operating
effectiveness of controls involves the following:

+ Obtaining an understanding of the system and the service organization’s service commitments and system
requirements;

+ Assessing the risks that the description is not presented in accordance with the description criteria and that
controls were not suitably designed or did not operate effectively;
|2




+ Performing proéedures to oblain evidence about whether the description is presented in accordance with
the description criteria;
= Performing procedures to obtain evidence about whether controls siated in the description were suitably

designed to provide reasonable assurance that the sesvice organization achieved its service commifments
and system requirements based on the applicable trust services criteria;

= Tesling the operating effectiveness of controls stated in the description fo provide reasonable assurance
that the service organization achieved its service commilments and system requirements based on the
applicable trust services criteria; and

= Evaluating the overall presentation of the description.
Our examination also included performing such other procedures as we considered necessary in the circumsiances.

Service Auditor’s Independence and Quality Controf

We have complied with the independence and other ethical requirements of the Code of Professional Conduct
established by the AICPA,

We applied the Statements on Quality Control Standards established by the AICPA and, accordingly, maintain a
comprehensive system of quality control.

Inhererit Limifations

The description is prepared to meet the common needs of a broad range of report users and may not, therefore,
include every aspect of the system that individual users may consider imporiant to meet their informational needs.

There are inherent limitations in the effectiveness of any system of internal control, including the possmihty of human
error and the circumvention of oontrols g

Because of their nature, controls may not always operate effectively to provide reasonable assurance that the
service organization’s service commitments and system requirernents are achieved based on the applicable trust
services criteria. Also, the projection to the future of any conclusions about the suitability of the design and operating
effectiveness of controls is subject to the risk that controls may become inadequate because of changes in
conditions or that the degree of compliance with the policies or procedures may deteriorate.

Description of Test of Controls

The specific controls we tested, and the nature, timing, and results of those tests are presented in Section 4 of our
report titled “Testing Matrices.”

Opinion

In our opinion, in all material respects:

a. the description presents Switch’'s Colocation Services system that was designed and implemented
throughout the period Gctober 1, 2020, to September 30, 2021, in accordance with the description criteria;

b. the controls stated in the description were suitably designed throughout the period October 1, 2020, to
September 30, 2021, to provide reasonable assurance that Switch’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls operated
effectively throughout the review period; and

c. the controls stated in the description operated effectively throughout the period October 1, 2020, to
September 30, 2021, to provide reasonable assurance that Switch’s service commitments and system
requirements were achieved based on the applicable trust services criteria,

Restricted Use

This report, including the description of tests of controls and results thereof in Section 4, is intended solely for the
information and use of Switch; user entities of Swifch’s Colocation Services system during some or all of the petiod
October 1, 2020, to September 30, 2021, business partners of Switch subject to risks arising from interactions with
the Colocation Services system, practitioners providing services to such user entities and business partners,
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prospective user entities and business pariners, and regulators who have sufficient knowledge and understanding
of the following:

« The nature of the service provided by the service organization;

= How the service organization’s system interads with user enfities, business pariners, subservice
organizations, and other parties;

+ Intemal conirol and #is Bmitations;

+ User entity responsibilities and how they may affect the user enlity’s ability to effectively use the service
orgarization’s services;

+ The applicable trust services criteria; and

+ The risks that may threaten the achievement of the service organization’s service commiimenis and system
requirements, and how conirols address those risks.

This report is not intended to be, and should not be, used by anyone other than these specified patrties.

&Bﬂu-m %C,m?;m]‘ LLc.

Tampa, Florida
November 18, 2021
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MANAGEMENT’S ASSERTION

We have prepared the accompanying description of Switch’s Colocation Services system, in Section 3, throughout
the period October 1, 2020, to September 30, 2021, (the “description”) based on the criteria for a description of a
service organization's system in DC section 200, 2018 Description Criteria for a Description of a Service
Organization’s System in a SOC 2® Report {AICPA, Description Criteria), (“description criteria”). The description is
intended fo provide report users with information about the Colocation Services system that may be useful when
assessing the risks arising from interactions with Switch’s system, particularly information about system controls
that Switch has designed, implemented, and operated to provide reasonable assurance that its service
commitments and system requirements were achieved based on the trust services criteria relevant to security and
availability ("applicable trust services criteria”) set forth in TSP section 100, Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).

We confirm, fo the best of our knowledge and belief, that:

a. the description presents Switch's Colocation Services system that was designed and implemented
throughout the period October 1, 2020, to September 30, 2021, in accordance with the description criteria;

b. the controls stated in the description were suitably designed throughout the period October 1, 2020, to
September 30, 2021, to provide reasonable assurance that Switch's service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls operated
effectively throughout that period; and g

C%. the controls stated in the description operated effecﬁvelyi throughout the period Octoher 1, 2020, to
September 30, 2021, to provide reasonable assurance that Switch's service commitments and system

requirements would be achieved based on the applicable trust services criteria,
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OVERVIEW OF OPERATIONS

Company Background

Switch is a technology infrastructure ecosystem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquartered in Las Vegas, Nevada, Switch is built on the
intelligent and sustainable growth of the Intemet. The Founder and Chief Executive Officer (CEQ), Rob Roy, has
developed more than 750 issued and pending patent claims covering data center designs that manifested into
Switch data centers and technology solution ecosystems. Since the opening of their first colocation facility, Switch
has delivered 100% uptime across all facilities. At Switch, every team member is driven to producs real results for
their clients — technologically and financially. Switch data center ecosystems empower their clients with virtuatly
unlimited options for innovation, economies of scale, risk mitigation, sustainability, and investment protection.

Company Profile

Switch's advanced data centers are the center of their platform and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the only carrier-neutral colocation facilities in the world to be certified Tier IV Design, Tier IV Facility and Tier IV
Gold in Operational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
IV standards. Switch's platform has powerful network effects and nurtures a rich technology ecosystem that benefits
its participants. Switch continues fo further enhance these benefits as they innovate and expand their platform
ecosystem. Switch currently has more than 940 customers, including technology and digital media companies,
cloud, and managed service providers, financial institutions, and telecommunications providers.

E The growing nexus between intemet connectivity, lnternlet—based services, data and analytics, and the

: advancement of computational processing power is rapidly expanding the amount of data that enterprises can
access and manage. At the same time, the Intemet of Everything is exponentially expanding the available data
sources, as utility grids, automobiles, aircraft, home appliances, wearable devices and numerous other sources are
ali connecting to the internet. The compute capacity necessary to manage and analyze this data is also advancing
and demanding increasing amounts of power to operate. We believe that traditional technology infrastructure is not
capable of supporting the growing wave of mission critical data and increasingly powerful information technology
{IT) equipment.

Switch presently owns and operates four primary campus locations, called Primes, which encompass twelve
colocation facilities with an aggregate of nearly 5 million gross square feet (GSF) of space. These facilities have
up to 454 megawatts (MW) of power available to them. Primes consist of The Core Campus in Las Vegas, Nevada;
The Citadel Campus near Reno, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep Campus
in Atlanta, Georgia. Primes are strategically located in geographies that combine a low risk of natural disaster,
favorable tax policies for customers deploying computing infrastructure and low latency connectivity to major
metropolitan markets, such as Los Angeles, San Francisco, Silicon Valley, Chicago, New York, Northern Virginia,
and Miami. As a result, customers in these metropolitan markets can access our advanced colocation facilities
while reducing exposure to the higher taxes, higher cost of power and higher risk of natural disaster that might be
prevalent in other markets. Switch can also use their Switch Modular Optimized Design (MOD) technology to build
single-user facilities and are actively pursuing opportunities to deploy this technology in a build-to-suit offering for
our enterprise customers.

As additional locations and sectors within our four existing Prime campus locations are opened for colocation
services, the same/similar controls tested within this report are implemented/in place.
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Description of Services Provided

Physical Security

Exterior Barriers

From well-defined perimeters consisting of signage, blast walls and gates, to clear avenues of approach and backup
perimeter barriers, the first layer of physical security is considerable. Exterior walls are constructed of either steel
reinforced poured concrete or masonry reinforced beyond building code requirements. Entry points are keptfo a
minimum and each exterior door is reinforced, alarmed, access-controlled and viewed by two dedicated fixed
cameras.

Interior Barriers and Customer Compartmentalization

Exterior doors jead into specially engineered mantraps buiit over fire corridor wall construction. The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor biometric authentication of the card holder and are controlled via a 24 hour per day security officer and man-
trap relay logic. Each man-trap includes fixed cameras viewing every door.

Every customer space, whether it is a cage, cabinet, or suite, is individually locked, protected, and monitored.
Additional security safeguards, such as man-traps, intrusion sensors and surveillance cameras, can be added to
these spaces at the customer's request.

Positive Access Control

Positive Access Control is the application of a two-fold access principle stemming from the questions "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walls, tumstiles, cameras, intercoms and
biometric readers, Swiich's access control takes on, further hardening by the Positive Access Control procedures
deployed at the facilities. Positive Access Control requires that a propriatary 24 hours per day officer security
command center (SECOM) verifies that the person standmg in the mantrap matches a file photo. After confirmation,
the officer activates the second proximity and biometric reader for use.

The access process is further continued with periodic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of every person with
access lo the facilities is conducted by the Security Director on a semi-annual basis.

Surveillance

Surveillance equipment for the facilities follows an elite standard set by a board-certified security professional. Fixed
cameras are high-resolution color (620 lines) or digital HD with automatic low-light switching, capable of viewing up
to.1 lux. Panftiitzoom (PTZ) cameras are used on the exterior and areas of sensitivity. Video is digitally recorded
at common interchange format (CIF) resolution at 15 images per second (IPS) upon motion at 4CIF 30 IPS upon
operator command or at select zones requiring enhanced video. Video is retained for 100 +/- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the ldentify, Observe and Understand (IOU) methodology. 10U provides a better use of the system
to include constant monitoring, use of the cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeler and sensitive area intrusion.
Sensor types include infrared motion, ulfrasonic motion, photoelectric motion, electromechanical, intemal lock, and
seismic. These sensors are installed based on the environment or protection needs.

Secunty Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system instruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was
developed in accordance with the current ASIS Intemational guideline on Private Security Officer Selection and
Training {ASIS GDL PS0O-2010) and the 80-day field training officer (FTO) program. A security supervisor oversees




each shift and reports to the campus security manager. Security supervisors are required to attend a Security
Management course, and officers in management positions are required to be active members of ASIS
International.

Please refer to the following link for related pictures and detailed information: http://www.switch.com.

Infrastructure Operations {Environmental Security)

Switch employs state-of-the-art environmental controls to protect the systems of its customers as well as operating
in the most energy-efficient means possible. These systems are managed and monitored by the Data Center
Operations (DCO} and Energy Management Systems (EMS) teams.

Fire Protection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnel and a third-party monitoring company
for response. Data center areas are protected by aspirating smoke detectors, capable and programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interfock
pre-action sprinklers require both a smoke detection event and the activation of sprinklers to release water into the
pipes. This allows for quick response to a fire with a lower risk of water damage in the case of a smaller fire or false
alam.

Heating, Ventilation, and Cooling (HVAC)

Switch utilizes advanced, patented techniques starting with a custom-deagned thermal separate compartment in
facility or {t-scif) air-flow system. This airflow system pulls the warm air away from customer systems into a separate
compartment. The warm air is taken out of‘the core SUPERNAP facility designed for 74 high-grade Switch-designed
and patented TSC-600 and TSC-1000 HVAC units which are physically adjacent to the data center, each containing
six types of air conditioning systems. Within the data centers, areas where warm or hot air travels are marked in
red.

Flease refer to the following iink for related pictures and detailed information: hitp:/Aww.switch.com/.

Power Management

Switch utilizes multiple in-bound connections from electricity providers. Tri-redundant power systems, which
balance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply (UPS) devices which are fed by
generators across the campuses. Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for guick and succingt identification of circuits and to assist with
troubleshooting.

Please refer to the following link for related pictures and detailed information: hitp://www.switch.com/.

Support for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NOC).
NOC and engineering staff are available to assist with network troubleshooting and provide “hands-on” services to
support customers.

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication
of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.
NOC representatives monitor customer inquiries, support issues, and incidents on a real-time basis. Issues are
documented in the Living Data Center ticketing system and tracked to resolution.

The ticketing system / customer relationship management (CRM) system contains a complete purchased product

hierarchy, installed equipment, and the physical and logical infrastructure layouts of individual customer solutions.
The compiete history of customer service requests and incidents are recorded in the ticketing system. Customer-
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specific information is handled confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthemore, volume analysis, response times, and procedural adherence are monitored to help ensure
customer obligations are met.

Network Management and Monitering (Logical Security)

Since Switch has no logical access to any customer's equipment or data, each customer is responsible for its own
network security. Switch manages the network connectivity to the Internet via its multiple providers. Switch’s core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are
configured for high-availability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS

Switch designs business processes and procedures fo meet its objectives for Colocation Services. Those
objectives are based on the service commitments that Switch makes to user entities, the laws and regulations that
govern the provision of Colocation Services, and the financial, operational, and compliance requirements that
Switch has established for the services.

Principal Service Commitments

Security and availability commitments to user entities are documented and communicated in Service Leval
Agreements (SLAs} and other customer agreements, as well as in the description of the service offering provided
online. Switch makes the followmg security commitments to their customers: 1

s Make available Switch's colocation and/or other services to customers for the service term.

s Establish, implement, and maintain commercially reasonable industry standards designed to protect the
customers’ equipment.

« Provide services to customers in accordance with the service level goals.
* Make available Switch's colocation space 24 hours per day, 7 days a week.

» Offer service to customers regarding network availability, network latency, packet delivery, and power
delivery.

» Provide 99.99% availability of the Switch network in any calendar month.
s Provide 100% power avaitability.

»  Availabiiity of HVAC capacity to maintain temperatures in the area around the colocation space.

System Requirements

Switch establishes operational requirements that support the achievement of the principal service commitments,
relevant laws and regulations, and other system requirements. These requirements include account and password
management processes, vulnerability assessment and remediation processes, and employee background
screening and security awareness training. Additional requirements are the necessary system change
management procedures to support the requisite authorization, documentation, testing, and approval of system
changes,

System requirements are communicated in Switch’s policies and procedures, system design documentation, and
contracts with customers. Information security policies define an organization-wide approach to how systems and
data are protected. These include policies around how the service is designed and developed, how the system is
operated, how the intemal business systems and networks are managed, and how employees are hired, trained,
and managed. Switch also has procedures in place to review documentation from third-party providers to ensure
that they are in compliance with security and confidentiality policies. Commitments and requirements of Switch are
documented in customer contracts and are updated and signed upon any changes in the confidentiality practices.
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In accordance with our assertion, and the description criteria, the aforementioned service commitments and
requirements are those principal service commitments and requirements common to the broad base of users of the
system and may therefore not fully address the specific service commitments and requirements made to all system
users, in each ndividual case.

COMPONENTS OF THE SYSTEM USED TO PROVIDE THE SERVICE

System Boundaries

The scope of this report is limited to the Colocation Services for the Las Vegas 2, Las Vegas 4, Las Vegas 5, Las
Vegas 7, Las Vegas 8, Las Vegas 9, Las Vegas 10, Las Vegas 11, Las Vegas 12 facilities located in Las Vegas,
Nevada as well as the single Colocation Services facilities located in Reno, Nevada, Grand Rapids, Michigan and
Atlanta, Georgia.

A system is designed, implemented, and operated fo achieve specific business objectives in accordance with
management-specified requirements. The purpose of the system description is to delineate the boundaries of the

system, which includes the services outlined above and the five components described below: infrastructure,
software, people, procedures, and data.

Infrastructure and Software

below:

The in-scope infrastma-rlure consists of multiple applications and operating system plarrorms as shown in the table

" Business Function Description

The Living  Overall environmental conditions monitoring as welt as
Data Center ticketing system capability lo track incidents and Linux
Application  resolutions.

Microsoft
Active Network domain supporting intemal systems applicable to Microsoft
Directory the Colocation Services, Windows
L Bemain . Las Vegas,
; o Nevada
. Cisco :
C;igopiggigr Network devices in place to direct traffic and filter infernetwork © Reno, Nevada
Routers unauthorized inbound network traffic from the Internet. Cperating © Grand Rapids,
.. System{IOS) _ Michigan
Honeywell 5 Atlantg,
Badge Physical access control supporting the Colocation Services Georgia
Access at the Las Vegas, Reno, and Grand Rapids facilities. :
System . .. .. . Miorosof
C-Cure Windows
Badge Physical access control supporting the Colocation Services
Access at the Las Vegas and Atlanta facilities.
System




In addition, Switch utilizes Sophos antivirus software for antivirus protection for the Windows production servers
and workstations. Furthermore, Switch utilizes both the Honeywell MAXPRO Video Management System (VMS)
and the Milestone VMS for managing the security cameras for the interior and exterior of the data centers.

People

Switch utilizes specific functional areas of cperations that support the scope of this review, these include, but are
not limited to, the following:

» Executive Management — responsble for overseeing company-wide activities, establishing, and
accomplishing goals, and overseeing objectives.

« Securily Operations (SecOps) department — responsibie for monitoring and protecting the facility from
unauthorized access, damage, and interference.

= Neiwork Operations (NetOps} depariment — responsible for implementation of product development and
optimization, client implementation, and technical operations.

» Data Center Operations (DCO) department — responsible for monitoring and maintaining critical
infrastructure including electrical and cooling infrastructure. Also responsible for preparing customer
environment (cage, cabinet) and performing everyday maintenance of the facility.

» Energy Management Systems (EMS) department — responsible for monitoring and maintaining critical
infrastructure including power equipment and infrastructure.

« Network Engineering depariment — responsible for managing network architecture.

» Facilities Services department — responsible for providing user entities with assistance before and after the
initial sale by providing information, guidance, and continued support.

+ Human Resources (HR) department — responsible for HR policies, [practices, and processes with a focus
on key HR depariment delivery areas (e.g. talent acquisitions, employee retention, compensation,
employee benefits, performance management, employee relations, development, and employee-related
incidents and investigations).

« Legal department — responsible for fegal and regulatory issues involving corporate risk and corporate
compliance.

Procedures

Access Authentication and Authorization

In order to gain access to the firewalls and routers, a user must authenticate with a user account and password via
a secure shell (SSH) program to help ensure that the sessions are encrypted. The routers may only be managed
from an internal network as SSH is not running on the public portion of the routers. SSH sessions are programmed
to terminate a session after a predefined period of inactivity.

The network engineering team manages the security administration of the firewalls and routers and is required to
authenticate through a terminal access controller access-control system plus (TACACs+) server which allows for
individualized user account access, administration, and logging. These unique user accounts are defined by the
TACACS+ server and are configured to authenticate using the corporate network domain.

The network domain is configured to enforce password requirements that include minimum length, expiration
intervals, complexity, minimum history, and invalid account lockout threshold. Additionally, the operating system
and badge access system are also configured to inherit credentials from the corporate network domain. Encrypted
VPNs are required for remote access to production and enforce two-factor authentication.

Predefined access groups are employed within the network domain, operating system, badge access system, VPN
system, and centralized authentication system to limit access based on job responsibilities. Additionally,
administrator access to the aforementioned systems is restricted to only those personnel responsible for those
activities via user account permissions and group assignments.




IT management has configured the network domain, operating system, badge access system, VPN system,
firewalls, and centralized authentication system to log access related events. 1T management reviews these logs
on an ad hoc basis to determine if any suspicious or unauthorized activity has occurred.

Access Requests and Access Revocation

Upon hire, an employee’s production system access is requested, communicated, and approved by the employee’s
manager. The system access request will detail the specific production systems and required levels of access
privileges. When an employee ends their employment, a termination checklist is completed to document the off-
boarding procedures performed and production system access is revoked.

Physical Security

Switch has implemented various physical security protocols to protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day to control access to the
data center facilities. Pre-defined access groups are utilized to provide access depending on the individual's role
and responsibilities. Badge access attempts are logged by the system and are traceable to specific badge access
cards. Management reviews employee and customer access privileges on a semi-annual basis. The ability to
administer the badge access system is restricted to authorized security management personnel. 1f an individual
who has physical access to the Switch facilities is terminated, security management personnel revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and entrance gates controlled by guards or card
access. In addition, surveillance cameras are utilized by security personnel to monitor the main entrance to the
facilities in order to identify visitors and contractors prior to granting access to the facilities. Visitors must present
photo identification before being granted access to the facilities. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
nop-functioning visitor badge. Prior to being granted access to the secure interior of the data centers, personnei
and authorized customers must enter a man-trap where they n?wst scan the badge access card and provide
biometric credentials. Visitors without badge access cards are required to be escorted by authorized employees
while within the facilities.

Switch maintains and manitors activity logs of certain physical movemeants within the facilities on an ad-hoc basis.
Physical movements captured and monitored include dateftime, event, badge access card details, and device.
Digital surveillance cameras are in place to monitor the facility entrances, the building perimeters, and other areas
within the facilities. Video surveillance captured by the camera system is archived allowing the capability for ad-
hoc review. The facilities are monitored 24 hours per day by security personal with the use of motion sensitive
digital surveillance cameras, alarms, and motion detectors. An incident reporting system is utilized by security
persornel to document any physical security incidents.,

Environmental Security

Switch has implemented various environmental security protocols to protect the business premises and information
systems from potential environmental issues. The Switch facilities are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.

Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured to automatically send e-mail
notifications to operations personnel when pre-defined thresholds are exceeded.

The data centers are designed to opfimize cool air flow and utilize redundant air conditioning units to keep
infrastructure equipment at optimal temperatures. On a quarterly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order.

The facilities are equipped with multiple UPS systems and diesel generators to provide electricity in the event of a
power outage. Utility power is run through the UPS battery systems so that customers are always recsiving clean,
conditioned battery power. In the event that a loss of utility power occurs, the generators will engage and begin
supplying power to the UPS systems. Whether itis from utility or generator power, each customer is always drawing
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power from the UPS battery systems, ensuring smooth transitions from utility to generator and back again. On an
annual basis, a third-party specialist inspects the UPS systems and generators to help ensure that the systems are
in proper working order. Internal personnel perform preventative maintenance procedures on the UPS systems
and generators on a quarterly basis.

Malicious Software Management

Windows production servers and workstations are configured with Sophos antivirus software which is configured to
scan for updates to antivirus definitions and update signatures on an hourly basis and on-access scanning of
executables and files,

Ongoing Monitoring

The entity’s IT security group monitors the security impact of emerging technologies, and the impact of applicable
laws or regulations are considered by senior management. Ongoing monitoring consists of IT personnel receiving
e-mail notifications and subscriptions as well as following blogs to stay informed of the latest IT trends which could
affect system security and availability.

Change Management

Infrastructure changes follow formal change control procedures to help ensure that only tested (when applicable)
and authorized changes are implemented. Change control procedures include:

» identification and recording of significant changes;

s Planning and testing of changes;

» Assessment of the potential impacts, including security impacts, of such changes;

e Formal approval procedure for proposed changegs from system or business owners;
+ Communication of change details to relevant pei’sons: and

+ Audit trail of changes.

Changes are documented in ticketing systems with requirements for specific mandatory fields to be completed to
perform risk assessments and to enable effective coordination and communication within the change process. 1T
management will review the ticket and provide their approval or rejection based on the change request. Changes
are required to be fested prior to being implemented and post implementation to help ensure there is no adverse
effect or impact on the system. Change control documentation reflects an audit trail of the change including the
date and time of change, reason for change, the name of the person making the change, and the person or persons
who authorized the change.

The ability to implement infrastructure changes is restricted to only those personnel responsible for those activities
via user account permissions and group assignments.

Disaster Recovery

Disaster recovery plans are in place to guide personnel in procedures to protect against disruptions caused by an
unexpected event. Disaster recovery tests are performed on an annual basis, and the results were recorded and
tracked to identify potential threats.

Incident Response

The network infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues.
Management has implemented procedures to guide NOC technicians in identifying and responding to network
related incidents as well as incident response and escalation procedures in the event that an event is detected, A
proprietary ticketing system called Living Data Center (LDC) was developed and is ufilized to manage, track,
respond, and resolve network issues. When an issue is detected, NOC technicians will examine the issue and
create a ticket to assign priority level on a scale (1-5) based on the urgency and impact of the incident to the
business andfor the customer, and o determine predefined timelines to resolve the issue. If the ticket is not
responded to within a predefined timeline based on its severity, the ticketing system is configured to notify NOC
technicians of the open ticket until the ticket is addressed.




If the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented to get
the necessary personnel involved to resolve the issue. Once the issue is fixed, the NOC technician will update the
support ticket with full details of the issue resolution,

Capacity and Availability Monitoring

SYSLOG is configured to monitor the network devices’ capacity and availability levels (e.g. CPU levels, uptime,
eic.) and alert operations personnel when predefined thresholds have been met. The NOC is staffed on a 24 hour
a day on-call basis to respond to availabilily issues.

On-call personnel are notified via e-mail by 8YSLOG of availability issues that exceed predefined thresholds on
monitored network devices. Additionally, operations meetings are held on a weekly basis to review availability
trends and availability forecasts as compared to system commitments.

Data

Badge access logs and video surveillance recordings are a key component of the Colocation Services provided by
Switch. The logs and recordings are reviewed on a real-time basis by SECOM and retained for forensic purposes.
Customer data was not included in the scope of this examination as Switch is not responsible for the administration
or maintenance of customer systems or data.

Significant Changes During the Review Period

There were no significant changes that are fikely to affect report users’ understanding of how the in scope system
is used fo provide the services covered by this examination during the period.

{

1
Subservice Organizations
No subservice organizations were relevant to the scope of this assessment whose controls were necessary, in

combination with controls at Swilch, fo provide reasonable assurance that Swiich's service commitments and
system requirements were achieved.

CONTROL ENVIRONMENT

The control environment at Switch is the foundation for the other areas of internal control. It sets the tone of the
organization and influences the control consciousness of its personnel. The components of the control environment
factors include the integrity and ethical values, management’s commitment to competence; its organizational
structure; the assignment of authority and responsibility; and the oversight and direction provided by the board of
directors and operations management.

integrity and Ethical Values

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer,
and monitor them. Integrity and ethical values are essential elements of Switch's control environment, affecting the
design, administration, and monitoring of other components,

Integrity and ethical behavior are the product of Switch's ethical and behavioral standards, how they are
communicated, and how they are reinforced in practices. They include management’s actions o remove or reduce
incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. They also
include the communication of entity values and behavioral standards to personnel through policy statements and
codes of conduct.




Specific control activities that Switch has implemented in this area include:

+ An employee manual is ulilized to document organizational policy siatements and codes of conduct and
communicate entity values and behavioral standards o personnel.

= Palicies and procedures require that employees sign an acknowledgment form indicating that they have
been given access to the employee manual and understand their responsibility for adhering to the policies
and procedures contained within the manual.

= Employees must sign a confidentiality statement agreeing not %o disclose proprietary or confidential
information, including customner information, to unauthorized parties.

» Background checks are performed for employee candidates as a component of the hiring process.
« Drug screening tests are performed for employee candidates as a component of the hiring process.

= As security is core to Swilch’s services, employees and confraciors are required fo attend security
orientation and awareness training as a component of the hiring process and on an ongoing basis.

Board of Directors and Audit Committee Oversight

Switch’s confrol consciousness is influenced significantly by its Owners and Board of Directors’ participation. A
Board of Directors is in place to oversee management activities and meets on a periodic basis.

Organizational Structure and Assignment of Authority and Responsibility

Switch’s organizational structure provides the framework within which its activities for achieving enfity-wide
objectives are planned, executed, controlled, and monitored. Switch’s management believes that establishing a
relevant organizational structure includes considering key areas of authority and responsibility and lines of reporting.
Switch has developed an organizational structure suited to its needs. This organizational structure is based, in part,
on fis size and the nature of its activities.

Switch’s assignment of authority and responsibility activities include factors such as how authority and responsibility
for operating activities are assigned and how reporting relationships and authorization hierarchies are established.
It also includes policies relating to business practices, knowledge and experience of key personnel, and resources
provided for carrying out duties.

In addition, it includes policies and communications directed at ensuring that personnel understand the entity's
objectives, know how their individual actions interrelate and contribute to those objectives, and recognize how and
for what they will be held accountable. Organizational charts are in place to communicate key areas of authority,
responsibility, and lines of reporting to personnel. The charts are communicated to employees and updated as
needed.

Commitment to Competence

Switch management defines competence as the knowledge and skills necessary to accomplish tasks that define
an employee’s roles and responsibiliies. Switch's commitment to competence includes management's
consideration of the competence levels for particular jobs and how those levels translate into requisite skifls and
knowledge.

Management ensures employees have adequate training to carry out their job responsibilities. This includes
Switch's self-developed Security Academy where security personnel undergo incremental training in facilities
security as well as Switch’s physical securily processes and supporting technology.




Accountability

Switch’s management philosophy and operating style encompasses a broad range of characteristics. Such
characteristics include management's approach to taking and monitoring business risks; and management'’s
attitudes toward information processing, accounting functions and personnel. Specific control activities that Switch
has implemented in this area are described below.

« Input and feedback are actively sought from and provided by Switch customers and partners.
» Management is periodically briefed on regulatory and indushry changes affecting services provided.
* Management meetings are held on a periodic basis to discuss operational issues,

Switch’s human resources policies and practices relate to employee hiring, orientation, training, evaluation,
counsefing, promotion, compensation, and disciplinary activities. Specific control activities that Switch has
implemented in this area are described below:

s Management has established pre-hire screening procedures which are performed for employee candidates.
= New hire on-boarding includes, but is not limited to, the following elements:

» Verification that the employee has signed the employee agreement;

» Verification that the employee has signed the confidentiality agreement;

» Verification that the employee has signed an acknowledgement of receipt of employee handbook
document; and

+ Verification that the employee has taken security training and signed an acknowledgement of such
training,

+« Management utilizes ten’ninatioﬁ procedures which include, but are not limited to, the following ielements:
» Collection of company property;
» Revocation of physical access rights;
» Revocation of system access rights;
« Signatures of each person that performs requisite tasks; and

+ Evaluations are performed for employees on an annual basis.

RISK ASSESSMENT

Security and risk management are of primary importance to Switch. Switch’s management has placed into
operation a risk assessment process to identify and manage risks that could affect the organization's ability to
provide reliable Colocation Services for user entities. This process requires management to identify significant
risks in their areas of responsibility and to implement sufficient measures to address those risks.

Obijective Setting

Switch faces a variety of risks from external and internal sources, and a precondition to Switch's risk assessment
methodology is establishment of objectives, linked at different levels and internally consistent. Objectives are set
at the strategic level, establishing a basis for operations, reporting, and compfiance objectives. Objectives are
aligned with Switch’s risk appetite, which drives risk tolerance levels.

More-specific objectives flow from the entity’s broad strategy. Entity-level objectives are linked and integrated with
more-specific objectives established for various “activities,” such as sales, marketing, and operations, making sure




they are consistent. These sub-objectives, or activity-level objectives, include establishing goals and may deal with
product line, market, financing, and profit objectives.

By setting objectives at the entity and activity levels, Switch can identify success factors. Success factors exist for
the entity, a business unit, a function, a department or an individual. Objective setting enables management to
identify measurement criteria for performance, with focus on success factors.

Switch has established certain broad categories including:

» Operations Objectives — these periain to effectiveness and efficiency of the operations, including
performance and delivery goals and safeguarding resources against loss. They vary based on
management’s choices about structure and performance,

» Compliance Objectives — these objectives pertain to adherence to laws and regulations to which Swiich,
and their customers are subject. They are dependent on external factors, such as govemment and industry
regulation.

Risk Identification and Analysis

Regardless of whether an objective is stated or implied, Switch's risk-assessment process considers risks that may
occur.  Switch has considered significant interactions between itself and relevant external parties and risks that
could affect the organization's ability to provide reliable service to its user entities.

Switch’s methodology for analyzing risks varies largely because many risks are difficult to quantify. Nonetheless,
the process usually includes:

+« Estimating the significance of a risk;
+ Assassing the Eikeiihogd (or frequency) of the risk occurring; and

« Considering how the risk should be managed (i.e. an assessment of what actions need to be taken).

Risk analysis includes identification of key business processes where potential exposures of some consequence
exist. Once the significance and likelihcod of risk have been assessed, management considers how the risk should
be managed. This involves judgment based on assumptions about the risk, and reasonable analysis of costs
associated with reducing the level of risk,

Necessary actions are taken to reduce the significance or fikelihood of the risk occurring.

Risk Factors

External Factors
» Technological developments
s Changing customer needs or expectations
+« Compelition that could alter marketing or service activities
+ New legislation and regulation that could force changes in policies and strategies
s Natural catastrophes that could lead to changes in operations or information systems

« Economic changes that could have an impact on management decisions

Internal Factors
» Significant changes in policies, processes, or personnel
« Types of fraud, incentives, pressures, opporiunities, attitudes, and rationalizations

e Adisruption in information systems processing




+ The quality of personnel hired, and methods of training utiized

» Changes in management responsibiliies
s The nature of the eniity’s adiviies and employee accessibility to assets

The Switch risk assessment process focuses on supporting management decisions and responding to potential
threals by assessing risks and identifying important decision factors. Executive management oversees risk
management ownership and accountability. Senior management from different operational areas is involved in the
risk identification process. Management idenlifies elements of business risk inciuding threats, vulnerabilities,
safeguards, and the likelihcod of a threat, Io determine the actions to be taken.

Potential for Fraud

The potential for fraud is considered when assessing the risks o the company’s objectives. The potential for fraud
can occur in both financial and non-financial reporting. Other types of fraud include the misappropriation of assets
and illegal acls such as viclations of governmental laws.

Management realizes that the polential for fraud can occur when employees are motivated by certain pressures or
incentivized to commit fraud. The absence of controls, or ineffective controls, provides an opportunity for fraud
when combined with an incentive to commit fraud. Documented policies and procedures are in place to guide
personnel in identifying the potential for fraud as part of the risk assessment process. Additionally, the annuat risk
assessment considers the potential for fraud.

Risk Mitigation

Risk mitigation activi!ties include the ability to identify, select and develop activities thait sufficiently meet the identified
risks. However, the relafive costs versus benefits should also be considered when determining the risk mitigation
activities. The organization has documented policies and procedures to guide personne! throughout this process.
The annual risk assessment and mitigation process also addresses risks arising from potential business disruptions.

Vendors and business partners are also considered during the annual risk assessment and mitigation process.
Documented policies and procedures are in place to guide personnel in identifying risks associated with vendors
and business pariners as part of the risk assessment process. Monitoring procedures are also in place to ensure
continual compliance by vendors and business partners. This includes reviewing vendor audit reports and/or
security questionnaires at least annually.

TRUST SERVICES CRITERIA AND RELATED CONTROL ACTIVITIES

Integration with Risk Assessment

Along with assessing risks, management has identified and put into effect actions needed to address those risks.
In order to address risks, control activities have been placed into operation to help ensure that the actions are
carried out properly and efficiently. Control activities serve as mechanisms for managing the achievement of the
security and availability categories.

Selection and Development of Control Activities
The applicable trust services criteria and related control activities are included in Section 4 of this report to efiminate
the redundancy that would result from listing the items in this section and repeating them in Section 4. Although

the applicable trust services criteria and related control activities are included in Section 4, they are, nevertheless,
an integral part of Switch’s description of the system.
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The description of the service auditor's tests of operating effectiveness and the results of those tests are also
presented in Section 4, the Testing Matrices, adjacent fo the service organization's description of controls. The
description of the tests of operating effectiveness and the results of those tests are the responsibility of the service
auditor and should be considered information provided by the service auditor.

Trust Services Criteria Not Applicable to the In-Scope System

All criteria within the security and availability are applicable to the Colocation Services system.

INFORMATION AND COMMUNICATION SYSTEMS

Relevant Information

Carriers and Connectivity
Switch has direct connections to many of the national internet backbones. its specific carriers are:

» Allantic Telenetwork {Comnet) s Masergy
o 123net o Megaport
s  AT&T s Packet Fabric
. AIiT Michigan (Michigan Bell Telephone s Parker Fiber
|
C?mpany) . PCCW
+ Bandwidth infrastructure Group (BIG) « Roberts
* Casair ¢ Sky Fiber
s CC Communications
+ Tata
¢ Charter s Telepacific
+ Cogent

+ Time Warner Cable

« Comcast » T-Mobile (former Sprint)

« Cox + US Signal
s Crown Castle {former Wilcon) e Valley Electric (VEA)
» Everstream (former Comlink) e Verizon
e GTT + Windsiream
s IX Reach
s  Zayo
¢ Lumen

Network Design

Data centers are connected diversely and redundantly by Switch-owned fiber. Every data center has multiple
pathways to the other data centers to take advantage of a broad blend of multiple providers on two different
autonomous systems. This design succeeds in being dynamic, robust, and diverse.

Customers who collocate in one of the Switch facilities are provided a number of different options for Intemet

connectivity. These range from single drops to multiple redundant drops. Redundancy to the customer is provided
either by Border Gateway Protocol (BGP) or Hot Standby Routing Protocol (HSRP),

21




The network core is built upon a platform of carrier-class equipment which services Switch's user entities. The
border routers are meshed together to the core to maximize the ability to transport data to the optimal provider.
Conversely, by having multiple providers, a customer’s data is received in a fast and efficient method. Customers
have the ability to choose between BGP, HSRP, and single connection routing.

Switch extends its availability into Southern California to the prominent One Wilshire Building. This presence
enabies Switch to peer with more than 50 international telecommunications companies.

Communication

Switch has implemented various methods of communication to help ensure that employees understand their
individual roles and responsibilities for Colocation Services and controls, and to help ensure that significant events
are communicated. These methods include orientation and training programs for newly hired employees and the
use of electronic mail messages to communicate time-sensitive messages and information. Managers also hold
periodic staff meetings.

MONITORING

At the executive level, controls are monitored to consider whether they are operating as intended or require
modification for changes in conditions. Switch's management performs monitoring activities to continuously assess
the quality of internal control over time. Monitoring activities occur on a continuous basis and necessary corrective
actions are taken as required to correct deviations from company policy and procedures. This process is
accomphshed through ongcing monitoring activities and separate evaluations,

The Switch management team conducts quality assurance monitoring on a regular basis and additional training is
provided based upon results of monitoring procedures. Monitoring activities are used to initiate corrective action
through management meetings, customer conference calls, and informatl notifications.

Management's close involvement in the operations can identify significant variances from expectations regarding
intemal controls. Upper management immediately evaluates the specific facts and circumstances with any
suspected contro! breakdown. A decision for addressing any control's weakness is made based on whether the
incident was isolated ot requires a change in the company's procedures or personnel. The goal of this process is
to ensure legal and regulatory compliance, as well as to maximize the performance of Switch personnel.

Switch utilizes the LDC for overall monitoting. The platform includes an incident ticketing system as well as real-
time monitoring capabilities referred to as the Living Data Center. With respect to the previously mentioned contraol
aclivities, the following are key monitoring controls:

s Video surveillance for physical security;

» Physical access logs;

«  Semi-annual customer access reviews;

« Motion detection sensors;

» Fire, smoke, and heat detection sensors;

» Temperature and humidity monitors monitored by critical infrastructure staff;

» Air flow sensors monitored by critical infrastructure staff;

s Network device health monitoring with real-time alerts sent fo network operations staff; and

+ Logical access logs identifying authorized, unauthorized, and administrative activities on key network
devices and platforms.

22




Additionally, Switch has semi-annual security assessments in accordance with the Department of Homeland
Security (DHS) Argonne model.

Evaluating and Communicating Deficiencies

Deficiencies in an entity’s internal control system surface from many sources, including the company’s ongoing
monitoring procedures, separate evaluations of the internal control system, and external parties. Management has
developed protocols to help ensure that findings of internal control deficiencies are reported not only to the individual
responsible for the function or activity involved, who is in the position fo take corrective action, but also to at least
one level of management above the directly responsible person. This process enables that individual to provide
needed support or oversight for taking corrective action, and to communicate with others in the organization whose
activities may be affected. Management evaluates the specific facts and circumstances related fo deficiencies in
intemal control procedures and make the decision for addressing deficiencies based on whether the incident was
isolated or requires a change in the company's procedures or personnsl.

COMPLEMENTARY CONTROLS AT USER ENTITIES

Complementary user entity controls are not required, or significant, to achieve the service commitments and system
requirements based on the applicable trust services criteria.
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SECTION 4

TESTING MATRICES
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TESTS OF OPERATING EFFECTIVENESS AND RESULTS OF TESTS

Scope of Tasting

This report on the controls relates to the Colocation Services system provided by Switch. The scope of the testing
was restricted to the Colocation Services system and its boundaries as defined in Section 3. Schellman conducted
the examination testing over the period October 1, 2020, to September 30, 2021.

Tests of Operating Effectiveness

The tests applied to test the operating effectiveness of controls are listed alongside each of the respective control
activities within the Testing Matrices. Such tests were considered necessary to evaluate whether the controls were
sufficient to provide reasonable, but not absolute, assurance that the applicable trust services criteria were achieved
during the review period. [n selecting the tests of controls, Schellman considered various factors including, but not
limited to, the following:

* The nature of the control and the frequency with which it operates;

» The control risk mitigated by the controf;

« The effectiveness of entity-level controls, especially controls that monitor other controls;
« The degree to which the control relies on the eflectiveness of other controls; and

¢  Whether the control is manually performed or auiomated.

The types of tests performed wﬂh! respect to the operational effectiveness of the control activitie# detaded in this
section are briefly described below:

 Test Approach i}_es_ceri_ption

Inquiry Inquired of relevant personnel with the requisite knowledge and experience regarding
: the performance and application of the related control activity. This included in-person
i interviews, telephone calls, e-mails, web-based conferences, or a combination of the
preceding.
Observed the relevant processes or procedures during fieldwork. This included, but
was not limited to, witnessing the performance of controls or evidence of control
performance with relevant parsonnel, systems, or locations relevant to the
performance of control policies and procedures.

Observation

Inspected the relevant audit records. This included, but was not fimited to, documents,
system configurations and settings, or the existence of sampling attributes, such as

- signatures, approvals, or logged events. In some cases, inspection testing involved

~ tracing events forward to consequent system documentation or processes (e.g.

~ resolution, detailed documentation, alarms, etc.) or vouching backwards for
prerequisite events (e.g. approvals, authorizations, etc.).

Inspection

Sampling

Consistent with American institute of Certified Public Accountants (AICPA) authoritative literature, Schellman
utilizes professional judgment to consider the tolerable deviation rate, the expected deviation rate, the audil risk,
the characteristics of the population, and other factors, in order to determine the number of items to be selected in
a sample for a particular test. Schellman, in accordance with AICPA authoritative literature, selected samples in
such a way that the samples were expected to be representative of the population. This included judgmental
selection methods, where applicable, to ensure representative samples were obtained.
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System-generated population listings were obtained whenever possible to ensure completeness prior to selecting
samples. In some instances, full populations were tested in cases including but not limited to, the unigueness of
the event or low overall population size.

Reliability of Information Provided by the Service Organization

Observation and inspection procedures were performed related to certain system-generated reports, listings, and
queries o assess the accuracy and completeness (reliability) of the information used in the performance of our
testing of the controls.

Test Resuits

The results of each test applied are listed alongside each respective test applied within the Testing Matrices. Test
results not deemed as control deviations are noted by the phrase “No exceptions noted.” in the test result column
of the Testing Matrices. Any phrase other than the aforementioned, constitutes either a test result that is the result
of non-occurrence, a change in the application of the control activity, or a deficiency in the operating effectiveness
of the control activity. Testing deviations identified within the Testing Matrices are not necessarily weaknesses in
the total system of controls, as this determination can only be made after consideration of controls in place at user
entities and subservice organizations, if applicable, and other factors.

SECURITY CATEGORY

Control Activity Specified
i)y the Semce Orgamzat:on

Test Applied by
the Service Auditor

Control # Test Results

' Control Envlronment
CC1 1 COSO Pnncuple 1 The enhty demonstrates a commltment to mtegnty and ethlcd values

CC1 1 1 ! Policies and prooedures require lnspecﬁad the employee No exceplmns noted

that employeas sign an
acknowiedgment form indicating
that they have been given access
to the employee manual and
understand their responsibility for
adhering fo the policies and
procedures contained within the
manual.

CC1.1.2 Background screenings are
performed for empioyee
candidates as a component of the
hiring process.

handbook acknowledgment form
for a sample of employees hired
during the review pariod to
determine that an
acknowledgment form indicating
that they had been given access
to the employee manual and
understood their responsibility for
adhering to the policles and
procedures contained within the
manual had been signed by each

employee sanpled

Inspected the background No exceptions noted.
investigation procedures and
evidence of completed

background checks for a sample

~ of employees hired during the

review period to determine that
backgrourd screenings were
performed for employee

- candidates as a component of the
" hiring process for each employae

- sampted.
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Control #

s

CC114

cc115

Control Act’ivity Specified

by the Service Organization

! Drug screening tests are
. performed for employee
i candidates as a component of the
I hmng process.

|
|
|
i
Employees must sign a
confidentiality statement agreeing
‘ not to disclose proprietary or

¢ confidertial information, including
client information, to unauthorized
parties.

An employes sanction pdicy is In
place that address remedial
actions for lack of compliance with
policies and proceduras,

"Te.st“Appii'ed by '
the Serv o uditor

Inspected e\ndence of completed No exceptions noted.

- drug screening tests for a sample

] of employees hired during the
+ review period to determine that
drug screening tests were

performed for employee

| candidales as a component of the
i hiring process for each employee
| samplad.

Inspected the sugned No excephone noted

~ confidentiality statements for a

* sample of employees hired during
i the review period to determine

: that a confidentiality statement

: was signed by each employee

4 sampled

| Inspected the code of conduct

i and business ethics to determing
I that an employee sanction policy
! was in place that address

. remedial actions for lack of

j compliance with policies and

i No exceptions noted.

procedures

CC1 2 COSO Pruncuple 2 The board of dlrectore demonstrates Independence from management and axercises overelght of

the deveiopment and perfennance of |nternal contrdl. !

CC1.21

| .CC1 2.2

cc123

The board of directors establishes Inspected the corporate
. governance charter to determine

* and maintains a formal charter
. and set of bylaws which describes

. of management's internal control
" environment.

f Extemal board membaers attest to

their independence from
management and objectivity in
evaluations and decision making
on an annual basis.

performance measures,
incentives, and other rewards for
responsibilities at the entity,
reflecting dimensions of
performance and expected
standards of conduct.

their responsibilities and oversight |

- No exceptlons noted.

that the board of directors
astablished and maintained a

- format charter and set of bylaws
© which describes their
. responsibilities and oversight of

management's internal control

environrnent.

Inspected the moet recent No exceptions noted.
nominating and corporate

govemance commiitee meeting

¢ minutes to determine that external

board members attest to their

. independence from management

and abjectivity in evaluations and
decision making on an annual

: ba3|5

Board of directors establish : Inspected the board of dIrectors

" No exceptions noted.
meeting minutes for a sample of
quarters to determine that board

" of directors established
" performance maasures,

incentives, and other rewards for
responsibilities at the entity,
reflecting dimensions of
performance and expected
standards of conduct for each
quarter sampled,
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Gontrol #

CC1 3 COSO Pnncqpie 3 Management esiabhshes mth board oversrght sttuctures repomng Ilnee and appropnate

Controi Acfivity Specified

by the Serv:ca {)rgamzatlon

Test Applied by
the Serwce Audttor

authorities and responsubihtles in the pursun of objectrves

cc131

CC1.3.2

CC1.3.3

CCt.34

| Board of dlrectors estabilsh
performanca measures,
incentives, and other rewards for
responsibllities at the entity,
reflecting dimensions of

: performance and expected

- standards of conduct.

i R

: Organlzational charis are in place

' to communicate key areas of
authority, responsibility, and

i appropriate lines of reporting to

* personnel. These charls are

. communicated to employees and

i updated as needed.

are in place to define the skills,
rasponsibilifies, and knowladge
levels required for particular jobs.

Management has assigned
responsibitity of the maintenance
and enforcement of the security
and availability policies and
procedures to the members of
security operations, data center
operations, and network
operations teams.

‘ Documented posﬁlon descdpllons

Enspected !he board of dtrectors
meeting minutes for a sample of
quarters to determine that board
of directors established
performance measures,

. incentives, and other rewards for

responsibilities at the entity,

. reflecting dimensions of
- performance and expecled
* standards of conduct for each

quaner sampled

Inquired of the VP of Human
" Resources regarding the

. communication of organizational

. charts to employees to determine
i that organizationai charts were in
. place to communicate key areas

. of authority, responsibility, and

: appropriate lines of reporting to

; personnel and that these charts

i ware communicated to employees |
~ and updated as needecl '

: Inspecbd the orgamzatonal

: charts to determine that

* organizational charls were in

; place and communicated key

. areas of authority, responsiillty,
i and appropriate I Imes of repomng

Inspected the posmon
descriptions for job positions to

. determine that documented

Test Results

- No exceptlons noted

position descriptions were in place

1o define the skills,

- responsibilities, and knowledge

levels required for particular jobs
for each JOb posutlon sampled

! No exceptons noted

No excephons noted

No exceptions noted

Inspected the information secunty No exceptlons noted

management system scope
document and security roles and
responsibilities policy to determine
that management assigned
responstbility of the maintenance
and enforcement of the security
and availability policies and
procedures to the members of
security operations, data center
operations, and network

operations teams.

28




Control #

cgﬁtgci Ac ti\fity speclﬁed

by the Servace Orgamzatlon

:Test Applied by '
the Servrce Aud:tar

Test Resuits

{ CC1 4 COSO Prlncnpte 4 The entily demonstrates a commatment to attract, develop and retam competent mdwtduals in
: allgnrnent with ob;ectwes

CC1.4.1

- cclaz

CC143

cC1.4.4

; Management ensures thal

: employees have adequate

" training to cary out their job
- responsibilities.

 New employae checkhsts are B
. utilized to guide the hiring process

and include verification that
candidates possess the required

: New employee hiring procadures

are in ptace to guide the hiring

¢ process and verification that

candidates possess the required

© qualifications to perform the duties
: as outlined in the job description,

sampled,

inspected the new employee

- checklists for a sample of

employees hired during the review |

: period to determine that new
qualifications to perform the duties :
. as outlined in the job description.

employee checklists were utilized

. 1o guide the hiring process and

included verification that
candidates possessed the
required qualifications to perform
© the duties as outlined in the job

* description for each employee

Inspected the hiring policy to 3

- determine that new employee
+ hiring procedures were in place to :

guide the hiring process and
verification that candidates
possess the required ;
qualifications to perform the duties

; as outlined in the job descnption

: No excephons noted

Employees, customers, and

vendors must undergo orientation
to help ensure that security and
safety requirements are
communicated.

* Inspectad the tralning

. expenditures during the reporting
: period and the departmerEr?I

training materials to determine

* that employees had adequate

- training material to carry out their
]ob responsmtllties

¢ Inquired of the D1rector of IT
Comptiance regarding
communication of security and
safety requirements to determine
that employees, customer, and
vendors must undergo ofientation
to help ensure that security and
safety requirements were
commumcated

No exceptions noted.

nspected the secunty onentat:on

materials to determine that

orientation included the fallowing:

¢  Building perimeter security

» Customer and guest access

+  Mantraps, tum-styles, and
other physical bariers to
entry

«  Fire safety

+  Security points of contact for
emergencies

! No excephons noted

" No exceptions noted.

No exceptions noted.
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Control Activity Specified

Conirol #

Test Applied by Test Results

by the Service Organization

the Serwce Audltor

!nspecbed the mformatlon securlty I No excepuons noted.
orientation acknowlaedgements

¢ with respect fo the information

security policy for a sample of

. employees hired during the

: reporting period to determine that
: each employee sampled

i acknowledged their

: responsibilities with respect to

3 inforrnanon secunty

Inspecited the arc flash safety
procedures and evidence of i

No excephons noted.

: completed training for a sample of |
: employses hired during the review ;

Empioyees are required to
complete security awareness
fraining on an annual basis to
understand their obligations and

i responsibilities to comply with the
: corporate and business unit

f security palicies.

CC145

: period to determine that each
* employee sampled completed
¢ electrical system safety training.

! Inspected evidence of security :
! awareness training completion for
© a sample of current employees to
! determine that each employee
. sampled completed security

awareness fraining during the

- review penod

No exceptlons noted.

CC1 5 COSO Principle 5: The entlty hoids mdlwduals accountable for their jntemal conlrd I‘BSpOﬂSlblhhes in lhe pursuit of

objeclives.
CC1.5.1

to communicate key areas of

authority, responsibility, and

i appropriate lines of reporting to

personnel. These charts are

- communicated to employees and

- updated as needed.

Organizational charts are in place

Inquired of the VP of Human

Resources regarding the
communication of organizational
charts to employess to determine
that organizational charls wera in
place to communicate key areas
of authority, responsibility, and
appropriate lines of reporting to
personnel and that these charts

were communicated to employees

and updaled as needed

Inspected the organlzahonal
charts to determine that

. organizational charts were in

cC1.5.2 Documented position descriptions
are in place to define the skills,
responsibiliies, and knowledge

levels required for particular jobs.

place and communicated key
areas of authority, responsibility,

- and appropriate lines of reporting.

inspected the position
descriptions for a sample of job
positions to determine that

documented position descriptions -

were in place to define the skills,
responsibilities, and knowledge
levels required for particular jobs

: for each ;ob posihon sampled

An employee sanction pdlicy is in

. place that address remedial
actions for lack of compliance with
policies and procedures,

cC163

Inspected the code of conduct
and business ethics to determine
that an employee sanction policy
was in place that address
remedial actions for lack of
compliance with policies and
procedures.

No exceptions noted.

No exceptions noted.

No excaptions noted.

No exceplions noted.
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éonttet Actnnty Speci’fied

Control #

Test Applied b.'y I

Test Results

by the Sewsce Orgamzatlon

CC1.54
an organization strategy and
performance policy and updates it
on an annual basis to align
internal control responsibilities,
performance measuras and
incentives with company business
chjectives.

Board of directors establish
performance measures,
incentives, and other rewards for
responsibilities at the entity,
reflecting dimensions of
performance and expected

¢ standards of conduct.

CC155

e m e L

Cornmunlcatlon and lnformation

the Serwce Audator

Management formally documents | Inspected the security

| management recurring meeting
¢ invite, example meeting notes, :
i and the information security policy

fo determine that management
formally documented an
organization strategy and

" No exceptions noted.

. performance policy and updates it '
. on an annual basis to align '

‘ objectlves

internal control responsibilities,
performance measures and

incentives with company business

Inspected the board of dtrectors
meeting minules for a sample of
quarters to determine that board
of directors established

: performance measuras,

;. incentives, and other rewards for
. rasponsibilities at the entity,

: reflecting dimensions of

¢ performance and expacted

* standards of conduct for each

i quarter sampled

e e o

No excepfions noted.

- €C2.1 COSO Principle 13: The entity ohtams or generates and uses re!evant quality mfon'natlon to support the functlomng

. of |ntemal control.

CCZ 1 1 . An Infonnatlon classmcation polecy
is formally documented that
identifies information required to
support the functioning of intemat
control and achievement of

i ohjectives and associated

- protection and access rights.

Network monitoring applicaticns
. ara utilized to monitor network
devices and are configured to
. notify operations personnel via e-
mall when predefined avents
accur on the network,

cc212

Security personnel monitor
access fo the fadlities entrances
and manage visitor access 24
hours per day.

cc2.13

Inspected the Infom‘natuon )

~ classification policy to determine
that an information classification
policy was formalty documented

that identifies information required

. to support the functioning of

intemal control and achievement
of objectives and associated

protectton and access nghts

Inspected the network monltonng
applications’ configurations and
example e-mall alert nofifications
genarated during the review
period to determine that network
monitoring applications were
ulilized to monitor network
devices and were configured to
notify operations personnef via e-
matl when predefined events
occurnad on the network

Inspecbd the master shift
schedule for security personnel to
determine that security personnel
were staffed to monitor access to
the facilities on a 24 hour per day
bas:s dunng the rewew penod

_ No exceptlons noted. '

No exceplions noted.

No exceptions noted.




{ ity Specifiad | "fe-s;.t 'Applieﬁ by
y the Service Organization the Service Auditor

Test Results

CC21.4 | The data centers’ temperature ! Inquired of the director of IT' I No excepfions noted.
- and humidity levels are ; regarding the monitoring of .
' systematically monitored. | temperature and humidity levels i

| Operations personnel are notified | 1o determine that operations
via e-mail and text message when | personnel monitored temperature

! predsfined minimum and and humidity levels and that ;
' maximum thresholds are ~ Identified Issues were responded |
© exceeded, . 10 as necessary. ‘

Inspected the monftoring system No exceptions noted.
| configurations {o determine that
i the data centers’ temperature and
: - humidity levels were
‘ " systernatically monitored and that
; ! the monitoring system was
i configured fo notify personnel via
. e-mail and text message when
. predefined minimum and j
. maximum thresholds were :
exceeded.

T S —————— 005 QP

. CC21.5  Powerlevels are systematically inspected the monitoring system No exceptions noted.
i monitored and configured to alert  configurations to determine that
personnel when pradefined the data center power levels were
minimuam and maximum . systematicalty monitored and that
thresholds are exceeded, ; the monitoring system was
. configured to alert parsonnel i
when predefined minimum and
maxirnum thresholds were
exceeded.

- Inspected example sacurity No exceptions noted.
. update e-mail notification received |

. during the review pericd to

¢ detemine that the entity’s IT

- security group monitored the

* security impact of emerging

: technologies.

€C2.2 COSO Principle 14: The entity internally communicates information, inciuding objectives and responsibilities for
intemal control, necessary to support the functioning of internal control.

cc2.21 A system description is Inspected the customer facing No exceptions noted.
" documented that includes the website to determine thata
setvices provided, data, people, system description was
software, infrastructure, documented that included

procedures, control snvironment,  services provided, data, people,
risk assessment, monitoring, and . software, infrastructure,

information and communication procedures, control environment,
systems. The system description  risk assessment, monitoring, and
is communicated to internal and information and communication
external users via the customer  * systems and that it was

facing wabsite, communicated to internal and

extamal users,
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ﬂbﬁtrol Activity‘ Speéiﬁéﬂ” b '{F:est Applied by'

Control # Test Resuits

by the Service Organization the Service Auditor

' CcC222 A documented information

' Inspected the information security ! No exceptions noted.
saecurity policy is in place to guide . policy and company intranet site |
personnsl in the enlity's security . to determine that a documented !
i and availability commitments and | information security policy was in
| the associated system i place to guide personnel in the
I requirements. The poicy is i entity's security and availability _
| communicated to internal : commitments and the associated !
parsonnel via the intranet. . system requirements and that the
policy was communicated to :
intemal personnel via the intranet. :
CGC2.2.3 | Employees are required to Inspecied evidence of security " No exceptions noted.
¢ complete security awareness i awareness training completion for
¢ training on an annual basis to : a sample of currant employees to
! understand their obligations and | determine that each employee
¢ responsibilities to comply with the | sampled completed security
i corporate and business unit | awareness fraining during the
i security policies. . review period.
CC2.2.4 : Policies and procedures require Inspected the employee ' No exceptions noted.
i that employees sign an . handbook acknowledgment form
i acknowledgment form indicating ' for a sample of employees hired
| that they have been given access  during the review period to
i to the employee manual and ! determine that an
: understand their rasponsibility for - acknowledgment form indicating
: adhering to the policies and . that they had been given access
: procedures contained within the 1o the employee manual and
i manual. understood their responsibility for
i " adhering to the policies and
procedures contained within the
. manual had been signed by each
" employee sampled.
CC2.25 : Documented escalation ¢ Inspected the escalation . No exceptions noted.
i procedures for reporting security | procedures, company intranat
- and availability incidents are - site, and customer facing website
- provided to internal and external | to determine that documented
: users to guide users in identifying = escalation procedures for
i and reporting failures, incidents, . reporting security and availability,
" concerns, and other complaints.  © incidents were provided to internal
. and external users to gulide users
* in identifying and reporting
. failures, incidents, concems, and
other complaints.
cc2.2s Change management meetings - Inquired of the director, IT . No exceptions noted.
are held on a weekly basis io compliance regarding change
discuss and communicate the - managemant meetings to
ongoing and upcoming projects  © determine that change
that affect the system. " management meetings were held

on a weekly basis to discuss and
communicate the ongoing and
upcoming projects that affected
the system.
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Controt #

cC228

Control Activity Specified

by the Bervice Organization

Management meetmgs are held
oh a weekly basis to discuss
incidents and corrective measures
to help ensura that incidents are
resolved.

! . _
: IZLocumented posrtlon descnptions
: are in place to define the skills,

; responsibilities, and knowledge

. levels required for particular jobs.

Test Applied b}}

the Serv:ce Auditor Test Results

lnspected the recurring calendar No exceptions noted.
- meeting invitation, agenda, and
. minutes for a sample of woeks
: during the review period to
. determine that change
. management meetings were held
¢ to discuss and communicate the
: ongoing and upcoming projects
¢ that affect the system for sach
: week sampled

! Inquired of the cﬁrector IT

| compliance, regarding

| management meelings to

i determine thal management

| meetings were held on a weekly
| basis to discuss incidents and

! corrective measures to help

5 ensure that incidents were

; resolved

No excepnons noted

Inspected the management
i mesting minutes for a sample of
. weeks dufing the review pericd to
i determina that management
| meetings were held to discuss
incidents and cotrective measures

' for each week sampled. [

i No excepnons noted

1 Inspected the position | No exceptlons noted.
1 descriptions for a sampie of job
. positions to determine that
i documented position descriptions
were in place to define the skills,
. responsibilities, and knowledge
levels required for particular jobs

for each jOb posntuon sampled

CC2 3 COSs0o Pnnciple 15 The ent]ty comrnunicates with external parties regarding matters affectlng the functioning of

CC2.31

cc232

. internal conirod,

DA system descnpllon is
- documented that includes the

' sefvices provided, data, people,

. software, infrastructure,
proceduras, control environment,
risk assessment, monitoring, and
information and communication
systerns. The system description
is communicated to internal and
external users via the customer
facing website.

The entity’s security and

" avallability commitments and the
. associated system requirements
: are documented in customer
contracts.

Inspected the customer facing

No exceptions noted.
. website to determine that a
system description was
" documented that included
services provided, data, people,
software, infrastructure,
- procedures, control environment,
. risk assessment, monitoring, and
infomation and communication
systems and that it was
- communicated to intemal and
) extemat users

Inspected a standard executed No exceplions noted.
service agreemeant for an example
+ customers provisioned during the
review pericd o determine that
the entity's security and
avaiability commitments and the
assoclated system requirements
were documented in customer
contracts.
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Control #

. CC2.34
- procedures for reporting security
¢ and avafiability incidents are
- provided to intemal and external
: users to guide users in identifying

CC2.35
- document and client contact form

Members of the information
¢ technology and operations groups
¢ conduct a new customear welcome
I call with new customers to review
- requested settings to help ensure
I that the services to be provisioned
i match the customer’s

! expectations.

Control Activity Spe.c-ified N

by the Service Organization

. customer's expectations,

Inquired of the director, IT
- compliance, regarding customer
| implamentations to determine that
' membars of tha information

Test Applied by. N

the Service Auditor Test Resuits

| No exceptions noted.

technology and operations groups
conducted a new customer
welcome call with new customers
to review requested settings fo
help ensure that the sarvices to
be provisioned matched the

Inspected evidence of naw No exceplions noted.

' customer welcome calls for a
- sample of customers provisioned
" during the review peariod to

determine that members of the
information technology and

operations groups conducted a
new customer welcome call for

each customer sampled.

Documented escalation

and reporting failures, incidents,

: concerns, and other complaints.

inspectad the escalation No exceptions noted.
procedures, company intranat

site, and customer facing website

to detemmine that documented

escalation procedures for

reporting security and availability,

incidents were provided to intemal

and axternal users to guide users

in identifying and reporting

failures, incidents, concerns, and

- other complaints,

A completed engineering

is required prior to the
provisioning process thal include,

. but is not limited to, the following:
s Contact infformation

+  Network connectivity
requiremants

e Neiwork redundancy
requirements

s Customer cabinet layout

' Inquired of the director, IT
. compliance regarding customer

No exceplions noted.
implementations to determine that

a completed engineering

document and dlient contact form

was obtained prior fo the

provisioning process induded the

following:

¢+ Contact information

*»  Network connectivity
requirements

¢  Neitwork redundancy
requirements

¢« Customer cabinet layout

Inspected the completed
provisioning questionnaire for a
sample of customers provisioned
during the review pericd to
determine that a completed
provisioning questionnaire was
obtained for each customer

Noc exceptions noted.

sampled.
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Control #

. CC2.36

- cc237

- cc238

Risk Assessment

Control Activity S’peciﬂed

by the Service Organization

A dedicated NOC is staffed 24

- hours per day to respond to
- customer inquiries, support
issues, and incidents.

Operations personnel utilize a
ticketing system to track the
status of incidents and senice
disruptions.

. Operations personnet record

information regarding incidents
and service disniptions in an
incident ticket as a component of

* the customer support process,

that indudes, but i not limited to,
the following:

¢ Dale and time of the incident
s Prioty

* Problem type

+  Description of event

- e Comrespondence with

customers
» Resolution details

A O

Tost Appﬁ.ed by L

Test Resulis

the Service Auditor

. Inspected the NOC staffing

¢ schedules for a sample of weeks
; during the review period to : |
| determine that the NOC was !
' staffed 24 hours per day for each ;
: week sampled. 1

| No exceptions noted.

" Inspected the ticketing system * No exceptions noted.
; configurations and example :
incident licket resolved during the |
. review paricd to determine that
operations personnel vlilized a
. ticketing system to track the
- status of incidents and service

disruptions. i

 Inspected a sample ofincident  No excepfions noted.

fickets recorded during the review
period to determine that each !
ticket sampled induded the
following:

e Date and time of the incident

e Priosity

"=  Problemtype
e  Description of event
s Comespondence with

customers

s Rasolufion details

€C3.1 COSO0 Principle 6: The antity specifies objectives with sufficient clarity to enable the identification and assessment of

risks refating to objectives.

CC3.1.1

Information security objectives are
established by management to
align intemai control
responsibifiies, performance, and
incentives with company business
objectives.

CC342  Documented procedures are in

place to guide personnel In
identifying business objective
risks, assessing changes to the
system, and developing risk
management strategies as a part
of the risk assessment process.

Inspecied the information security ~ No exceptions noted.
scope document 1o determine that
information security cbjectives :
were established by management -
to align intemal control
rasponsibilities, performance, and
incentives with company business
objectives. :
Inspected the risk assessment " No exceplions noted.
procedures to determine that
documented procedures were in
place to guide personnef in
identifying business objective
risks, assessing changes to the
system, and developing risk
management strategies as a part
of the risk assessment process.
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Control #

cC313 |

Control Activity Spercifiad

by the Service Organizafion

. A formal risk assessment is
. performed on an annual basis.
 Risks that are identified are rated

using a risk evaluation process
and are formally documsnted,

. along with mitigation strategies,
. for management review.

Test Applied by"
the Serwce Audttor

" Inspecisd the most recent tisk

assessment documentation to

- determine that a risk assessment

was parformed and that risks that

were identified ware rated usinga
* risk evaluation process and were

formally documented, along with
mitigation strategies, for
management review during the
rewew perlod

Test Resuits

No exceptions noted.

CC.?. 2 COSO Pnnmple 7 The enhty |dentf" ies nsks to me achlevement of |ts objectrves across the entlty and anaJyzes nsks ;
as a basss for deten'mning how the nsks should be managed

P
'

CCS.Z.‘]

; Documented procedures are in

CC322

cC3.23

i A syslems inventory is maintained
. that indudes physical devices and |

systems, virtual devices, software,
data and data flows, extemal
information systems, and
organizational roles.

. place to guide personnel in
~ identifying business objective
. risks, assessing changes to the

system, and developing risk
managemant strategies as a part
of the risk assessment process.

A formal risk assessment is
performed on an annual basis.
Risks that are identified are rated
using a risk evaluation process
and are formally documented,
along with mitigation strategies,
for management review.

. Inquired of tha EVP of secunty
. and director of IT regarding the
risk assessment process {o
determine that a systems

. inventory was maintained that

included physical devices and

systems, virual devices, sofiware,

data and data flows, external
information systems, and
organizahonal roles.

" Inspected the most recent risk

assessment to determine that a

© systems inventory was maintained

i that induded

ysical devices and
systems, virtualldevices, software,
data and data fiows, external

. information systems, and

‘ Inspeactad the risk assessrnent

orgamzahonal rdes

procadures to determine that
documented procedures were in
place to guide personnel in
identifying business objective
risks, assessing changes to the
systam, and developing sk
management strategies as a part
of the risk assessment process.
Inspectad the most recent risk
assessment documentation to
determing that a risk assessment
was performed during the review
period and that risks that were
identified were rated using a risk
evaluation process and were
formally documented, along with
mitigation strategies, for
management raview.

No exceptions noted.

No excepums noted

No excepuons noted

No exceptions noted.
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) Contt;e! .Actt'v:ty Specified Test Appi’ied i}y

Controi # Test Resulis

by the Semce Grgamzat:on the Serwce Audltor

. CC3.24  Developments intechnology and  Inquired of the EVP of security  ~ No exceptions noted.

the impact of applicable laws or | regarding the risk assessment
regulations ara considered by : and IT security planning process

- senior management as part of the ° to determine that developments in |
annual risk assessment and [T - fechnofogy and the impact of

- securily planning process. . applicable laws or regulations

' wera considered by senior

, management as part of the annual

" risk assessment and IT security
planning process.

Inspected the most recent nsk No except}ons noted
. assessment documentation to
! determine that a risk assessment
i was performad during the review

penod

CC3.2.5 The entity's IT security group Inqulred ef the EVP ef Security | No exceptione noted.
monitors the security impact of regarding emerging technologies
emerging technologies, and the  * and the applicable laws or

impact of applicable laws or . regulations to determine that the
regulations are considered by entity's IT security group
senior management. - monitored the secunity impact of

emerging technologies, and the
impact of applicable laws or
regulations were considerad by
senior management.

Insp%acted example security No excephons noted
update e-mail notification received

during the review period to

determine that the antity's 1T

sacurity group monitored the

security impact of emerging

technologies.

CCS 3 COSO Prancnpte 8 The enuty cersnders the potentlal fer fraud in assessmg nsks te the achlevement of obJectNes

CC3.3.1 " Management performs a risk Inquired of the dlrecter of IT No exceptions noted
assessment on an annual basis regarding the risk compliance
that indudes consideration of the  process to determine that
potential for fraud. management performed a risk

assessment during the review
pericd that includes consideration
of the potentlat for fraud

Inspecbd the rnost recent rlsk No exceptions noted.
assessment documentation to

determine that management

performed a risk assessmeant that

included consideration of the

potential for fraud during the

review period.
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Control #

Control Activity Specified

TestAppliedby

Test Results

by the Semce Orgamzat;on

the Semce Audttar

5 CCS 4 COSO Pnnmple 9 The entity identifies and assesses changes that cou!d sngnlﬁcantly |mpact the system of intemal

control
CC3 4 1

P CC34.2

; Developments in technology and

i the Impact of applicable laws or

i regulations are considered by

The entity's IT security group
. monitors the security impact of

serdor management as part of the |
annual risk assessment and IT
security planhing process.

i 1nquured of the EVP of secunty
' regarding the risk assessment

and IT security planning process
to determine that developments in

i technclogy and the impact of
. applicable laws or regulations

! were considered by senior

emerging technologies, and the
impact of applicable laws or
regulations are considered by
senior management,

management as part of the annual

' sk assessment and IT security
plannlng process.

Inspected the mcrst recent risk
assessment documentation to
detemine that a risk assessmant

i was performed during the review
penod

Inqmred of the EVP of Securlty
regarding emerging technologies
and the applicable laws or

! regulations to determine that the
i antity's IT security group
| monitored the security impact of

emerging technologies, and the
impact of applicable laws or
regulations were considered by

‘ senior rnanagement_

- Inspected example secunty
. update e-mail notification received |
: during the review period 1o

. determine that the entity’'s T
: security group monitored the
. security impact of emerging

Monitoring Actlvities

CC4.1 CGS0 an:lpie 16 The entuty selects develops, and performs ongomg andJor separate evaluatlons to ascertam
‘ whelher the components of mlernal contml are present and funcflonng

CC411

CCa.1.2

tachnoiogies.

A vuinerability scan is perfon'ned

by a third-party vendor on an
annual basis to identify threats
and assess their potential impact

. fo the systems. Results are

included in the risk assessment

- and remeadiations are monitored

through resolution.

Inspecbed the most recent
vuinerability scan results to
determine that a vulnerability scan
was performed by a third-party
vendor during the review period o
identify threals and assess their
potential impact to the systems
and results were included in the
risk assessment and remediations
were monitored through

: resolutnon

Documented policiesrandr

: procedures are in place to guide

personnel in defining the audit

: scope and performing the intemal
. systern audit process.

Inspected the |ntemal audlt
procedures to determine that
documented policies and
procedures were in place to guide
personnel in defining the audit

- scope and performing the internal

¢ system audit process.

No exceptions noted.

No exceptions noted.

No excephons noied

No excephons notad

No exceptions notad.

No exceplions noted.
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Control #

CcCAt3

. implemant comrective action plans

; needed.

Internal audits are performed on
. an annual basis to help ensure

| internal control parformance

Control Activity Specified

by the Service Organization

that internal controls are designed
and operating effectively o

achiave organizational objectives.
The rasuits of audits are reviewed |
by management to develop and |

for control weaknaesses as

Test Applied by '
the Servzce Auditor

Inspected the most recent Intemal

audit report to determine that
intemal audits were performed
during the review pericd to help
ensure that internal controls are
designed and operating eﬁectwely
to achieve organizational

+ objectives and the results of
* audils ware reviewed by

management to develop and
implement comective action plans

! for control weaknesses as

The board of directors’ reviews

metrics provided by management

¢ on an annual basis,

! needed

Inspecbed the most recent board
i of directors meeting minutes to

determine that the board of

directors reviewed intemal control |

* performance metrics provided by
management during the review

i penod

Test Results

No excephons noted

No exceptlons noted

- l,,

CC4 2 COSO Princrple 17 The ent:ty evaluates and communicates mtemal control deﬁc:enaes ln a tlmefy manner to those
partles responsnble for taking corractive act:on |nclucing sennor management and the board of dsrectors as appropnate

CC4.21

. by athird-party vendor on an
i annual basis to idenﬁfify threats

A vulnerability scan is petformed

and assess their potential impact
to the systems. Results are
included in the risk assessment
and remediations are monitored

: through resolution.

cc422

CC4.2.3

i Internal audits are performed on

an annual basis to ensure that
internal controls are designed and
operating effectively to achieve
organizational objectives. The
results of audits are reviewed by
management to develop and
implement corrective action plans
for control weaknesses as
needed.

The beard of directors' reviews
internal control performance
metrics provided by management
on an annual basis.

: resolutlon

: Inspeclaad the most recent

* vuinerability scan resuits to :
. determine that a vulnerabifity scan .
. was paerformed by a third-party ;
© vendor during the review period fo :

identify threats and assess their
potential impact to the systems
and results were included in the

; No exceptions noted.

risk assessment and remediations ¢
-~ were monitored through

lnspecbd the rnost recent mlemal

_ audit report to determine that

intemal audits were parformed on
an annual basis to ensure that

" intemal controls are designed and

operating effectively to achieve
organizational objectives and the
results of audits were reviewed by
management to develop and
implement corrective action plans
for control weaknesses as
needed

: Insp-ected the most recent board

of directors meeting minutas to
determine that the board of
directors reviewed intemal control
performance metrics provided by
management during the review

period.

No exceptions noted.

No exceptions noted.
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Control # Control Actw:ty Specaﬂed

i e Orgamzataon

Control Activities

| €C5.1 COSO Pnncuple 10 The enbty setects and develops control actlwtles that contnbute to the mulrgahon of nsks to the

1 achlevement of objectwes to acceptable Ievets

Test Applied by
the Service Auditor

Documented procedures are in
place to guide personnd in
identifying businass objective
risks, assessing changes to the
system, and developing risk
management strategias as a part
of the risk assessment process.

CC5.1.2
performed on an annual basis.
Risks that are identified are rated
using a risk evaluation process
and are formally documented,
along with mitigation strategies,
for management review.

CCS13

Badge access card pnwleges are
assigned to users using

pradefi access zones to help

" ensure that access privileges are
consistently assignad based on
job responsibilities and/or where
customer equipment is located.

i Security personnel utilize
surveilance cameras to monitor

. the main entrance to the data

centars and identify visitors and

contractors prior to granting them

access into the facilities.

cos14

Personnel and authorized
customers and contractors are
required to enter a mar-irap
where they must provide the
badge access card and a
bicmetric credential prior to being
granted access to the secure
interior of the data centers,

CC515

CC5.1.6
are required to provide badge
access cards and biomeltric
identification for both entry and
exit of interior doors.

Inspected the nsk assessment

i A formal risk assessment is

Personnel and authorized visitors

procedures to determine that
documented procedures were in

. place to guide personnd in
: identifying business objective
' risks, assessing changes to the

system, and developing risk
management strategies as a part

. of the risk assessment  process.

Inspected the most recent rsk

! assessment documentation to
. determine that a risk assessmant
- was performed during the review
¢ period and that risks that were

identified were rated using a risk

. evaluation process and were

" formally documented, along with

- mitigation strategies, for
; management review

; Inspectad the badge access
! privileges and zone definitions to

help ensure that access privileges

. were consistently assigned based
' on job responsibilities and/or
: where customer equipment was

Iocated

Observed the data center
entrance process to determine

" that security personnel utilized
 surveilance cameras to monitor

the main antrance to the data
centers and identified visitors and
contractors prior to granting them
access mte the facnhhes

Obeerved the in-scope data
centers entrance process to
determine that perscnnel and
authorized customers and
contractors were required to enter
a man-trap where they must
provide the badge access card
and a biometric credential prior o
being granted access to the
secure intenor of the data centers.

Observed access within the in-
scope data centers to determine
that personnegl and authorized
visitors were required to provide
badge access cards and biometric
identification for both entry and

exit of interior doors.

Test Resulls

No exceplions noted.

No exceptions noted.

] determine that badge access card
' privileges were assigned to users
i using predefined access zones o

No exceptmns noted

No exceptions noted,

Noc exceptions noted.

Na exceptions noted.



Control #

CCS 2 COSO Prmcnple 11: The emlity also selects and develops general control acﬂvlﬁes over technology to support the

Controt Activity Specified
by the Serv;ce {)rgamzatlon

ach:evement of ObjeCtEVBS

CC521

' €C5.3 COSO Principle 12: The entty deploys control activities through policies that establish what is expected andin

. Control activities over technology
. are identified as part of the risk
. assessment process to support

i the achievement of objectives and |

. are documented within the risk
. assessmert.

procedunas that put pollues |nt0 actlon

ccs32

CC533

Test Applled: by “

the Serwce Audttor

; lnquinad of the EVP of security }

: regarding the risk assessment

| process to determine that control
activities over technology were

. identified as part of the risk

| assessment process io support

: the achievement of objectives and

: were documented within the risk

. assessment.

Inspected the risk assessment
- policy and the most recent risk
: assessment to determine that 1

control activilies over technology |
! were identified as parl of the risk
i assessment process to support i
" the achisvement of objectives and |
- were documented within the risk

| assessment. !

A documented mformallon

i security policy Is in place to guide
personnel in the entity's security
and avaiability commitments and
the associated systam

. requirements. The pdlicy is

. communicated to intemal

- personnel via the intranet.

An information dassification poiicy
is formally documented that
identifies information required to
suppeort the functioning of internal
control and achieverment of
obiectives and associated
protection and access rights.

Policies and procedures are in
place to document organizational
policy statements, codas of
conduct, and communicate entily
vatues and hehavioral standards
to personnel.

e r——— _._.,_

. Inspected the |nfon'natton securlty

* policy and company intranet ste }
- to detemmine thal a documente :
- information security policy was(rn ‘
i place to guide personnel in the ‘
. entity’s security and availability |
- commitments and the assoclated i
- system requirements and that the ;
. policy was communicated to ;
g lnlemal personnel vla lhe |ntranet i

Inspected the |nformahon
classification palicy to determine
that an information classification
policy was formally documented
that identifies information required
o suppor the functioning of
intemal control and achievement
of objectives and associated

- proteclion and access rights.

- Inspected the code of conduct
and business ethics {o determine
that policies and procedures were
in place to document

" organizational policy statements,
codes of conduct, and
communicate entity values and
behaviora standards fo
personnal,

Test Results

No exceptions noted.

No excephons noted

No except:ons noted

No exceptlons noted

" No exceplions noted.
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~ Control Activity Specified
[ by the Service Organization
CC5.34

Control #

Policies and procedures require
that empioyees sign an
acknowledgment form indicating
that they have been given access
to the employee manual and

. understand their responsibility for
. adhering to the policies and

; procedures contained within the

: manual,

CC5.3.5 : An employee sanction policy isin

placs that address remedial

policies and procedures.

Log cal and Physical Access Controls

CCE6. 1 The entity 1mplements Iogical access secunty software |nfrastmcture and architeclunas over protected wfonnatlon

Inspecbd the employee

. Inspected the code of conduct
i and business ethics to determine
' actions for lack of compliance with !

Test Applied Sy
the Serwce Audltot'

handbock acknowledgment form

. for a sample of employess hired
i during the review period 1o

. determine that policles and

. procedures required that

. employees signed an

. acknowledgmaent form indicating
¢ that they had been given access

to the employee manual and

i understood their responsibllity for
¢ adhering to the polisies and

i procedures contained within the

- manual for each employee

! sampled.

that an employee sanction policy

" was in place that address

. remedial actions for lack of

i compliance with policies and
{ procedures

assets to protect them fmm secunty evenls to meet the entity's objectrve§

A systems inventory is maintained
that indudes physical devices and !
systems, virtual devices, software,
| data and data flows, external

; information systems, and
organizational rolss.

An information classification policy
is formally documented that
identifies information required to
support the functioning of internal
control and achievement of
objectives and associated
protection and access rights.

Inspected the most recent nsk

. Inguired of the EVP Ef secunty

: and director of IT regarding the

i risk assessment process to

" determine that a systems

- inventory was maintained that

i included physical devices and

© systems, virtual devices, software,

- data and data flows, external

- information systems, and
orgamzattonal rdes

assessment to determine that a
systems inventory was maintained

. that induded physical devices and
- systems, virtual devicaes, sofiware,
: data and data flows, externat

information systems, and

: organlzalmnal roles

Inspected the mformatlon
classification policy to determine
that an information classification

. policy was formally documented

that identifies information required

. to support the functioning of

intemal control and achievement

. of objectives and associated

protection and access rights.

. No exceptions noted.

No excephcms noted.

No exceplions noted.

Test Results

- No exceptions noted.

No exceptions noted.

43



Control #

CC6.14

. CCB5

CC6.1.6

coes

Control Acti'vfi-:y S‘péc.i.f.ié.c‘i

by the Service Organization
Access to the network domain

requires the use of a upique
usemame and password.

The network domain is configured

! to enforce the following user

account and password controls:

o Password minimum length

' »  Password expiration intervals

¢ Password complexity
« Password history

Access to the operating system

. requires the use of a unique

username and password.

Authentication parameters for the

operating system are derived from
the comorate network domain

: controlier.

CC8.1.7

Access to the badge access

- system requires the use of a

unigue usemame and password.

. Authentication parameters for the

badge access system are derived
from the corporate network

domain controller,

: Inspected the network domain

Inspected the operaling system

Inspected the badge access

Test Appled by

the Service Auditor Test Resuits

i No exceptions noted.
user accass privileges and i

authentication configurations to :

determine thal access to the i

natwork domain required the use

! of a unique username and
© password.

* Invald password account

- No exceptions noled.
user access privileges and

authentication configurations fora |

sample of production servers to

determin% that access to the

operating system for each

~ production server sampled

required the use of a unique

usemame and password.

Inspected the operating system No exceptions noted.
authentication configurations for a

sample of production servers to

determine that authentication

parameters for the operating

. sysiem access for each

preduction server sampled were

- derived from the corporate
- network domain contraler,

No exceptions noted.
system user access privileges and
authentication screen to
determine that access to the
badge access system required the
use of a unique username and
password.

inspected the badge access No exceptions noted.
system authentication screen to

determine that authentication

parameters for the badge access

system were derived from the

corporate network domain

_ controller.
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- ccet9

 CC6.1.10

Control #

R

CC6.1.11

Control Activity Specified

: Encrypted VPNs are required for

remote access {o production and
enforce two-factor authentication.

A centralized authentication
syslem is utilized to authenticate
users accessing network
infrastructure devices,

Access to the centralized

use of a unigue username and

. password.

- CC6.1.12 ; Authenticalion parameters for the

centralized authentication system

. are derived from the corporate
- network domain contraller,

CC6.1.13

. Administrative access privileges

within the network domsin are

. restricted to user accounts
" accessible by authorized
parsonnal.

costs

CC6.1.15

Administrative access privileges

within the operating system are
restricled to user accounts
accessible by authorized
perscnnel.

The ability to create, modify, or
delete user badge access
privileges to the facilities is
restricted to user accounts
accessible by authorized
personnel,

by the Service Organization

¢ factor authentication.

' Inspected the centralized
. authentication system

personnel.

personnel,

. Test Applied by' el
the Service Auditor Test Results

t Inspected the VPN encryption and  No exceptions noted,

authentication configurations fo

© determine that encrypted VPNs
' were required for remote access

to production and enforced two-

Inspected the centralized ' No exceptions noted.
authentication system
authentication configurations fora

sample of network infrasfructure

- devices to detemmine that a

ceniralized authentication system
was utilized to authenticate users
accessing each network

" infrastructure device sampled.

. Inspected the centralized
authentication system requires the

No excepfions noted.
authentication system user

account fisting and authentication

configurations lo determine that

access to the centralized

authentication system required

" the use of a unique username and

password.

No exceptions noted.

authentication configurations to
determine that authentication
parameters for the centralized

' authentication system were

derived from the corporate
network domain controller.
Inspected the network domain
administrative access privileges to
determine that administrative
access privileges within the
network domain were restricted to
user accounts accessible by

No exceptions noted.

authorized personnel,

Inspected the operating system No exceptions noted.
administrative access privieges
for a sample of production servers

. to detemmine that administrative

access privileges within the
operations system for each
production server sampled were
restricted to user accounts
accessibie by authorized

Inspected the badge systemuser  No exceptions noted.
access privileges to determine

that the ability to create, modify,

or delete user badge access

privileges to the facllities was

restricted to user accounts

accessible by persons authorized
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Control # |

CC6.1.16  Administrative access privileges

within the VPN system are

restricted to user accounts

i accessible by authorized
personnel.

The abillity to access and
administer network infrastructure
is restricted to user accounts

. accessible by authorized
personnel.

CC6.1.17

CC6.1.18 = Predefined security groups are
utilized to assign role-based
access privieges and segregate
access to data to the network

domain.

CC6.1.19
. utilized to assign role-based
access privileges and segregate
© access to data to the operating
| system.

CC6.1.20  Predefined security groups are

- ulilized to assign role-based

- access privileges and segregate
. access to data to the badge

, access system.

CC6.1.21 Predefined security groups are

utilized to assign role-based
access privileges and segregate
access to data to the centralized
authentication system.

Predefined security groups are
utilized to assign role-based
access privileges and segregate
access to data to the VPN
system.

CC6122

. Predefined security groups are

 Control Activity Specified |
by the Service Organization

| Inspected the VPN system

Test Applied by
the Service Auditor

No exceptions noted.
administrative access privileges to
determine thal administrative :

. accass privileges within the VPN

system were restricted to user :
accounts accessible by authorized

. personnel.

Inspected the network
infrastructure administrator user
account fisting fo determine that
the ability to access and
administer network infrastructure

No exceplions noted.

. was restricted to user accounts

. accessible by authorized

I user access privileges and role

personnel. :
Inspacted the network domain No exceplions noled.

assignhments to determine that
predefined security groups were

. utilized to assign role-based

access privileges and segregate

" access to data to the network

domain,
Inspected the operating system
user access privileges and role

. assignments for a sample of

sampled.

access system.

production servers to determing
thal predefined security groups
were ulilized to assign role-based
access privileges and segregate
access o data to the operating :
system for each production server :

Inspected the badge access No exceptions noted,
system user access privileges and -

role assignments to determine '

that predefined security groups

were ulilized to assign role-based

access privileges and segregats

access {o data to the badge

Inspected the centralized No exceptions noted.
authentication system user )
access privileges and role
assignments to determine that
predefined security groups were
utilized to assign role-based
access privileges and segragate
access to data to the centralized

authentication system.

Inspected the VPN system user No exceptions noted,
access privileges and role

assignments to determine that

predefined security groups were

utilized to assign role-based

access privileges and segregate

access fo data to the VPN

* system.

Test Results

: No exceptions noted.
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Confrol #

' CC86.2 Prior to issuing system credentials and granting system access, the entity registers and authorizes naw internal and

Ccee123

Control Activity Specified

by the Setvice Organization

A firewall systemis in place to

| filter unauthorized inbound

E network traffic from the Internet,
!

Test Applied by
the Service Auditor

' Inspected the firewall system
- rulesets for a sample of in-scope
. firewalls to determine that each

. firewall system sampled was in

~ place to filter unauthorized

- inbound network traffic from the
. Internet.

Test Results

i

| No exceptions noted.

extemnal users whose access is administered by the entity. For those users whose access is administered by the entity,

© user system credentials are removed when user access is no longer authorized.

. CCB22 .

CC6.2.3

' Department managers complete a
© new hire onboarding checklist

| prior to the granting of system

: access privieges to new

. employees.

A full review of employee ant

. customer access privileges is
. performed on a semi-annual
basis.

A completed engineering
- document and client contact form
© is required prior to the
. provisioning process that include,
- but is not limited fo, the following:
“ ¢ Contact information

¢  Network connectivity
' requirements

. «  Network redundancy
requirements

+ Customer cabinet layout

" Inquired of the director of IT
compliance regarding the access

' No exceptions noted,

- provisioning process to determine

that IT personnel required
© department managers completed

a new hire onboarding checklist to !

. the granting of system access

- privileges to new employees.

. Inspected the new hire

. onboarding checklists for a

- sample of employees hired during
the review period to determine

" that a new hire onboarding

- checklist was completed for each

. employee sampled,

| No exceptions noted.

Inquired of the director of iT

" No exceptions noted.

- ragarding the semi-annual access

. review to determine that a ful

' review of employee and customer
: accass privleges was performed

. on a semi-annual basis.

" Inspected the results of the most

recently completed semi-annual
user access review to determine

- that a full review of employee and
custormer access privileges was

. performed during the review

; period.

Inquired of the director of network

- anginearing operations regarding
customer implerentations to
. determine that a completed
- enginesring document and dlient
contact form was obtained prior to
~ the provisioning process included
. the following:
+  Contact information

& Network connectivity
requirements

_»  Network redundancy
requirements

. » Customer cabinet layout

No exceptions noted.

No exceptions noted.
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Control #

: CCG 3 The entrty authonzes |ﬁes or removes access to data, software, functions, and other protected mformataon -
. assets based on roles, responsitilities, or the system design and changes, giving consideration to the

CC624

Cotttroi Act-ivlty Sﬁecified'
by the Service Drganization

"1 A termination checklist is

. completed, and access is revoked
- for employees as a component of
i the employee termination

| process.

the Serwce Audltor

Inspecth the completed
: provisloning questionnaire for a
- sample of customers provisioned
© during the review period to
- determine that a completed
* provisioning questionnaire was
~ obtained for each customer

Test Results

|nspected the termrnatron
© checklists for a sample of
. employees terminated during the
. Teview pericd to determine that a
. termination checklist was
" completed as a component of the
. employes termination process for
each terminated employee
sampled.

. Inspected the systems access

* privileges for a sample of

- employees terminated during the

. review period to determine that

© systems access rights wers

~ revoked for each terminated
employee sampled.

pnwlege and segregabon of dutr S, to meet the entrty S obJectlves

CC6.3.1

CC8.3.2

Department managers oomplete a

_ new hire onboarding checklist
© prior to the granting of system

access priviieges o new

- employees.

A full review of employse and

customer access privileges is
performed on a seri-annual
basis.

~ Inquired of the cl|rector of IT
comphance regarding the access

provisioning process to determine

that IT perscnnel required

_ department managers completed
a new hire onboarding checklist to
the granting of system access

privileges to new employees.

Inspected the new hire
onboarding checklists for a
sample of employees hired during
the review period to determine
that a new hire onboarding
checklist was completed for each

employee sampled

Inquired of the director of IT
regarding the semi-annual access
review to determine that a full
review of employee and customer
access privileges was performed
on a seml-annual basis

Inspecmd the results of the most
recantly completed semi-annual
user access review to determine
that a full review of employee and
customer access privileges was
performed during the review
period.

No exceptrons noted

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted,

No exceptions noted.

 No exceptions noted.- S

or)ncepts of least
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Control #

Control Activity Specitied

Test Applied by i

Test Results

CC633 o A completed engineering

i document and client contact form
- is required prior to the

i provisioning process that include,
i butis not limited to, the following:

;. Contact informabion
o Networ i

0834

cce3s

CC6.3.6

by the Service Organization

requarements

"« Network redundancy

A termination checklist is

. completed, and access is revoked
. for emt‘oyees as a component of
. the emplayee termination

. process.

Administrative access privileges

within the network domain are
restricted to user accounts
accessible by authorized
personnel.

Administrative access privileges

within the operating system are
restricted to user accounts
accessible by authonized
personnal,

the Serwce Audltor

emjwngoperahasmganhg
customer mplementations to
dehmlneﬂ'lm:rlcomﬂeted

: engineering document and chient

. contact form was obtzined prior o

. the provisioning process included
Ihefoﬂoumg
¢ Contact information

i Network conmeciivity

; requiremenis

. »  Network redundancy

| 4

. »  Customer cabinet layout
Inspected the completed

provisioning questionnaire for a
. sample of customers provisioned
¢ during the review period to
~ determine that a completed
. provisioning questionnaire was
. obtained for each customer
. sampled.

" Inspectad the ten‘nmahon
. checklists for a sample of
¢ employees terminated during the
: reporting period to determine that
a termination checklist was
. completed as a component of the
. employee termination process for
. gach terminated employee
sampied

Inspecﬁad the systems access
privileges for a sample of
employees terminated during the
review period to determine that
systems access rights were
revoked for each terminated

employee san‘pled

- Inspacted the network domaln

administrative access privileges to

determine that administrative
access privileges within the

network domain were restricted to

user accounts accessible by

authonze-d personnel

Inspacted the operaung system

administrative access privileges

for a sample of production servers

to determine that administrative
access privileges within the
operations system for each
production server sampled were
. restricted to user accounts
accessible by authotized
. parsonnel.

i No excepﬁons noted.

b —

No exceplions noted

" No exceptions noted.

No excephms noted

No exceplions noted.
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Control #

cC637

€039

CC6.3.10

CC6.3.12

CC6.3.13

CCG38

Controf Activiiy Specifi’edr Test Anphed by .

by the $emce Orgamzatlcn the Serwce Audﬁor

The ability {o create, modify, or
i delete user badge access

Inspected the badge system user
access privilegss to determine

j privilages to the facilities is . that the ability to create, modify, '

i rastricted to user accounts
i accessible by authorized

: personnel. . restricted to user accounts
= . accessible by persons authorized
B personnet
Admlntstratn.re access privileges Inspected the VPN system

within the VPN system are
| restricted to user accounts
! accessible by authorized

or delete user badge access
privileges to the facilities was

. administrative access privéieges to | |
determine that administrative :
access privileges within the VPN

i personnel. ] system were restricted to user
. accounts accessible by authonzed
¢ personnel. |
; The ability to access and } Inspected the network '
;

: administer network infrastructure

infrastructure administrator user

. is restricted to user accounts * account listing to determine that |

i accessible by authorized

the ability to access and

' personnel. - administer network infrastructure
; i was restricted to user accounts
; accessible by authorized
| ! personnel
. Predefined security groups are ' Inspected the network domaln
i utilized to assign role-based ! user access privileges and role !
. access privileges and segregate | assignments to determine t% ;
. access to data to the network : predefined security groups
. domain. . utilized to assign role-based

access privileges and segregate
access to data to the network i

domain. i
- Predefined security groups are 5 Inspected the opetat]ng system
- utilized o assign mle-based i user access privileges and role
. access privleges and segregate ' assignments for a sample of
© access to data to the operating . production servers to determine
. system. - that predefined security groups
? ! were utilized to assign role-based
access privileges and segregate
" access to data to the operating
system for each production server
sampled
. Predefined security groups are Inspected the badge access
utilized to assign role-based system user access privileges and
access privileges and segregate role assignments to determine
access lo data to the badge that predefined security groups

access system.

wera utilized to assign role-based
access privileges and segregate

~ access lo data to the badge
access system.

: Predefined security groups are lnspected ihe centralized

i utilized to assign role-based authentication system user
access privileges and segregate access privieges and role

" access to data to the centralized assignments to determine that

authentication system,

. predefined securlty groups were
utilized to assign role-based
access privileges and segregate
access to data to the centralized

- authentication system.

Test Resulis

. No exceptions noted.

No excepuens noted.

i No exceplions noted.

No exceptions noted.

" No exceptions noted.

No exceptions noted.

No exceplions noted.



Control #

CCB314

“Ccntrdl Actwlty Specn‘;ed

by the Ser\nce Orgamzatlon

Predef ned security groups are

- utilized to assign role-based

access privleges and segregalte
access to data to the VPN
system.

Test Applied by
the Servnce Audltor

é Inspechad the VPN sys!em user
- access privileges and role

. assignments to determine that

. predefined security groups were
. utilized to assign role-based

: access privileges and segregate
: access to data to the VPN

; system

Test Results

: No exceptions notéd; B

' CC6.4 The entlty restricts physucal access to facﬂmes and prote-cted |nformat|on assels {for example data c&nter facllmas

back -up medna storage, and other sensaﬂve Iocaﬁons) to authonzed personnel to meet the entily s ObjBCtIVBS

CC6.4.1

cc4z

CC6.4.3

CC6.4.5

Secunty polsc:es and procedures

i are documented to guide
. employee activities for granting,
. controlling, and monitoring

physical access to the data

. centers.

Security policies and procedures
ara documented to guide
customer, vendor, and guest

i activittes for access control.

g

i Inspeciad the security pobc:es

i and procedures toc determine that
: security policies and procedures

¢ were documented and included

- guidance regarding employee

. activities for granting, controling,
; and monitoring physical access to .

tha data centers

Inspecbd the secunty poltues

f and procedures to determine that
- security policies and procedures

. wera documented io guide

. customer, vendor, and guest

activities for access to the data

§ centers. ‘

‘ A secunty badge pollcy is in place :
| to define the appropriate use of

CC6.44

the badge access cards.

The ability to create, medify, or

© delete user badge access

privileges to the facilities is
restricted to user accounts

" accessible by authorized
. personnel,

A full review of employee and
customer access privileges s
performad on a semi-annual
basis.

! Inspected the accg‘ass control

. procedures to determine that a
- security badge policy was in place
: and addressed the appropriate
: use of the badge access carcis

Inspected the badge system user

' access privileges to determine
! that the ability to create, modify,
- or delete user badge access

privileges to the facilities was

- restricted to user accounts
accessible by persons authorized

personnel

" Inquired of lhe dlrector of IT
regarding the semi-annual access
review 1o determine that a full
review of employee and customer
access pr'rvﬁeges was performed
ona serm annuai basrs

Inspected the results of lhe most
recently completed semi-annual
user access review o determine
that a full review of employee and

. customer access privileges was
- performed during the review
¢ period.

No exceplions noted.

* No exceplions nofed.

No excephons noted

No exceptuons noted

No exceptions noted.

i No excep‘uons noled
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Control Activity Specified | Test Applied by

Control # by the Semce {)rgamzatlon the Serwce Audntor Test Resuits
CC6.486 | Badge access card privilegas are Inspected the badge access No exceplions noted.
assigned to users using . privileges and zone definitions to

predefined access zones to help | determine that badge access card |
ensure that access privileges are | privileges were assigned to users

i consistently assigned based on using predefined access zones to
job responsibilities and/or where . help ensure that access privileges
customer equipment is located. | were consistently assigned based

. on job responsibilities and/or
: where customer equipment was

f iocated
CC6.4.7 | Badge access privileges assigned Inquired of the drector of IT No exceptjons noted.
| to terminated employees are : regarding termination of badge
. revoked within 24 hours as a : access to determine that badge
; component of the employee © access privileges assigned to
| termination process. © terminated employees were

© revoked within 24 hours as a
! © component of the employee
termmallon process.

" Inspected the badge access No exceplions noted.
i privileges for a sample of

~ smployees terminated during the
review period to determine that

" badge access privilages were

- revoked for each terminated

- employee samp%ed

e g ——— e e S e e PR PO ST

CC648 The bunldmg penmeters for the ObserJed the bulding penmder No excepbons noted.
facilities include a minimum setof | for the facirlles fo determine that
physical bamiers that include: each facility included the following |
¢ Fences/walls physical barriers:

"+ Entrance gates controfled by : ®  Fences/walls

guards or card access - »  Entrance gates controlled by
guards or card access
CC6.4.9 Security personnel ulilize Obsarved the data center No exceptlons noted.
surveillance cameras to monitor - entrance process to determine
the main entrance to the data that security personnel utlized
, centers and identify visitors and ~ * surveillance cameras to monitor
contraclors prior to granting them - the main entrance to the data
access into the facilities. centers and identified visitors and
contractors prior to granting them
_access lnto the facnlmes
CC6.4.10  Visitors are required to present a Inquired of lhe director of IT No exceptions noted.
picture identification card, whichis  compliance regarding the visitor
either retained or digitalty sigrn-in process to detarmineg that
scanned, and must be escorted  visitors were required to be
by authorized individuals before escorted by authonzed individuals
being granted access to the before being granted access to
facilities. the facifities and while in the
fac«lmes
Observed the wsutor slgn-m No exceptions noted.

process to determine that visitors
were required to present a picture
identification card, which was

. either relained or digitally

: scanned, and were sscorted

. during the sign-in process.,
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Control #

cC6.4.12

CC6.4.13

CC6.4.14

Personnel at the faciliies are '
i distinguished as being elther an

. Test Apﬁiied by

the Service Auditor Test Results
Inquired of the director of IT | No exceptions noled.
comphiance regarding access i

smployes, customer, or contracitor ¢ within the fadilities to determine

with a functioning color-coded i that personndl at the faclliies
badge access card or a visitor - were distinguished as being one
with a non-functioning visitor ; of the following:
badge. e«  Employees with badge
' o Customers with badge
i access cands
+ Contactors with badge
access cards
+  Visitors with non-funcoring
visitor badges

i Observed personnel within the No exceplions noted.
" facilities to determine that

. personnel were distinguished by

~ the following badge access card

. designations:

+ Employeas — red colored
badge access cards and
lanyards — Security has red-
colored badges but wear

: black laryards

. »  Customers — blue colored
badyge access cards and
lanyards

s  Contractors — black colored
badge access cards and

‘ lanyards

' & Visitors — yellow colored

‘ badge access cards fabeled

* "“visitor” with yellow lanyards .
Personnel and authorized . Observed the data center . No exceptions noted.
customers and contractors are ' entrance process to determine
required to enter a man-trap that employeas and authorized
where they must provide the customers and contractors were
badge access card and a required to enter a man-trap
biometric credential pricr to being * where they provided the badge
granted access to the secure access card and a biometric
interior of the data centers. credential prior to being granted

. access to the secure interior of
the data centers.

Personnel and authorized visitors ~ Observed access within the data No exceptions noted.

are required fo provide badge centears to determine that badge
access cards and biometric ' access and biometric identification
identification for both entry and were required for ingress and

exit of interior doors, egress 1o the interior doors of the

data centers,

. Visitors without badge access Obsarved visitor access _ No exceplions noled.
_ cands are required to be escorted * procedures to determine that

by authorized employees while visitors withoul badge access
within the faciltties. cards were escoried while within
the facities.
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Control #

Control Activity Specified

by the Service Organization

CC6.4.15

© CCB4.16 |

CCB.4.18

CC6.4.19

| Activity logs of certain physical

movements within the facilities are
 monitored and maintained.

Dlgltal surveullance \nd}ao camearas

; racord activities at facility

" entrances, the building

. perimeters, and other areas within
! the facilities.

Digital surveillance video camera

. recordings are archived allowing
the capability for ad hoc

* investigations.

The data centars are monitored
24 hours per day with the use of
motion sensitive digitat
surveillance cameras, alarms, and
motion detectors.

Security personngl mordtor
access to the facilities entrances
and manage visitor access 24
hours per day.

Inspeclaad the accoss control

- »  Badge access card details

Observed the i m—scope data

Test Applied by
the Serwce Audttor

. policy to determine that visitors

i were required to be escorted by
1 authorized employees while within |

the facditles

. Inquired of the drrector of IT
. regarding physical access

¢ monitoring to determine that

activity logs for movement within
the faciliies were logged and that

¢ personnel reviewed fogs on an ad

' hoo basis in response to incidents |
and alarms

Inspected a sample of actmty logs
recorded during the review penod
{o determine that the following
attributes for physical movements
within the facilities were captured
and maintained during the review
period:

¢ Dateftime ‘
¢ FEvent |

oDewoe

[— . S

Obsewed the secunty command w

. center to determine that digital i

surveilance video cameras

- recorded activities at facility \

entrances, the bullding i
perimeters, and other areas wsthm |
the faculmes !

Inspected the cigttal survenl!ance

- recerding configurations to

determine that digital surveillance

. video camera recerdings were

archived allowing the capability for
ad hoc mveshgatlons

centers to determine that the data
canters were monitored 24 hours
per day with the use of motion
sensitive digital surveillance
cameras, alarms, and motion
detectom

Obsarved the secunty personnet
at the security command center 10
determine that security personnel
monitored access to the facilities

and managed visitor access.

Inspected the master shift

schedule for security personnel to
determine that security personnel
were staffed to monitor access to
the facilities on a 24 hour per day

Test Resuits

. No exceptions noted,

No exceptions noted. .

No exceptlons noted

No exceptioﬁs Vmst‘eid.r

‘ No axceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

- basis during the review period.



Control Activity Spec‘iffed

by the Service Organization
. Security personnel utilize an
i Incident reporting system to
document any physical security
incidents.

CC6.4.21

(e.g., monitoring servers, DVRs)
is secured behind locked server
i racks and physical cages.

CC6.4.22

! is documented and approved by
. the employee’s manager prior to
© granting of access.

CC6.4.23
: approved by the customer prior to

. cagesis d0£:mented and
- granting of

Cess.

Inspected a recent mc;dent repozt
. to determine that security

B ’t.e.st Apbl:ed by '

the Serv:ce Auditor Test Results

' No exceptions noted. i

personnel utilized an incident ‘

© reporting system to document any

physical security incidents during

. the review period. !

The physical secunty hardware

: Physical access to the data center -

! Physical access to the customer  ; Inspected the physucal access '

- access for each sampie selected

Observed the secured server

! No excepbons noted

- racks and physical cages to

detemine that the physical

© security hardwars was secured
- behind tocked server racks and
: physncai cages.

Inspected the physwa! access No exceptions noted.

. request approvals for a sample of
 amployees and contractors

granted access during the review
period to determine that physical
access to the data center was

- documented and approved by the
- amployee's manager prior to :
: granling of access for each

- employee and contractor

f sampled

. No exceptions noted.
request approvals to the customer

. cages for a sample of vendors

and customers granted access ﬁ i
during the review period to

determine that physical access to

the customer cages was

documentad and approved by the -
customer prior to granting of '

CCS 5 The ent:ty dlsconhnues bgucal and physncai protectlons over physical assets onty after the ab:llty lo read of recover
data and software fnom those assets has been dlmmtshed and is no Ionger requnred to meet the entnty s objectlves

CCB 5.1 . Documented data retentron and
destruction policies and
~ procedures are in place to define

retention pericds and destruction

Insp-ected t’ne data retention and
desiruclion poficies and
procedures to determine that
retention periods and destruction
procedures were defined for
assets that were no longer
needed

No exceptions noted.

CCG 6 The entity |mplements Iogical access secunty measures to protect against threats from sources OUtSIde its system

procedures for assets that are no
longer needed.
boundaries.
CC6.6.1 A firewall system is in place to

filter unauthorized inbound
network traffic from the Internet.

Inspected the firewall system No exceptions noted.
rulesets for a sample of in-scope

firewalls o determine that each

firewall system sampled was in

place to filter unauthorized

inbound network traffic from the

intemel.
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Control Activity 'Specrified i ' 'Test Applied by

Control # Test Resulls

by tha Semlce Orgamzat:on the Serv:ce Aucfttor

CC6.6.2 ! Network monltonng applications Inspected menetwnm monltonng - No exceplions notred.w -

© are utilized to monitor natwork - applications’ configuraticns and

" devices and are configured lo - example e~-mall alert notifications

i notify operations personnel via e- . generated durnng the review

' mail when predefined events period to determine that network
occur on the network. monitoring applications were

utilized to monitor network
devices and were configured to
notify oparations personnel via e-
mail when predefined events

! occurred on the network

CC6.6.3 Users communicate with neiwork - Inquired of the director of IT " No ég'cépu&}! ndted.

i infrastructure devices via an $8H | compliance regarding logical

: program to help ensure that access to network infrastructure to
i communication sessions are * determine that users

. encrypted using a cryptographic communicated with network

- hash function. infrastructure devices via an SSH

- pregram to help ensure that

- communication sessions were
encrypted using a cryptographic

: hash funcbon

¢ Inspected !he network No exceplions noted.

- infrastructure device

" configurations for a sample of
network infrastructure devices to
determine that communication
sessions for each network
infrastructure device sampled

_ were encrypted using &

© cryptographic hash function.

CCB 6.4 Encrypted VPNs are required for  Inspected the VPN encryption and No exceptions noted.
. remote access to production and  authentication configurations to
. enforce two-factor authentication. -~ determine that encrypted VPNs
were required for remote access
to production and enforced two-

: - factor authentication.
CC6.6.5 A vulnerability scan is performed Inspacted the most recent No exceplions noted.
" by athird-party vendor on an vulnerability scan results to
annual basis to identify threats determine that a vulnerability scan
and assess their potential impact - was performed by a third-party
to the systems. Results are vendor during the review period to
- included in the risk assessment identify threats and assess their
and remediations are monitored potentfal impact to the syslems
through resolution, and results were included in the

risk assessment and remediations
waera monitored through
resolutlon

CCB 7 The entﬂy restncts the fransmission, movement, and removal of |nformatron to authonzed mtemal and extemal users
and processes, and protects it dunng transmlsseon rnuvement or remcwal to meet the enmy 5 objectives.

CC6.7.1 Encrypted VPNs are requrred for Inspected lhe VPN encryptlon and No exceptions noted.
remote access to production and authentication configurations to
enforce two-factor authentication.  determine that encrypted VPNs
were required for remote access
to production and enforced two-
factor authentication.
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Control Activ&y Sbeciﬁéd

Controt # by the Service Organization

CCe.7.2
. infrastructure devices via an SSH
program to help ensure that
communication sesslons are
encrypted using a cryplegraphic
hash function.

: Procedures are in place that

- prohibit the transmission of

. sensitive information over the

! internet or other public

- cornmunications paths unless it is

i encrypted.

- co6.7.3

: A mobﬂe dewce and teleworklng
. policy are in place to guide
parsonnsl in the proper use of
mobile devices.

Users communicate with network

" Test Applied by

the Serwce Audztor

Inqunred of the director of IT
i compliance regarding logical

* acoess to network infrastructure to :

: determine that users

i communicated with network

. infrastructure devices via an SSH

- program to help ensure that

: communication sessions were

¢ ancrypted using a cryptographic
hash functlon

Inspected the network

i infrastructure device

. configurations for a sample of

¢ network infrastructure devices to
. determine that communication

; sessions for each network

! infrastructure device sampled

: were encrypted using a

j cryptographsc hash functuon

! Inspected the data transmlssson

i procedures to determine that

- procedures were in ptace that

i prohibited the transmission of

* sensilive information over the

. Interet or other public

: communications paths unless it
| ‘was encrypted.

Inspected the moblle de\nce and
i teleworking policy to delermine
* that a mobile device and
| teleworking poficy was in place to
" guide personnel in the proper use
_ of moblle dewces

Test Results

No exceptlons noted

No excephons noted

No excepl]ons noted

No exceplions noted.

CCG 8 The entrty mplernenis controls to prevent or detect and act upon the |ntroductm of unauthonzed or mahcious

software to meet the entlty’s objechves

CCG 8 1 A central antivirus server is
configurad with antivirus software
to protect registered production
Windows servers and
workstations with the following

. configurations:

+  Scan for updates to antivirus
definitions every 60 minutes

s  On-access scanning of
executables and files

Inspectad tha enterpﬂse amwlms

© software configurations and
f registered client list to determine

" that a central antivirus server was -

configured with anfivirus software
to protect registered production
Windows servers and
workstations with the following

- configurations:

»  Scan for updates to antivirus
definitions every 60 minutes

+» On-access scanning of

executables and files

No excepﬁdr‘né noted
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Confrol #

‘ System Operations

uédétrdi A(.:t.n}ity ép.éc.lﬁéd )

by the Semce Orgamzatlon

. ”Test Applied by

the Sennce Aud!tﬂr Test Results

i CC7.1 To meet its ob}ectlves the entuty uses detectlon and momtonng procedures {o |denhfy (1) changes to conﬁguratlons '
lhat result in the mtroduchon of new vulnerabalmes and (2) susceplibilities to newly ciscovered vulnerabul:tles

CC711

CC71.2

CC71.3

A vuherablllty scan is performed

by a third-party vendor on an
annual basis to identify threats
and assess thelr potential impact

" tothe systems. Results are
¢ included in the risk assessment

and remediations are monitored
through resolution.

The network domaln is conﬁgured
fo log the falowing evenls:

« Logon events

e Object access

+ Policy changes

* Process tracking

« System events

IT personnel review network

' domain event logs on an ad hoc

basis.

The operating system is
. configured to log the following

events:
+  Account logon events

" ¢  Account management evenis

¢ logonevents
s Policy changes

{T personnel review operating
system event logs on an ad hoc
basis,

Inspacted the most recent No excephons noted

- vulnerability scan results to

datermine that a vulnerability scan |
was performed by a third-party

- vendor during the review period to

: identify threats and assess their

* potential impact to the systems i
. and results were included inthe |
. risk assessment and remediations |

were monitored through

¢ resolution.

=

________ S e

Inquired of the director of IT

. compliance regarding the network

domain logging and monitoring

. process to determine that IT
- personnel reviewed network

- domain event logs on an ad hoc
bas:sdmngtherewewp&nod

. Inspectad the network domain
. logging configurations and an
- example network domain event
. log generated during the r;:'iew
period to determine that the
. network domain was configured to
log the following events:

: »  Logon events

» Object access
e Policy changes

- »  Process tracking
‘e System events

Inqu:red of the director of IT
compliance regarding the
operating system logging and
monitoring process to determing
that IT personnel reviewed
operating system event logs
dunng lhe nevlew penod

No excepﬁong noted N

No exceptlions noted.

Inspec!zed ﬂ'ue operating systern No exceptions noted,
logging configurations for a

sample of production servers and

an example operating system

event log generated during the

review pariod fo determine that

each production server operating

system sampled was configured

1o log the following events:

s Account logon events

+ Account management events .
- » Logon events

. = Policy changes
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Control #

Control Activity Specified

Test Applied by Test Resulis

ccraa .
. movements within the facilites are |
_ monitored and maintained.

ccr16

by ihe Ser\nce Organazatzon

Aclwity logs of certain physical

: The ﬂrewall system is conﬂgured
- to log certain activity that includes,

but is not imited to, the following:
¢ Successful connections
+ Denied connactions

IT personnel review firewall
system event logs on an ad hoc

_ basis.

log certain activity that includes,
but is not fimited to, the following:

+ Failed login attempts
¢ Successful login attempts

IT personnel review VPN system
eveant logs on an ad hoc basis.

The VPN system is configured to

tnqumad of the director of T

the Semce Audltor

No exceptions noted. o
regarding physical access

; monitoring to determine that
! activity logs for movement within
: the faciliies were logged and that

personnel reviewed logs on an ad |
hoc basis in response to incidents

: and alams.

- Inspected a sample of actmly logs

SO R

Noexcepbasnoted

. recorded during the review period |

1o determine that the following

i attributes for physical movements

i within the facilities were captured |
. and maintained during the review |
- period:

. o Dateftime

‘e  Event

s Badge access cand dotails
«  Device

rn s s J,
Inqulred of the dlrector of IT No exceptlom noted
compliance regarding the firewall

" hog raview process to determine

. Inspected the ﬁ ewall system

that IT personne! reviewed firewall i
system event logs on an ad hoc |
basns during rewew penod

| No exceptions noted.

¢ logging configurations for a
" sample of in-scope firewall

systems during the review period

. to determine that each firewall

system sampled was configured

" to log activity that included the

following infarmation:

. »  Successful connections

. Denied connections

Inqu:red of lhe director of IT No exceptidns r;oted. o

- compliance regarding the VPN log
- review process to determine that

IT personnel reviewaed VPN
system event logs on an ad hoc

" basis dufing the raview period.

" Inspected the VPN system

No exceptions noted.
legging configurations and an
example VPN system event log
generated during the review
period to determine that the VPN
system was configured to log
activity that included the foliowing
information:

s+ Failed login attempts
e Succassful login attempts
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Conftrol #

cerar |

CC? 2 The enmy monitors system components and the operation of those oomponents for anomal:es that are |nd|cahve of

" Controt Aot:véty Specified

by the Semce Orgamzataon

' The centralized authentication

system is configured to log events

i that indude, but are not limited to,
: the following:

L- Successiul logins
. . }
.« Adminisirator commands

executed during an active
sassion

. IT management reviews central
. authentication system event logs
' on an ad hoc basis.

Netwaork monitoring applications

. are utilized to monitor network

devices and are configured to

' notify operations personnei via e-

mafl when predefined avents
cceur on the network.

Test Applied- by
vice Auditor

' Inquired of he director of IT

- compliance regarding the review

sofﬂncmmm

" on an ad hoc basis dewing the
:revmpmod

Inspected the centrallzecl
authentication system logging

. configurations and example togs
goneratecl during the review

' period to determine that the

- centralized authentication system

was configured to log the

- following events:

. o Successful logins

. » Failed logins

. @ Administrator commands

executed during an active
sassion

' Inspected the network monitoring

applications' configurations and
example e-mail alert nofifications
gengrated during the review

. perigd to determine that network

maonitoring applications were

. utilized to monltor network

- devices and were configured to

- nolify operations personnel via e-
. mail when predefined events

: occurred on the network

Test Resuits

No excephons noted

No excephons noled

malicious acts, natural disasters, and errors affecting the enfity's ability to meet its objectives; anomalies are analyzed to

detemmine whether they represent security events.

CC7.21

© Activity logs of certaln physical

movements within the facilities are

© monitored and maintained.

 Inquired of the director of IT

compliance regarding physical
access monitoring to determine
that activity Jogs for movement
within the facilities were logged
and that personnel reviewed logs
on an ad hoc basis in response to
mcidents and alam\s

" Inspected a sample of achwty Iogs

recorded during the review period
to determine that the following
attributes for physical movements
within the facilities were captured
and maintained during the

reporting period:
« Date/ime
s Event

¢+ Badge access card details

s Device

No excepuons noted

No exceptions noted.
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Control # Control Activity Specified Test Applied by Test Results

by the Serv;ce Orgamzahon tha Sewzce Audstor

CC722 'Dlgltai survelllance video cameras Obsarved the sacurity command No excephons noted

. record activities at facility I center to determine that digital %

! entrances, the buiiding . surveilance video cameras :

i perimelers, and other areas within ' recorded activities at facility

© the facilities. . entrances, the building ;

perimeters, and other areas within :
lhe faciliies, f

CC7.2.3 | Digita surveilance video camera Inspechad the digital survelliance " No exceptions noted.
¢ recordings are archived allowing § recording configurations o .

the capability for ad hoc . datermine that digital surveillance

investigations. g video camera recordings were

; : archived allowing the capability for

5 ad hoc |nvest|gauons

CCr.24 The data centers are momtored Observed the data centers to ; No excepltions noted.
i 24 hours per day with the use of | . determine that the data centers
¢ motion sensitive digital i wera monitored 24 hours per day
- surveillance cameras, alarms, and | with the use of motion sensitive
¢ motion detectors. . digital surveillance cameras,
: . alarms, and motion detectors
cCcr2s Secunty personnel monnor Observed the security personne! No excephons noled.
' access to the facilities entrances  © at the security command center to -
i and manage visitor access 24 - determine that security personnel
i hours per day. - monitored access to the facllities

. and managed wsntor access.

_ Inspecteci the master shift No excephons noted.

" schedule for security personnel to ‘
- determine that securnity personnel -

- were staffed to monitor access fo

* the facilities on a 24 hour per day

basus dunng the rewew period.
CC7.26 Secunty personnei uuhze an |nspected a recent incident report ~ No excephons noted.
i incldent reporting system to - to determine that security
. document any physical security personnel utilized an incident
" incldents. reporting system to document any
‘ " physical security incidents during
: the review period
CC7.2.7 | The data centers’ temperature Inquured of the director of IT No exceptions noted.
- and humidity levels are reganding the monitoring of
systematically monitored. temperature and humidity levels

Operations personnel are notified  lo determine that operations
via e-mail and text message when - personnel monitored temperaturs

predefined minimum and and humidity levels and that
maximum thresholds are identified issues were responded
exceeded. o as necessary.

Inspect&d the monitoring system No exceptions noted.
configurations to determine that

the data cenlers’ temperature and

humidity levels were

systematically monitored and that

operations personnel were

rotified via e-mail and text

message when predefined

minimum and maximum

thresholds were exceaded.
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Test Applied by
the Servige Auditor

“ Contml Activity Specified

Control #

Test Results

by the Service Organization

| Power levels are systematically
monitored and configured to alert
. personnel when predefined
! rinimum and maximum
: thresholds are exceeded.

! Inspected the monitoring system | No exceplions noted.
© gonfigurations and an example e-
. mail nofification generated during
the review period to determine
: that power levels were
. systematically monitored and
- configured {o alert personnel
© when pradefined minimum and
. maximum thresholds were
. exceeaded.

CC7.3 The entity evaluates security events to determine whether they could or have resulted in a failure of the entity to
; meet its objectives (security incidents) and, if so, takes actions to prevent or address such failures.
CC7.3.1 '

" Inspected the escalation ! No exceptions noted.
* procedures, company intranet )
¢ site, and cuslomer facing website

. to determine that documented 9
. escalation procedures for i
- reporting security and availability,

- incidents were provided to internal

- and external users to guide users

. in identifying and reporting

‘ failures, incidents, concems, and

! . other complaints.

A dedicated NOC is staffed 24

! Documented escalation

; procedures for reporting security
and availability incidents are

. provided to internal and external

. users to guide users in identifying

- and reporting failures, incidents,

- concems, and other complaints.

etz

. Inspectad the NOC staffing : No exceptions noted.
+ hours per day to respond to scheduies for a sample of weeks
i customer inquiries, {L?pporl during the reporting pertiod to
lssues, and incidents. determine that the NOC was
‘ staffed 24 hours per day for each
} - week sampled.
CC7.3.3 | IT personnel utilize an automated  Inspecied the ticketing system " No exceptions noted.
i ticketing system to document history and an example ticket :
. security violations, responses, resolved during the review period
| and resclution. to determine that IT personnel :
: utilized an automated ticketing :
systermn to document security 5
violations, responses, and
resolution. _
CC7.34 ' Management meetings are held Inguired of the director of IT - No exceptions noted.

on a wesekly basis to discuss
incidents and corrective measures
{o help ensure that incidents are

regarding management meetings
to determine that management
meetings were hetd on a weekly
basis to discuss incidents and

resolved,
‘ corrective measures to help
ensure that incidents were
resolved.
Inspected the management " No exceptions noted.
meeting minutes for a sample of
weeks during the review period to
determine that management
" meatings were held to discuss
incidents and corrective measures
- for each week sampled.
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i 'fést App;,éd by N

the Serwce Audltor Test Resuits
CC7.35 Change management meetings Inqutred of the derCtO!’ of IT ' No exceptions noted.
. are held on a weekly basis to . compliance regarding change
. discuss and communicate the © management meetings to
- ongoing and upcoming projecls | determine that change
that affect the system. - management meetings were held

. on a weekly basks to discuss and
© communicate the ongoing and

| * upeoming projects that affected

! . the system.

|

e e e S PR S P S
I
|

. Inspected the recurring calendar 1 No exceptuons noted
. meeting invitation, agenda, and

. minules for a sample of weeks

- during the review period to

- determine that change

. ¢ management meetings were held
i to discuss and communicate the

: ¢ ongoing and upcoming projects ;‘

. - that affect the system for each
i week sampled. i

CCT 4 The entlty responds to |dent|ﬁed secunty {nudents by executmg a deﬁned inctdent response program to understand. :
contam remedlate and cornmunlcate secunty |ncadents as appropnate ;

t
cC7.4.1 Documented escalation Inspected the escalation i No exceptions noted.
i procedures for reporting security procedures, company intranet
and avaiability incidents are site, and customer facing website

users to guide users in identifying | escalation procedures for

. and reporting failures, incidents, reporting security and availability,
. concerns, and other complaints. incidents wers provided to internal
and external users to guide users |
in idenitifying and reporting '
i failures, incidents, concems, and
| other complaints. i

provided £o internal and external | to determine that documented

ccr42 IT personnei utlllze an automated : Inspected the ticketlng system . No exceplions noted. -

ticketing system to document history and an example ticket
security violations, responses, resolved during the review period
and resolution. to determine that IT parsonnel

utilized an automated ticketing

. system to document security
violations, responses, and
rasoiutton

CC7 5 The entnty |denht" ies, develops and nnptements acuwttee to recover from |dent|ﬁed secunty lnc:denta

CC7.51 Documented eecalat}on : Inspected the eecalation No exceptions noted.
procedures for reporting security . procedures, company intranet
and avafability incidents are - site, and custormer facing website

provided to internal and external | to determine that documented
users to guide users in idenlifying . escalation procedures for
and reporting failures, incidents, : repotting security and availability,
concems, and other complaints.  incidents were provided to internal
and external users to guide users
* in identifying and reporting
failures, incidents, concems, and
* other complaints.
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" Conitrol Activity Specified

Control #

Management meetings are held
on a weekly basis to discuss

+ incidents and comective measures |

to help ensure that incidents are
: resolved.

Change Managemont

- CC8.1 The entity aulhonzes daslgns develops or acqunres conﬁgures documents tests, approves and |mplemenls

by the Service Organization
: Inqmred of the dwector of IT

resoived

Test Applied .

the Serwce Audltor Test Resuits

| No exceplions noted,
regarding management meetings !
to determine that management
meetings were held on a weekly
basis to discuss incidents and

i camective measures to help

ensure that incidents were

No excepllons noted

Inspected the management
meating minutes for a sample of

' weeks during the review period to f

determine that management
meetings were held to discuss

¢ incidents and corrective measures
© for each week sampled.

changes to infrastructure, data, software, and procedures to meet its objectives.

' Documented policies and

. procedures are in place to

- address the following:

. » Defined categories of

: changes

| ¢ Change initiation, testing, a'ld
approval prior to
implementation in production

. = Roles and responsibilities of
' process owners
. = Emergency change process

CCB.1.1

Ccs.1.2
utilized to log and track in-scope
system infrastructure change

- information, impacted syslem
resources, and management
approvals,

Change management meetings
are held on a weekly basis to
discuss and communicate the
ongoing and upcoming projects
that affect the system.

: Inspected the change

- management pdicles and

. procedures to determine that
- documented policies and

* procedures were in place to

: Automated ticketing systems are

. No exceptions noted

* address the ollowing:
L J

Defined categories of
changes

‘ »  Change initiation, testing, and

approval prior to
implementation in production

e Roles and responsibilities of

Process cwners

. Emergency change process

Inspected the ticketing systems No exceplions noted.
for a sample of infrastructure

changes implemented during the

review period to determine that

automated ticketing systems were

utilized to log and track in-scope

system infrastructure change

information, impacted system

resources, and management

approvals for each change

sampled

Inquired of the daractor of IT Ne exceptions noted.
comphance regarding change

management meetings fo

determine that change

management meetings were haid

on a weekly basis to discuss and

comminicate the ongoing and

upcoming projects that affected

the system.
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Control Activity Specifiad I T'eét Applied by

Control# | Ly the Service Organizatio the Service Auditor Test Resuits

. Inspected the recurring calendar No exceptions noted.
meeting invitation, agenda, and

© minutes for a sample of weeks
during the review period to

. determine that change

. management meetings were held

. 1o discuss and communicate the

. ongoing and upcoming projects

that affect the system for each

: - weaek sampled.
o - S P VU [T O
CC8.1.4 : Infrastructure changes are . Inquired of the director of IT | No exceptions noted.
i authorized, tested where - compliance regarding
- applicable, and approved priorto  infrastructure changes to
- implementation. . determine that infrastructure

changes were authorized, tasted
- where applicable, and approved
_ prior to implementation.

S T . 2

Inspected the change . No exceptions noted.
. management documentation for a
- sample of infrastructure changes
- implemented during the review
period to determine that each
© change sampled was authorized,
~ tesled where applicable, and

; approved.
%}08.1.5 . The ability to implement Inspected the user | ess No exceptions noted.
- infrastructure changes is ~ privileges to determihe that the
" restricted to user accounts ability to implement infrastructure
- accessible by authorized changes was restricted to user
. personnel. - accounts accessible by authorized
. personnel,
CC8.1.6 IT personnel vtilize an automated ' Inspected the ticketing system No exceptions noted,
~ ticketing system to document history and an example ticket '
security viofations, responses, resolved during the review period
and resolution. to detemmine that IT personne

utilized an automated fickefing
system lo document security
violations, responses, and
~ resolution,
Risk Mitigation
CC9.1 The entity identifies, selects, and develops risk mitigation activities for risks arising from potential business
disruptions.

CCa.1.14 Documented procedures ars in Inspected the risk assessmant No exceptions noled.
place to guide personnél in procedures to determine that
identifying business objective documented procedures were in
risks, assessing changes lo the place to guide personnet in
system, and developing risk identifying business objective
management strategies as apart  risks, assessing changes to the
of the risk assessment process. system, and developing fisk

management strategies as a part
of the risk assessment process,
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Controt #

CCo.1.2

| CCQ 2 Tha entlty assesses and manages nsks assomated w|th vendors and busuness partners

CC9.2.1

CC9.2.2

CcC9.23

£C9.24

" A risk assessment Is performed

! on an annual basis that includes

an evaluation of risk mitigation
control activities for risks ansing
from potential business
disruptions. |dentified risks are
rated using a risk evaluation
process and are formally
documented, with mitigation

i strategies, for management

review.

; Documented vendor management :

The threats arising from the use of

policy is in place to address the

following:

+ Access control for a vendor
or business partner

'{ést Applied by I

the Serwce udator

Insp&cted the maost recent sk
assessment documentation to
determine that a risk assessment
was performed that included an

. evalualion of risk mitigation

control activilies for risks arising
from potential business
disruptions, and that identified

: risks were rated using a risk
" evaluation process and were
i formally documented, with

. mitigation strategies, for

5 ~ management review.

Inspecbdmevandoramer

. security policy to determine that

= Due dikgence process prior lo _

accepting new vendors or
business partners

*«  Monitoring process to review
vendor and business pariner
compliance on a pariodic
basis

» Termination of contract

vendors and third parties are

. considered by senior
- management as part of the annual

risk assessment and IT security
planning process.

Management performs due

diligence prior to onboarding a
vendor or business partner to
ensure third parties are in
comphance with the organization's
security and avaitability
commitments.

Management reviews vendor
audit reports on an annual basis
o ensure that vendors or
business partners are in
compliance with the organization's
sacurity and availability
commitments,

s  Access control for a vendor
or business partner

No exceptions noted.

No excepﬁons noted.

« Due diigence process prior to |

accepling new vendors or
business pariners
e  Monitoring process fo review
and business partner
compliance on a periodic
basis

. = Termination of contract

Inspected the most recent risk
assessment documentation to
detarmine that the threats arising
from the use of vendors and third

i

No exceptions noted.

parties were considered by senior

management as part of the risk
assessment and IT security
planning process during the

rewew penod

lnspected exampies of vendor nsk
assessments to determine that
management performed due
diligance prior to onboarding a
vendor or business partner to
ensure third parties were in
compliance with the organization's
security and availabitity
commitments.

Inspectad examples of vendor
reviews to determina that
managemaent reviewed vendor
audit reports to ensure that
vendors or business partners
ware in compliance with the
organization's security and
avallability commitments during

lhe rewew penod

No excephons noted

No exceptions noted.

Test Results
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ADDITIONAL CRITERIA FOR AVAILABILITY

Control #

Conftrol Activity Specified

Test Applied by Test Results

by the Semce Orgamzatten

the Servu:e Audator

A1 1 The ennty maintalns monitors, and evaluates currem processing capacity and use of system eomponents
| {infrastructure, data, and software) to manage capacity demand and to enable the implementation of additional capacity to
help meet |ls objechves

Al11

A1.1.2

A143

 Network momtonng apphcatlons

are utilized to monitor network

' devices and are configured to

! notify operations personnel via e-
. mail when predefined events

: ocour on the network,

. A dedicated NOC is staffed 24

hours per day to respond to
customer inquiries, support
issues, and incidents.

f Management meetings are hetd

- on a weekly basis to discuss

incidents and corractive measures
to help ensure that incidents are
resolved.

i Inspected the network monitoring

. applications’ configurations and

| example e-mait alert notifications

i generated during the review

! period to determine that network
menitoring applications were ;
utilized to monitor network :
devices and were configured to

. nolify operations persennel via e-

- mail when predefined events
occurred on the network

1
e R s |

Inspected the NOC stafﬁng i No exceptions noted.
. schedules for a sample of weaks |
. during the review period to

determine that the NOC was ;
. staffed 24 hours per day for each |

; week sampled |

i Inquired of t|-|e d:rector of IT | No exceptions noted.

. regarding menagement mestings

, 1o determine'that management

* meetings were held on a weekly

. basis to discuss incidents and

¢ comective measures to help

. ensura that incidents were

. resolved. i

“ No exceptions noted.

: Inspected the mnegement ! No exceplions noted.

: meeting minutes for a sample of |
weeks during the review period to
determine that management

. meetings wers heid to discuss

* incidents and corrective measures |

; for each week sampled

A1.2 The entaty authonzes designs, develops or acqunres |mpiements operates approves, maintams and momtors
enwronrnental protectlons software dala back-up processes, and recovery infrastmcture to meet ns objectwes

A1.2.1

The data centers are equ1pped

. with the following environmental

protection equipment:

s  Fire detection and
suppression equipment

* UPS systerms

-« Generators

»  Air conditioning units

- Observed the environmental

_ protection equipment within the in-
scope data centers to determine
that the data centers were
equipped with the following
environmental protection
equipment:
e Fire detection and

suppression equipment

-« UPS systems

s Generators

' = Air condilioning units

No exceptions noted.
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Control #

 M22

- m23

7 Al124

A125

A1.26

A12T

. The business process director

. obtains inspeclion reports as

. avidence that the fire suppression

- systerns undergo maintenance
inspections on a quarterly basis,

The business process director
obtains inspection reports as
evidence that the fire alarm
systems undergo maintenance
inspections on a quarterly basis.

The Director of Maintenance

Administration obtains inspection
tags as evidence that the hand-
held fire extinguishers undergo
malntenance inspections on an
annual basis.

The business process director
. obtains inspection reports as

evidence that the air conditioning
systems undergo maintenance
inspection on a quarterly basis.

Internal personnel inspect and

maintain the air conditioning
systerns on at least a quarterty
basis to help ensure that they are

functioning properly.

The business process director

obtains inspeclion reports as
evidence that the generators

undergo maintenance inspections

on a quarterly basis.

R P P

sampled.

. 1“;,,-_.- pye—

the S uditor Test Results

¢ Inspected the fire suppression . No exceptions noted.
* systems inspection reports for a

! sample of quarters during the ;

' raview period to determing that f

. the business process director

: obtained inspection reports as

. evidence that the fire suppression

. systems underwent maintenance

. inspections for each quarter

. sampled.

! Inspected the fire afarm systems * No exceptions noted.

| Inspection reports for a sample of

| quarters during the review period

i o determine that the business

! process director oblained

. inspection reports as evidence
that the fire alarm systemns

! underwent maintenance

- inspections for each quarter

| tags for a sample of hand-held fire

i extinguishers for in-scope data

! centers fo determine that the

! Director of Maintenance : @
© Administration obtained inspection :
| tags as evidence that each hand-

- held fire extinguisher sampled

i underwent maintenance

" Inspections during the review

! period. : i

" Inspected the air conditioning

. systems inspection reports for a

. sample of quarters during the

. review period to determine that

: the business process director
obtained inspection reports as
evidence that the air conditioning
systems underwent maintenance

, inspection for each quarter

- No exceptions noted.,

i sampled.

_ Inspected the air conditioning No exceptions noted.
systems inspection reports for a
- sample of quarters during the
review period to determine that
intemal personnal inspected and
maintained the air conditioning
systems for each quarter

. Inspectad the generator No exceptions noted.
inspection reports for a sample of
quarters during the review period
to determine that the business
process director obtained
inspection reports as evidence
that the generators underwent

maintenance inspections for each

quarter sampled.
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Control Actmty Specified

Control #

! Intemal personnei perform
preventabve maintenance
proeedures on the genarators on
at a monthly basis.

A28

i The business process director
obtains inspection reports as

| evidence that the UPS systems
undergo maintenance inspections
on an annual basis.

A1210 | Intemal personnel perform
i preventative maintenance
: procedures on the UPS systems
i on a semi-annual basis.

A dedicated NOC is staffed 24

' hours per day to respond to
customer ingquiries, support

' issues, and incidents.

A1.2.11

A1.212 | Business resiliency plans are in
i place to guide personnel in
i procedures to protect against
; disruptions caused by an
j unexpected event.

A1213
. ara in place to guide personnel in
i contingency planning activities.

b e Serv;ce Orgamzahon

Inspecned the generator
¢ inspection reports for a sample of |
: months during the review period |
: to determine that internal
- personnel performed preventative |
. maintenance procedures on the
- generators for each month
: sampled

; Contingency planning procedures

Test Appliedby
the Serwce Audltor

Test Results

I No exceptions noted.

1
|

: Inspected lhe most recent UPS

; systems inspection reports to

determine that the business
process director obtained
inspection reports as evidence
that the UPS systems underwent
maintenance inspections during

the rewew period

Inspecﬁed the mest recent semi-

" annual UPS systems inspection

reporis to determine that internal

. UPS systems during the review
penod

Inspected the NOC stafﬁng
schedules for a sample of weeks
during the review period to

- determine that the NOC was
* staffed 24 hours per day for each
| week sampled.

" Inspected the busmess reeﬁuency
plans to determine that business
resiliency plans were in place to

guide perscnnel in procedures to

: No exceonns noted.

No exceptions noted,

: personnel performed preventative
© maintenance procedures on the

¢
1

A

. No exceptions noted.

No exceptions noted.

prolect against disruptions caused

Inspected the eon’ungency
planning procedures to determine
that contingency planning
procedures were in place fo guide
personnel in contingency planning
actlvmes

by an unexpected event. -

No exceptions noiee;

A1 3 The enmy tests recovery plan procedures supperhng system recovery to meet |ts ObjBCtIVBS

A1.31 Dlsaster racovery plans are tested

on at least an annua basis.

Inspectad the resuits of lhe most
recent disaster recovery test to
determine that disaster rocovery
plans were tested during the
review period.

No exceptions noted.
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DISASTER AVOIDANCE

Nevada provides an ideal setting for data center facilities as the area is considered a “safe-zone” from natural
disasters. Nevada also has a highly sophisticated power grid and is a prime gateway for dala flow from the West
Coast to the East Coast.

NEVADA POWER GRID

Why Nevada for Power?

Nevada's alternative energy capacity is unigue in the United States with a rare and rich blend of solar, wind and
geothermal resources. These resources and capacities set Nevada apart as an ideal state for sustainable
energy. Specifically, Nevada offers the nation’s leading solar radiance and temperate windows, perfect for
photovoltaic and solar concentration solutions.! Additionally, Nevada's wind capacity alone has been estimated as
capable of supporting 60 percent of the state’s needs,? Lastly, Nevada's geothermal solutions are among the oldest
in the nation and growing. As the Las Vegas Sun has reported, “Nevada is poised to overtake Califomia as the
American geothermal energy leader.” All of this is undergirded with natural gas lines that run through Las Vegas,
Carson City and Reno to supply the major population centers. In short, Nevada is perfectly poised to provide clean,
affordable, and renewable energy.

Nevada’s electrical grid is also robust and resilient. Nevada’s climate, predictable and moderate weather patterns
and lack of natural disasters make Nevada ideal for electrical distribution and transmission and telecommunications
networks. While other states are constantly required to repair, refurbish, and rebuild!electrica! systems to compete
with corrosion and severe weather, Nevada's grids enjoy the mild seasonality and humidity of Nevada’s temperate

deserts.

Energy sustainability and self-sufficiency are becoming increasingly important for mission critical services, As the
world begins to stir out of the global recession, industrialized nations need for oil fo fuel their factories and
transportation and economies will continue to increase. The United States is not yet self-sufficient when it comes
to cil. Month after month the United States still imports about two-thirds of the oil consumed and 70 percent of that
use is for transportation fuel. Nevada’s unique renewable energy capabilities offer environmental responsibifity and
economic stability in the face of nationaf dependence on fluctuating oil prices.

Where Does Switch Power Come from in Nevada?

Switch is committed to supporting its operations with 100 percent renewable and clean power, including power from
Switch Station 1 and Switch Station 2, to provide 180 megawatts of photovoltaic generation. Securing 100 percent
of our energy from renewable sources is a central part of our strategy and commitment to being planet friendly.

' See data provided by NREL., avaitable at:
hitp/finterestingenergyfacts.blogspot.com/2008/04/us-solar-energy-map himl

? See data provided by NREL, avaitable at:

http:/fapps2 .eere.energy.goviwind/windexchange/wind_resource_maps.asp?stateab=nv
htip:/fawea fites.cms-plus.com/FileDownloads/pdfs/Nevada.pdf

71



switch

SOC | REPORT
FOR

COLOCATION SERVICES

A TvPE 2 INDEPENDENT SERVICE AUDITOR'S REPORT ON A DESCRIPTION OF A SERVICE ORGANIZATION'S
SYSTEM AND THE SUITABILITY OF THE DESIGN AND OPERATING EFFECTIVENESS OF CONTROLS

For THE PerioD QcToBER |, 2021, TO SEPTEMBER 30, 2022

Altestation and Compliance Services

wschellman

Ouality. above ali.

Proprietary & Confidential
Unauthorized use, reproduction, or distribution of this report, in whole of in part. is strictly prohibited.




This report is intended solely for use by the management of Switch, Ltd., its user entities (i.e., customers)
that utilized the services covered by this report during the specified time period, and the independent
financial statement auditors of those user entities {each referred to herein as a “specified user”).

If report recipient is not a specified user (herein referred to as a "non-specified user"), use of this report
is the non-specified user's sole responsibility and at the non-specified user's sole and exclusive risk.
Non-specified users may not rely on this report and do not acquire any rights against Schellman &
Company, LLC as a result of such access. Further, Schellman & Company, LLC does not assume any
duties or obligations to any non-specified user who obtains this report and/or has access to it.

Unauthorized use, reproduction, ar distribution of this report, in whole or in part, is strictly prohibited.



TABLE OF
CONTENTS

SECTION | INDEPENDENT SERVICE AUDITOR’S

REPORT .vevrrerreeseeveeresesesesesssessesesssrersens |
SECTION 2 MANAGEMENT'S ASSERTION .oovveerrennn, 4
SECTION 3 DESCRIPTION OF THE SYSTEM.vvveeveenee. 7

SECTION 4 TESTING MATRICES ooveeireeeeevverereeenseenes 24



SECTION |

INDEPENDENT SERVICE
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ischellman

INDEPENDENT SERVICE AUDITOR’S REPORT

To Switch, Lid.:

Scope

We have examined Switch, Lid.’s ("Switch” or “service organization”) description of its Colocation Services system
throughout the period October 1, 2021, to September 30, 2022 (the “"description”), and the suitability of the design
and operating effectiveness of controls included in the description to achieve the related control objectives stated
in the description, based on criteria identified in "Management's Assertion” in Section 2 (the “assertion”). The
controls and control objectives included in the description are those that management of Switch believes are likely
to be relevant to user entities’ internal control over financial reporting, and the description does not include those
aspects of the Colocation Services system that are not likely to be relevant to user entities’ internal control over
financial reporting.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Switch’s controls are suitably designed and operating
effectively, along with related controls at the service organization. Our examination did not extend to such
complementary user entity controls, as applicable, and we have not evaluated the suitability of the design or
operating effectiveness of such compiementary user entity controls.

Service Organization’s Responsibilities

In Section 2, Switch has provided an assertson about the fairness of the presentation of the description and suitability
of the design and operating effectiveness of the controls to achieve the related control objectives stated in the
description. Switch is responsible for preparing the description and for the assertion, including the completeness,
accuracy, and method of presentation of the description and the assertion, providing the services covered by the
description, specifying the control objectives and stating them in the description, identifying the risks that threaten
the achievement of the control objectives, selecting the criteria stated in the assertion, and designing, implementing,
and documenting controls that are suitably designed and operating effectively to achieve the related control
objectives stated in the description.

Service Auditor's Responsibifities

Our responsibility is to express an opinion on the fairness of the presentation of the description and on the suitability
of the design and operating effectiveness of the controls to achieve the related conirol objectives stated in the
description, based on our examination.

Our examination was conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants (AICPA) and International Standard on Assurance Engagements (ISAE) 3402,
Assurance Reports on Conirols at a Service Organization, issued by the International Auditing and Assurance
Standards Board. Those standards require that we plan and perform the examination o obtain reasonable
assurance about whether, in all material respects, based on the criteria in management's assertion, the description
is fairly presented, and the controls were suitably designed and operating effectively to achieve the related control
objectives stated in the description throughout the period October 1, 2021, to September 30, 2022. We believe that
the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion,

An examination of a description of a service organization's system and the suitability of the design and operating
effectiveness of controls involves:

+ Performing procedures to obtain evidence about the faimess of the presentation of the description and the
suitability of the design and operating effectiveness of the controls to achieve the related control objectives
stated in the description, based on the criteria in management's assertion;

* Assessing the risks that the description is not fairly presented and that the controls were not suitably
designed or operaling effectively to achieve the related control objectives stated in the description;



« Testing the operating effectiveness of those confrols that management considers necessary fo provide
reasonable assurance that the related confrol objeclives staled in the description were achieved; and

« Evaluating the overall preseniation of the description, suifabifily of the conirol objectives stated in the
description, and suitability of the crileria specified by the service organization in its assertion.

Service Auditor's Independence and Quality Conirol

We have complied with the independence and other ethical requirements of the Code of Professional Conduct
established by the AICPA.

We applied the Statements on Quality Conbrof established by the AICPA and, accordingly, mainiain a
comprehensive system of quality control.

Inherent Limitations

The description is prepared to meet the common needs of a broad range of user entities and their auditors who
audit and report on user entities’ financial statements and may not, therefore, include every aspect of the system
that each individual user entity may consider imporiant in its own particular environment. Because of their nature,
controls at a service organization may not prevent, or detect and correct, all misstatements in processing or
reporting fransactions in providing the Colocation Services. Also, the projection to the future of any evaluation of
the fairness of the presentation of the descripfion, or conclusions about the suitability of the design of the controls
to achieve the related control objectives, is subject to the risk that controls at a service organization may become
ineffective,

Description of Tests of Controls

The specific controls tested, and the nature, timing, and resuits of those tests are listed in Section 4 (the “Testing
Matrices”). | ,

Opinion

in our opinion, in all material respects, based on the criteria described in Switch's assertion in Section 2:

a. the description fairly presents the Colocation Services system that was designed and implemented
throughout the period October 1, 2021, to September 30, 2022,

h. the controls related to the control objectives stated in the description were suitably designed to provide
reasonable assurance that the control objectives would be achieved if the controls operated effectively
throughout the period October 1, 2021, to September 30, 2022, and as applicable, subservice organizations
and user enfities applied the complementary controls assumed in the design of Switch’s controls throughout
the period October 1, 2021, to September 30, 2022; and

c. the controls operated effectively to provide reasonable assurance that the control objectives stated in the
description were achieved throughout the period October 1, 2021, to September 30, 2022, if, as applicable,
complementary subservice organization and user entity controls assumed in the design of Switch's controls
operated effectively throughout the period October 1, 2021, to September 30, 2022.

Restricted Use

This report, including the description of the tests of controls and results thereof in the Testing Matrices, is infended
solely for the information and use of management of Switch, user entities of Switch’s Colocation Services system
during some or all of the period October 1, 2021, to September 30, 2022, and their auditors who audit and report
on such user entities’ financial statements or intermnal control over financial reporting and have a sufficient
understanding to consider it, along with other information, including information about controls implemented by user
entities themselves, when assessing the risks of material misstatement of user entities’ financiat statements. This
report is not intended to be, and should not be, used by anyone other than the specified parties.

&Mﬂm %é.a«?xw/, LLc.

Tampa, Florida
November 2, 2022
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switch
MANAGEMENT’S ASSERTION

We have prepared the description of Switch, Ltd.'s ("Switch"} Colocation Services system throughout the period
October 1, 2021, to September 30, 2022 (the “description”}, for user entities of the system during some or all of the
period October 1, 2021, to September 30, 2022, and their auditors who audit and report on such user entities’
financial statements or internal control over financial reporting and have a sufficient understanding to consider it,
along with other information, including information about controls implemented by user entities of the system
themselves, when assessing the risks of material misstatement of user entities’ financial statements.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Switch’s controls are suitably designed and operating
effectively, along with related controls at Switch. The description does not extend to controls of the user entities.

We confirm, to the best of our knowledge and belief, that:

a. the description fairly presents the Colocation Services system made available to user entities of the system
during some or all of the period October 1, 2021, to September 30, 2022, for providing Colocation Services
as it refates to controls that are likely to be refevant to user entities' internal control over financial reporting.
The criteria we used in making this assertion were that the description:

i. presents how the system made available to user entities of the system was designed and
implemented to process relevant user entity transactions, including, as applicable:

{1) the types of services provided including, as appropriate, the classes of transactions
processed; !

{2) the procedures, within both automated and manual systems, by which those services are
provided, including, as appropriate, procedures by which fransactions are initiated,
authorized, recorded, processed, corrected as necessary, and transferred to reports and
other information prepared for user entities of the system;

{3) the information used in the performance of the procedures including, if applicable, related
accourting records, whether electronic or manual, and supporting information involved in
initiating, authorizing, recording, processing, and reporting transactions; this includes the
correction of incorrect information and how information is transferred fo the reports and
other information prepared for user entities;

{4) how the system captures and addresses significant events and conditions, other than
transactions;

{6) the process used to prepare reports or other information provided for entities;

{6) services performed by a subservice organization, if any, including whether the carve-out
method or the inclusive method has been used in relation to them;

{7) the specified control objectives and controls designed to achieve those objectives,
including as applicable, complementary user entity controls and complementary
subservice organization controls assumed in the design of Switch's controls; and

(8} other aspects of our control environment, risk assessment process, information and
communication systems (including the related business processes}, control activities, and
monitoring activities that are relevant o the services provided,

ii. includes relevant details of changes to the Colocation Services system during the period covered
by the description; and

ii. does not omit or distort information relevant to the scope of the Colocation Services system, while
acknowledging that the description is prepared to meet the common needs of a broad range of user
entities of the system and their user auditors, and may not, therefore, include every aspect of the



Colocation Services system that each individual user entity of the system and its auditor may
consider important in its own particular environment; and

the controls related to the control objectives stated in the description were suitably designed and operating
effectively throughout the peried October 1, 2021, to September 30, 2022, to achieve those control
objectives if, as applicable, user entities applied complementary controls assumed in the design of Switch's
controls throughout the period October 1, 2021, to September 30, 2022. The criteria we used in making
this assertion were that;

i. the risks that threaten the achievement of the control objectives stated in the description have been
identified by management of Swiich;

il. the controls identified in the description would, if operating effectively, provide reasonable
assurance that those risks would not prevent the control objectives stated in the description from
being achieved,; and

fii. the controls were consistently applied as designed, including whether manuat controls were applied
by individuals who have the appropriate competence and authority,
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OVERVIEW OF OPERATIONS

Company Background

Switch is a technology infrastructure ecosystem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquartered in Las Vegas, Nevada, Switch is built on the
irtefligent and sustainable growth of the Internet. The Founder and CEQ, Rob Roy, has developed more than 700
issued and pending patent claims covering data center designs that manifested into Switch data centers and
technology solution ecosystems. Since the opening of their first colocation facility, Switch has delivered 100%
uptime across all facilities. At Switch, every team member is driven to produce real results for their clients —
technologically and financially. Switch data center ecosystems empower their clients with virtually unlimited options
for innovation, economies of scale, risk mitigation, sustainability, and investment protection.

Company Profile

Switch's advanced data centers are the center of their platform and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the oniy carrier-neutral colocation facilities in the world to be certified Tier IV Design, Tier IV Facility, and Tier
IV Gold in Operational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
IV standards. Switch’s platform has powerful network effects and nurtures a rich technology ecosystem that benefits
its participants. Switch continues to further enhance these benefits as they innovate and expand their platform
ecosystem, Switch currently has more than 980 customers, including technology and digital media companies,
cloud, and managed service providers, financial institutions, and telecommunications providers.

The growing nexus between internet connectivity, | internet-based services, data and analytics, and the
advancement of computational processing power is rapidly expanding the amount of data that enterprises can
access and manage. At the same time, the Internet of Everything is exponentially expanding the available data
sources, as utility grids, automaobiles, aircraft, home appliances, wearable devices and numerous other sources are
all connecting to the internet. The compute capacity necessary to manage and analyze this data is also advancing
and demanding increasing amounts of power to operate. Switch believes that traditional technology infrastructure
is not capable of supporting the growing wave of mission critical data and increasingly powerful IT equipment,

Switch presently owns and operates four primary campus locations, called Primes, which encompass thirteen
colocation facilities with an aggregate of over 4.8 million gross square feet {(GSF) of space. These facilities have
up over 500 megawatts (MW) of power available to them. Primes consist of The Core Campus in Las Vegas,
Nevada; The Citadel Campus near Reno, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep
Campus in Atlanta, Georgia. Primes are strategically located in geographies that combine a fow risk of natural
disaster, favorable tax policies for customers deploying computing infrastructure and low latency connectivity to
major metropolitan markets, such as Los Angeles, San Francisco, Silicon Valley, Chicago, New York, Northern
Virginia, and Miami. As a result, customers in these metropofitan markets can access our advanced colocation
facilities while reducing exposure to the higher taxes, higher cost of power and higher risk of natural disaster that
might be prevalent in other markets. Switch can also use their Switch Modular Optimized Design (MOD) technology
to build single-user facilities and are actively pursuing opportunities to deploy this technology in a build-to-suit
offering for our enterprise customers.

As additional locations and sectors within our four existing Prime campus locations are opened for Colocation
Services, the same / simitar controls {ested within this report are implemented / in place.
Description of Services Provided

Physical Security

Exterior Barriers

From well-defined perimeters consisting of signage, blast walls and gates, to clear avenues of approach and backup
perimeter barriers, the first layer of physical security is considerable. Exterior walls are constructed of either steel
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reinforced poured concrete or masonry reinforced beyond building code requirements. Entry points are kept to a
minimum and each exterior door is reinforced, alarmed, access-controlled, and viewed by two dedicated fixed
cameras.

Inferior Barriers and Custorner Compartmentalization

Exterior doors lead into specially engineered mantraps built over fire corridor wall construction. The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor biometric authentication of the card holder and are controlied via a 24 hour per day security officer and man-
trap relay logic. Each mantrap includes fixed cameras viewing every door.

Every customer space, whether it is a cage, cabinet, or suite, is individually locked, protected, and monitored.
Additional security safeguards, such as mantraps, intrusion senscrs and surveillance cameras, can be added to
these spaces at the customer’s request.

Positive Access Controf

Fositive Access Control is the application of a two-fold access principle stemming from the gquestions "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walls, turnstiles, cameras, intercoms and
biometric readers, Switch's access control takes on further hardening by the Positive Access Control procedures
deployed at the facilities. Positive Access Control requires that a proprietary 24 hours per day officer staffed security
command center (SECOM) verifies that the person standing in the mantrap matches afile photo. After confirmation,
the officer activates the second proximity and biometric reader for use.

The access process is further continued with periadic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of every person with
access to the facilities is conducted by the Security Director on a semi-annual basis. ]
| !

Surveillance

Surveillance equipment for the facilities follows an elite standard set by a board-certified security professional. Fixed
cameras are high-resolution color (520 lines) or digital HD with automatic low-light switching, capable of viewing up
fo.1lux. Pan/tilt/ zoom (PTZ) cameras are used on the exterior and areas of sensitivity. Video is digitally recorded
at common interchange format (CIF) resolution at 15 images per second (IPS) upon motion at 4CIF 30 IPS upon
operator command or at select zones requiring enhanced video, Video is refained for 100 + /- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the |dentify, Observe and Understand (JOU) methodology. 10U provides a better use of the system
to include constant monitoring, use of the cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeter and sensitive area intrusion.
Sensor types include infrared motion, ultrasonic motion, photoelectric motion, electromechanical, internal lock, and
seismic. These sensors are installed based on the environment or protection needs.

Security Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system instruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was
developed in accordance with the current American Society for Industrial Security (AS1S) International Guideline on
Private Security Officer Selection and Training (ASIS GDL PS0-2010) and the 90-day field training officer (FTO)
program. A security supervisor oversees each shift and reports to the campus security manager. Security
supervisors are required to attend a Security Management course, and officers in management positions are
required to be active members of ASIS International,

Please refer to the following link for related pictures and detailed information: http:///www.switch.com.



infrastructure Operations (Environmental Security)

Switch employs state-of-the-art environmental controls to protect the systems of its customers as well as operating
in the most energy-efficient means possible. These systems are managed and monitored by the Data Center
Operations {DCO) and Energy Management Systems (EMS) teams,

Fire Protection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnel and a third-party monitoring company
for response. Data center areas are protected by aspirating smoke detectors, capable and programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interlock
pre-action sprinkiers require both a smoke detection event and the activation of sprinklers to release water into the
pipes. This allows for quick response to a fire with a lower risk of water damage in the case of a smaller fire or false
alarm.

Heating, Ventilation, and Cooling (HVAC)

Switch utilizes advanced, patented techniques starting with a custom-designed thermal separate compartment in
facility or (t-scif} air-flow system. This airflow system pulls the warm air away from customer systems into a separate
compartment. The warm air is taken out of the core SUPERNAP facility designed for 74 high-grade Switch-designed
and patented TSC-600 and TSC-1000 HVAC units which are physically adjacent to the data center, each containing
six types of air conditioning systems. Within the data centers, areas where warm or hot air fravels are marked in
red.

Please refer to the following link for related pictures and detailed information: http://www.switch.com.
|
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Power Management
Switch utilizes muitiple in-bound connections from electricity providers. Tri-redundant power systems, which
balance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply (UPS) devices which are fed by
generators across the campuses. Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for quick and succinct identification of circuits and to assist with
troubleshooting.

Please refer to the following link for refated pictures and detailed information: hitp://www switch.com.

Suppeort for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NOC).
NOC and engineering staff are available to assist with network troubleshooting and provide “hands-on” services to
support customers.

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication
of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.
NOC representatives monitor customer inquiries, support issues, and incidents on a real-time basis. Issues are
documented in the Living Data Center (LDC) ticketing system and tracked to resolution.

The ticketing system / customer relationship management (CRM) system contains a complete purchased product
hierarchy, installed equipment, and the physical and logical infrastructure jayouts of individual customer solutions.
The complete history of customer service requests and incidents are recorded in the ticketing system, Customer-
specific information is handied confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthermore, volume analysis, response times, and procedural adherence are monitored to help ensure
customer obligations are met.
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Since Switch has no logical access to any customer’s equipment or data, each customer is responsible for its own
network security. Switch manages the network connectivity to the Internet via its multiple providers. Switch's core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are
configured for high-availability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

Switch’'s Colocation Services system environment is an information technology general control (ITGC) system, and
user entities are responsible for the procedures, by which transactions are initiated, authorized, recorded,
processed, corrected as necessary, and transferred to reports and other information presented to them; additionally,
user entities are responsible for the procedures and controls governing the related accounting records, supporting
information, and specific accounts that are used fo initiate, authorize, record, process, and report transactions
processed within Switch’s Colocation Services system; this includes the correction of incorrect information and how
information is transfemred to the reports and other information prepared for those user entities.

System Boundaries

The scope of this report is limited to the Colocation Services for the Las Vegas 2, Las Vegas 4, Las Vegas 5, Las
Vegas 7, Las Vegas 8, Las Vegas 9, Las Vegas 10, Las Vegas 11, Las Vegas 12, and Las Vegas 15 facilities
located in Las Vegas, Nevada, as well as, the single Colocatlon Services facilities located in Reno, Nevada, Grand
Rapids, Michigan, and Atlanta, Georgia. The Colocation Services include the physical infrastructure, power, and
data connectivity needed to house information systems of user entities. Switch provides certain physical and
environmental security mechanisms to safeguard user entities’ physical assets from unauthorized access and
environmental threats. The specific control objectives and related control activities included within the scope of this
engagement can be founjl in Section 4 of this document.

A system is designed, implemented, and operated to achieve specific business objeclives in accordance with
management-specified requirements. The purpose of the system description is to delineate the boundaries of the
system, which includes the services outlined above and the system components described below.

infrastructure and Software

The in-scope infrastructure consists of multiple applications, operating system platforms and databases, as shown
in the table below:

Pr;mary infrastmcture

B e ; ——— — op&mﬂng Systam“ yﬂca o
Appllcation j - Business Function Description - _ Platform ‘| Location
1\ The Living Data ‘; Overall enwronmental oondltions momtonng as well ! !
J Center (LDC) . as ticketing system capability to track incidents and Linux L 5
i Applicaticn L resolutions, .
| Microsoft ! . i t Las Vegas i
| : . Network domain supporting internal systems . . ‘ egas, |
| Active Directory - ieable to the Colocation Services. Microsoft Windows . Nevada
| Bemain Reno
Cisco Border - Network devices in place to direct traffic and filter - Cisco Internetwork Nevada |
and Private unauthorized inbound network traffic from the ~ Operating System Grand i
Routers Intemet {108) Rapids, :
* Honeywell Physrcal access control supporting the Colocation Michigan
Badge Access © Services at the Las Vegas, Reno, and Grand Rapids Atlanta, |
System fac:almes : Georgia
e Ph- - I t ‘ portl th C I “t. -~ -t Microsoft Windows L
ysical access contro sup ng e Colocation ! |
?; ic-;irs?SB E'ls(:egafn . Services at the Las Vegas, Reno, Grand Rapids, and - !
YSIOM . Atlanta facilities. | |



In addition, Switch utilizes CrowdStrike antivirus software for antivirus protection for the Windows production servers
and workstations. Furthermore, Switch utilizes both the Honeywell MAXPRO Video Management System (VMS)
and Milestone VMS for managing the security cameras for the interior and exterior of the data centers.

Functional Areas of Operations

Switch utilizes specific functional areas of operations that support the scope of this review, these include, but are
not limited to, the following:

« Executive Management — responsible for overseeing mmpan§~wide activities, establishing, and
accomplishing goals, and overseeing cbjectives.

» Security Operations (SecOps) depariment — responsible for monitoring and protecting the facility from
unauthorized access, damage, and interference.

+ Network Operations (NetOps} department — responsible for implementation of product development and
optimization, client implementation, and technical operations.

» Data Center Operations (DCO) — responsible for monitoring and maintaining critical infrastructure including
electrical and cooling infrastructure. Also responsible for preparing customer environment (cage, cabinet)
and performing everyday maintenance of the facifity.

+ Energy Management Systems (EMS) department — responsible for monitoring and maintaining critical
infrastructure including power equipment and infrastructure,

» Network Engineering department — responsible for managing network architecture.

» Facilities Services department — responsible for providing user entities with assistance before and after the
initial sale by providing information, guidance, and continued suppor.

» Human Resources (HR) department — responsible for HR policies, practices, and processes with a focus
on key HR department delivery areas (e.g., talent acquisitions, employee retention, compensation,
employee benefits, performance management, employee relations, development, and employee-related
incidents and investigations).

e Legal department — responsible for legal and regulatory issues involving corporate risk and corporate
compliance.

Data Management

Badge access logs and video surveillance recordings are a key component of the Colocation Services provided by
Switch. The logs and recordings are reviewed on a real-time basis by SECOM and retained for forensic purposes.
Customer data was not included in the scope of this examination as Switch is not responsible for the administration
or maintenance of customer systems or data.

Subservice Organizations

No subservice organizations were applicable to the scope of this examination.

Switch's Colocation Services system was designed with the assumption that no subservice organization controls
were required in the design of Switch's controls; therefore, no control objectives related to Switch's Colocation
Services system are dependent upon complementary subservice organization controls that are suitably designed
and operating effectively, along with the related controls at Switch,

Significant Changes During the Period

The Las Vegas 15 (LAS 15) data center facility was operational as of March 29, 2022. The test of controls at the
facility only apply to the facility's dates of operation during the specified reporting period of March 29, 2022, to
September 30, 2022, for the Las Vegas 15 data center facility.



CONTROL ENVIRONMENT

The control environment at Switch is the foundation for the other areas of internal control. 1t sets the tone of the
organization and influences the control consciousness of its personnel. The components of the control environment
factors include the integrity and ethical values, management’'s commitment to competence; its organizational
structure; the assignment of authority and responsibility; and the oversight and direction provided by the Board of
Directors and Operations Management.

Integrity and Ethical Values

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer,
and moenitor them. Integrity and ethical values are essential elements of Switch's control environment, affecting the
design, administration, and monitoring of other components.

Integrity and ethical behavior are the product of Switch’s ethical and behavioral standards, how they are
communicated, and how they are reinforced in practices. They include management’s actions to remove or reduce
incentives and temptations that might prompt personnel to engage in dishonest, illegal, or unethical acts. They also
include the communication of entity values and behavioral standards to personnel through policy statements and
codes of conduct. Specific control activities that Switch has implemented in this area include:

* An employee manual is ufilized to document organizational policy statements and codes of conduct and
communicate entity values and behavioral standards to personnel.

+ Policies and procedures require that employees sign an acknowledgment form indicating that they have
been given access to the employee manual and understand thear responsibility for adhering to the policies
and procedures contained within the manual.

» Employees must sign a confidentiality statement agreeing not to disclose proprietary or confidential
infarmation, including customer information, to unauthorized parties.

« Background screenings are performed for employee candidates as a component of the hiring process.
+ Drug screening tests are performed for employee candidates as a component of the hiring process.

+ As security is core to Switch's services, employees and contractors are required to attend security
orientation and awareness training as a component of the hiring process and on an cngoing basis.

Board of Directors and Audit Committee Oversight

Switch's control consciousness is influenced significantly by its Owners and Board of Directors’ participation. A
Board of Directors is in place to oversee management activities and meets on a periodic basis.

Organizational Structure and Assignment of Authority and Responsibility

Switch's organizational stricture provides the framework within which its activities for achieving entity-wide
objectives are planned, executed, controlled, and monitored. Switch’s management believes that establishing a
relevant organizational structure includes considering key areas of authority and responsibility and appropriate lines
of reporting. Switch has developed an organizational structure suited {0 its needs. This organizational structure is
based, in part, on its size and the nature of its activities.

Switch's assignment of authority and responsibility activities include factors such as how authority and responsibility
for operating aclivities are assigned and how reporting relationships and authorization hierarchies are established.
It also includes policies refating to appropriate business practices, knowledge and experience of key personnel, and
resources provided for carrying out duties.



In addition, it includes policies and communications directed at ensuring that personnel understand the entity's
objectives, know how their individual actions interrelate and contribute o those objectives, and recognize how and
for what they will be held accountable. Organizational charts are in place to communicate key areas of authority,
responsibility, and appropriate lines of reporting to personnel. The charts are communicated to employees and
updated as needed.

Commiiment to Competence

Switch management defines competence as the knowledge and skills necessary to accomplish tasks that define
an employee's roles and responsibiliies.  Switch's commitment {0 competence includes management's
consideration of the competence levels for particular jobs and how those levels translate into requisite skills and
knowledge.

Management ensures employees have adequate training to carry out their job responsibilities. This includes
Switch's self-developed Security Academy where security personnel undergo incremental training in facilities
security as well as Switch’s physical security processes and supporting technology.

Accountability

Switch's management philosophy and operating style encompasses a broad range of characleristics. Such
characteristics include managemert's approach to taking and monitoring business risks; and management's
attitudes toward information processing, accounting functions and personnel. Specific control activities that Switch
has implemented in this area are described below:

+ Input and feedback are actively sought from and provided by Switch customers and pariners.
|
+ Management is periodicaily briefed on regulatory and industry changes affecting services provided.

+ Management meetings are held on a periodic basis o discuss operational issues.

Switch's human resources policies and practices relate to employee hiring, orientation, training, evaluation,
counseling, promotion, compensation, and disciplinary activities. Specific controf activities that Switch has
implemented in this area are described below:

» Management has established pre-hire screening procedures which are performed for employee candidates.
s New hire on-boarding includes, but is not limited to, the following elements:

o Verification that the employee has signed the employee agreement;

o Verification that the employee has signed the confidentiality agreement;

o Verification that the employee has signed an acknowledgement of receipt of employee handbook
document; and

o Verification that the employee has taken security training and signed an acknowledgement of such
training.

« Management utilizes termination procedures which include, but are not limited to, the following elements:
o Collection of company property;
o Revocation of physical and system access rights; and
¢ Signatures of each person that performs requisite tasks.

s Evaluations are performed for employees on an annual basis.



RiSK ASSESSMENT

Security and risk management are of primary importance to Switch. Switch's management has placed into
operation a risk assessment process to identify and manage risks that could affect the organization's ability to
provide reliable Colocation Services for user entities.

Management is responsible for identifying the risks that threaten the achievement of the control objectives stated
in the management’s description of the services organizations systems. Management has implemented a process
for identifying relevant risks. This process includes estimating the significance of identified risks, assessing the
liketihood of their occurrence, and implementing measures to address those risks,

Objective Setting

Swilch faces a variety of risks from external and internal sources, and a precondition to Switch’s risk assessment
methodology is establishment of objectives, linked at different levels and internally consistent, Objectives are set
at the strategic level, establishing a basis for operations, reporting, and compliance objectives. Objectives are
aligned with Switch’s risk appetite, which drives risk tolerance levels,

More-specific objectives flow from the entity's broad strategy. Entity-level objectives are linked and integrated with
more-specific objectives established for various “activities,” such as sales, marketing, and operations, making sure
they are consistent. These sub-objectives, or activity-level objectives, include establishing goals and may deal with
praduct line, market, financing, and profit objectives.

By setting objectives at the entity and activity levels, Switch can identify success factors. Success factors exist for
the entity, a business unit, a function, a department or an individual. Objective setting enables management to
identify measurement criteria for performance, with focus on success factors. Switch has established certain broad
categories including:

o Operations objectives — these pertain to effectiveness and efficiency of the operations, including
performance and delivery goals and safeguarding resources against loss. They vary based on
management's choices about structure and performance.

« Compliance objectives — these objectives pertain to adherence 1o laws and regulations to which Switch,
and their customers are subject. They are dependent on external factors, such as government and industry
regulation.

Risk ldentification

Regardless of whether an objective is stated or implied, Switch’s risk-assessment process considers risks that may
occur. Switch has considered significant interactions between itself and relevant external parties and risks that
could affect the organization's ability to provide reliable service to its user entities.

Risk Factors
Management considers risks that can arise from both external and internal factors including the following:

External Factors
o Technological developments
¢ Changing customer needs or expectations
o Competition that could alter marketing or service activities

+ New legislation and regulation that could force changes in policies and strategies



s Natural catasirophes that could lead fo changes in operations or information systems
= FEconomic changes that could have an impact on management decisions

Internal Faclors
=  Significant changes in policies, processes, or personnel
» Types of fraud, incenlives, pressures, opportunities, attiludes, and rationalizations
s Adisruption in information systems processing
s The qualily of personnel hired, and methods of training uillized
» Changes in management responsibilities
» The nature of the entily’s activities and employee accessibility o assets

The Switch risk assessment process focuses on supporting management decisions and responding to potential
threats by assessing risks and identifying important decision factors, Executive management oversees risk
management ownership and accountability. Senior management from different operational areas is involved in the
risk identification process. Management identifies elements of business risk including threats, vulnerabilities,
safeguards, and the likelihcod of a threat, to determine the actions to be taken.

Potential for Fraud

The potential for fraud Is considered when assessing the risks to the company's objectives. The potential for fraud
can occur in both financial and non-financial reporting. Other types of fraud include the misappropriation of assets
and illegal acts such as violations of governmental laws. {

% ;
Management realizes that the potential for fraud can occur when employees are motivated by certain pressures or
incentivized to commit fraud. The absence of controls, or ineffective controls, provides an opportunity for fraud
when combined with an incentive fo commit fraud. Documented policies and procedures are in place to guide
personnel in identifying the potential for fraud as part of the risk assessment process. Additionally, the annual risk
assessment considers the potential for fraud.

Risk Analysis

Switch's methodology for analyzing risks varies largely because many risks are difficult to quantify. Nonetheless,
the process usually includes:

» Estimating the significance of a risk;
* Assessing the likelihcod {or frequency) of the risk occurring; and

» Considering how the risk should be managed (i.e., an assessment of what actions need to be taken).

Risk analysis includes identification of key business processes where potential exposures of some consequence
exist. Once the significance and likelihood of risk have been assessed, management considers how the risk shouid
be managed. This involves judgment based on assumptions about the risk, and reasonable analysis of costs
associated with reducing the level of risk.

Necessary actions are taken to reduce the significance or likefihood of the risk occurring.

Risk Mitigation

Risk mitigation activities include the ability to identily, select and develop activities that sufficiently meet the identified
risks. However, the relative costs versus benefits should also be considered when determining the risk mitigation
activities. The organization has documented poticies and procedures to guide personnel throughout this process.
The annual risk assessment and mitigation process also addresses risks arising from potential business disruptions.
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Vendors and business partners are also considered during the annual risk assessment and mitigation process.
Documented policies and procedures are in place to guide personnel in identifying risks associated with vendors
and business partners as part of the risk assessment process. Monitoring procedures are also in place to ensure
continual compliance by vendors and business partners. This includes reviewing vendor audit reports and/or
security questionnaires at least annually.

integration with Controi Objectives

Along with assessing risks, management has identified and put into effect actions needed to address those risks.
In order to address risks, control objectives have been defined for each significant risk area. Control activities are
then defined to serve as mechanisms for managing the achievement of those objectives and help ensure that the
actions associated with those risks are carried out properly and efficiently.

CONTROL OBJECTIVES AND RELATED CONTROL ACTIVITIES

Selection and Development of Control Activities

Contro! activities are a part of the process by which Switch strives to achieve its business objectives. Switch has
applied a risk management approach to the organization in order to select and develop control activities. After
relevant risks have been identified and evaluated, control activities are established to meet the overall objectives of
the organization.

The establishment of cé:)ntro! activities is inclusive of general control activities over tecftmotogy. The management
personnel of Switch evaluate the relationships befween business processes and the use technology to perform
thase processes to determine the dependencies on technology. The security management processes for the
technology, along with other factors, are analyzed to define and estabiish the necessary control activities to achieve
control objectives that include technology.

The establishment of the control activities is enforced by defined policies and procedures that specifically state
management's directives for Switch personnel. The policies serve as the rules that personnel must follow when
implementing certain control activities. The procedures are the series of steps the personnel should follow when
performing business or technology processes and the confrol activities that are components of those processes.
After the policies, procedures and control activities are aff established, each are implemented, monitored, reviewed,
and improved when necessary.

Switch’s control objectives and related control activities are included below and also in Section 4 (the “Testing
Matrices”) of this report.

The description of the service auditor's tests of operating effectiveness and the results of those tests are also
presented in the Testing Matrices, adjacent to the service organization's description of control activities. The
description of the tests of operating effectiveness and the results of those tests are the responsibility of the service
auditor and should be considered information provided by the service auditor.

Organization and Administration

Control Objective: Control activities provide reasonable assurance that discipline and structure are an integral part
of the organization and influence the control consciousness of its personnel,

A Board of Directors is in place to exercise control and management over the organization, which includes
overseeing management activilies. Management has defined, developed, and communicated an organizational
chart to communicate areas of authority and responsibilities. In addition, an employee manual is in place to
communicate policies and procedures regarding code of conduct, entity values and behavioral standards.
Employees are required to sign an acknowledgement form indicating that they have been provided a copy of the
handbook, been informed where to access the handbook, have read the handbook, and agree to abide by the
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policies, procedures, rules, and protocols contained in the handbook. Management requires employees to complete
a training program to help ensure that employees have the necessary training to carry out their responsibility.

Human Resource Management

Control Objective: Control activities provide reasonable assurance that employee onboarding and off-boarding
procedures are ufilized to ensure compliance with company policies and security practices.

Switch has documented policies and procedure for employee on-boarding and off-boarding. Candidates go through
a rigorous interview process during the hiring process. To minimize the risk of malicious behavior, potential
employees, and contractors who have and will have access to the data center, undergo the following verifications.

» Background screenings that include examination of criminal conviction records and secial security number
(SSN}) verification, credit history, driving records, personal information, employment comparison, public
records check, and a global homeland security check. The background investigation commences once an
offer of employment has been communicated and accepied. Conditional employment offers are made
contingent on successful completion of background checks and no access is permiited prior to the
background check being completed.

» Drug screening tests that include a standard five-panel plus extra tests for “ecstasy” (MDMA) and
OxyContin / Oxycodone. Conditional employment offers are made contingent on successful completion of
a clean drug test.

Once an employee has decided to join Switch, they aftend a mandatory new hire orientation on their first day of
employment that includes a review of the employee handbook, the signing of the confidentiality agreement
acknowledgement form, and a security orientation. In addition, management requires a security orientation for
customers and vendors who will be granted access to the facilities using a badge. '

Switch performs specific actions fo remove system access and coltect any company property for employees upon
their departure. During the fermination process, a termination ticket is completed to document that the employee
returned such items as their access badge, company property {i.e., laptop), and that their system accountis and
physical access privileges were removed.

Physical Security

Controt Objective: Control activities provide reasonable assurance that business premises and information systems
are prolected from unauthorized access, damage, and interference.

Switch has implemented various physical security protocols to protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day to controf access to the
office. Pre-defined access groups are utilized to provide access depending on the individual's role and
responsibilities. Badge access attempts are logged by the system and are traceable to specific badge access
cards. Management reviews employee and customer access privileges on a semi-annual basis. The ability to
administer the badge access system is restricted to authorized security management personnel. If an individual
who has physical access to the Switch facilities is terminated, security management personnef revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and enfrance gates controlled by guards or card
access. In addition, surveillance cameras are utilized by security personnet to monitor the main entrance to the
facilities in order to identify visitors and contractors prior o granting access to the facilifies. Visitors must present
photo identification before being granted access to the facilities. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
non-functioning visitor badge. Prior to being granted access to the secure interior of the data centers, personnel
and authorized customers must enter a mantrap where they must scan the badge access card and provide biometric
credentials. Visitors without badge access cards are required to be escorted by authorized employees while within
the facilities.

Switch maintains and monitors aclivity logs of certain physical movements within the facilities on an ad-hoc basis.
Physical movements captured and monitored include date / time, event, badge access card details, and device.
Digital surveillance cameras are in place to monitor the facility entrances, the building perimeters, and other areas
within the facilities. Video surveillance captured by the camera system is archived allowing the capability for ad-
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hoc review. The facilities are monitored 24 hours per day by security personal with the use of motion sensitive
digital surveillance cameras, alarms, and motion detectors. An incident reporling system is utitized by security
personnel to document any physical security incidents.

Environmental Security

Control Objective: Control activities pravide reasonable assurance that critical information technology infrastructure
is protected from certain environmental threats.

Switch has implemented various environmental security protocols to protect the business premises and information
systems from potential environmental issues. The Switch facilities are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.

Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured to automatically send e-mail
notifications to operations personnel when pre-defined thresholds are exceeded.

The data centers are designed to optimize cool air flow and utilize redundant air conditioning units o keep
infrastructure equipment at optimal temperatures. On a quarterly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order, The facilities
are equipped with multiple UPS systems and diesel generators to provide electricity in the event of a power outage.
Utility power is run through the UPS battery systems so that customers are always receiving clean, conditioned
battery power. |n the event that a loss of utflity power oceurs, the generators will engage and begin supplying power
to the UPS systems. Whether it is from utility or generator power, each customer is always drawing power from the
UPS battery systems, ensuring smooth transitions from utility to generator and back again. On an annual basis, a
thinfj-party specialist inspects the UPS systems and generators to help ensure that the systems are in proper
working order. Internal personnel perform preventative maintenance procedures on the UPS systems and
generators on a quarterly basis.

Logical Security

Control Objective: Control activities provide reasonable assurance that logical access to network infrastructure is
restricted to authorized personnel.

Redundant routers are in place at the data center to provide Internet connectivity for customers. In order to gain
access 1o the routers, a user must authenticate with a user account and password via a secure shell (SSH) program
to help ensure that the sessions are encrypted. The routers may only be managed from an internal network as
SSH is not running on the public portion of the routers. SSH sessions are programmed to terminate a session after
a predefined period of inactivity.

The network engineering team manages the security administration of the routers and is required to authenticate
through a terminal access controller access-control system plus (TACACs+) server which allows for individualized
user account access, administration, and logging. These unique user accounts are defined by the TACACS+ server
and are configured to authenticate using the corporate network domain. The network domain is configured o
enforce password requirements that include minimum length, expiration intervals, complexity, minimum history, and
invalid account lockout threshold.

Management has restricted administrative access privileges within the routers to authorized personnel.
Furthermore, the TACACS+ server is configured to log successful and unsuccessful login attempts and
administrator commands executed during an active session. [T management reviews these logs on an ad hoc basis
to determine if any suspicious or unauthorized activity has occurred.



Network Monitoring and Problem Management

Control Objective: Controls provide reasonable assurance that customer infrastructure is available for operation
and use, and that problems are identified, investigated, and resoclved in a timely manner.

Switch has implemented an internally-developed, custom-built application called SYSLOG to monitor the
performance and availability of customer network infrastructure including switches, routers, servers, and media
converters. The routers are in place at the data center to provide network connectivity for customers. Routers are
configured for redundancy such that if one fails, network connectivity is still available to customers. The network
infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues. Management has
implemented procedures to guide NOC technicians in identifying and responding to network related incidents as
well as incident response and escalation procedures in the event that an event is detected.

A proprietary ticketing system, LDC, was developed and is utilized to handle network related issues in order to
manage, track, and respond to network issues until resolution. When an issue is detected, NOC technicians will
examine the issue and create a ticket to assign priority level on a scale (1-5) based on the urgency and impact of
the incident to the business and/or the customer, and to determine predefined timelines to resolve the issue.

If the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented to get
the necessary personnel involved to resolve the issue. Once the issue is fixed, the NOC technician wil update the
support ticket with full details of the issue fix.

Customer Support

Control Objective: Control activities provide reasonable assurance that dedicated customer support personnel are
in place to handle customer communications and that issues are escalated according to pre-defined procedures.

Switch has implemented standard procedures, including escalation procedures, to provide timely and consistent
communication to customers. These procedures apply to Switch employees and contractors responsible for
providing customer support. In addition, NOC personnel are available 24 hours per day to respond to customer
inquiries.

Customers communicate incidents by phone, e-mail, or the LDC customer portal. NOC personnel will verify the
request was initiated by an authorized customer contact. In the event that the request was initiated by an
unauthorized customer, NOC personnel will place the request on hold until the authorization is granted, or the
request is confirmed by the authorized contact.

Once the customer contact is confirmed, the NOC technician opens a ticket within LDC and attempits to troubleshoot
the issue. If the ticket is not responded to within a predefined timeline based on its severity, the ticketing system is
configured to notify Switch personnel of the open ticket unti the ticket is addressed. If the issue cannot be resolved,
the assigned NOC technician will notify the responsible department and/or vendor through a predetermined set of
contacts. Once the affected departments have been notified of the issue, e-mail updates are sent out on an as
needed basis until the issue is resolved and ticket is closed.

Customer Provisioning

Control Objective: Control activities provide reasonable assurance that new customer environments are provisioned
according to standardized methodologies and to mutually agreed upon criteria and contractual obiigations.

A formal, documented customer provisioning set of standards and procedures are in place to guide personnel in
provisioning new customers and to help ensure that each customer receives the service(s) requested. The sales
teams consult with the customer to build an acceptable quote for desired products and services.

Once a solution with corresponding pricing has been developed, Switch requires a signed colocation facility services
agreement with the customer prior to beginning customer provisioning activities. The agreement includes the
agreed upon services {o be performed as well as a provisioning questionnaire that documents key personnel contact
information, connectivity requirements, redundancy specifications and other information related to the installation
or change of service.
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Upon receiving the signed agreement from the customer, Switch assigns the responsibility to a project manager for
ensuring that the customer is provisioned according to the customer’s specifications and expectations, The project
manager works with various teams within Switch fo help ensure the successful implementation of the services
requested on the customer order. The project manager, the customer, and internal depariments work together to
forecast an estimated order completion date, which is monitored through regular status updates. If any changes to
the estimated order completion date occur, they will be communicated to the customer during status updates or
through e-mail communications.

After the customer cage or cabinet has been set up within the data center, engineering diagrams are developed
andfor updated to reflect the proposed solution. The diagrams are maintained and available online for the
customer’s use. The project manager wilt then schedule a new customer welcome call. During this call the
members of the IT and operations groups will go over the customer cage or cabinet set up and provide the customer
with and the Switch policies and procedures.

INFORMATION AND COMMUNICATION SYSTEMS

Relevant Information

Carriers and Conneclivity

Switch has direct connections to many of the nationat internet backbones. lts specific carriers are:

+ Aflantic Telenetwork (Comnet) + Masergy
e  123net % « Megaport
s  AT&T + Packet Fabric
s ATT Michigan (Michigan Bell Telephone s Parker Fiber
Company) ¢ PCCW
« Bandwidth Infrastructure Group (BIG) « Roberts
* Casar s Sky Fiber
s CC Communications
+ Tala
¢ Charter « Telepacific
s Cogent

+ Time Wamer Cable

* Comcast « T-Mobile (former Sprint)

- Cox . us Signal
» Crown Castle (former Wilcon) e Valley Electric (VEA)
» Everstream (former Comlink) e Verizon
* GTT ¢  Windstream
s X Reach .« Zayo
» lLumen
Network Design

Data centers are connected diversely and redundantly by Switch-owned fiber. Every data center has muitiple
pathways to the other data centers to take advantage of a broad blend of multipte providers on two different
autonomous systems. This design succeeds in being dynamic, robust, and diverse,
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Customers who collocate in one of the Switch facilities are provided a number of different options for Internet
connectivity. These range from single drops to muitiple redundant drops. Redundancy to the customer is provided
either by Border Gateway Protocol (BGP} or Hot Standby Routing Protocol (HSRP).

The network core is built upon a platform of carrier-class equipment which services Switch's user entities. The
border routers are meshed together to the core to maximize the ability to transport data to the optimal provider.
Conversely, by having multiple providers, a customer's data is received in a fast and efficient method. Customers
have the ability to choose betwsen BGP, HSRP, and single connection routing.

Switch extends its availability into Southern California to the prominent One Wilshire Building. This presence
enables Switch to peer with more than 50 international telecommunications companies.

Communication

Switch has implemented various methods of communication to help ensure that employees understand their
individual roles and responsibilities for Colocation Services and controls, and to help ensure that significant events
are communicated. These methods include orientation and training programs for newly hired employees and the
use of electronic mail messages to communicate time-sensitive messages and information. Managers also hold
periodic staff meetings.

MONITORING

Monitoring Activities ? E

At the executive level, controls are monitored to consider whether they are operating as intended or require
modification for changes in conditions. Switch's management performs monitoring activities to continuously assess
the quality of internal control over time. Menitoring activities occur on a continuous basis and necessary corrective
actions are faken as required to correct deviations from company policy and procedures. This process is
accomplished through ongoing monitoring activities and separate evaluations.

The Switch management team conducts quality assurance monitoring on a regular basis and additional training is
provided based upon resulis of monitoring procedures. Monitoring activities are used to initiate corrective action
through management meetings, customer conference calls, and informal notifications.

Management's close involvement in the operations can identify significant variances from expectations regarding
internal controls. Upper management immediately evaluates the specific facts and circumstances with any
suspected control breakdown. A decision for addressing any control's weakness is made based on whether the
incident was isolated or requires a change in the company's procedures or personnel. The goal of this process is
to ensure legal and regulatory compliance, as well as to maximize the performance of Switch personnel.

Switch utilizes the LDC system for overall monitoring. The platform includes an incident ticketing system as well as
real-time monitoring capabilities. With respect to the previously mentioned control activities, the following are key
monitoring controls:

s Video surveillance for physical security;

» Physical access logs;

+ Semi-annual customer access reviews;

s Motion detection sensors;

+ Fire, smoke, and heat detection sensors;

+ Temperature and humidity monitors monitored by critical infrastructure staff;

« Air flow sensors monitored by critical infrastructure staff;
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o Network device health monitoring with real-ime alests sent to network operations staff; and
* Logical access logs identifying authorized. wnaulhorized, and adminisirative activities on key network
devices and platforms.

Additionally, Swiltch has periodic secusily assessments in accordance with the Department of Homeland Security
(DHS) Argonne model.

Reporting Deficliencles

Deficiencies in an entity’s internal control system surface from many sowrces, including the company’s ongoing
monitoring procedures, separate evaluations of the imtemal control system, and extemnal parties. Management has
developed protocols to help ensure that fimdings of internal control deficiencies are reported not only to the individual
responsible for the function or activity involved, who is in the position to take corrective action, but also to ai least
one level of management above the direclly responsible person. This process enables that individual to provide
needed support or oversight for taking cormrective action, and to commumnicate with others in the organization whose
activities may be affected. Management evaluates the specific facts and circumstances related to deficiencies in
internal control procedures and make the decision for addressing deficiencies based on whether the incident was
isolated or requires a change in the company’s procedures or personnel.

COMPLEMENTARY CONTROLS AT USER ENTITIES

Switch’s Colocation Servicds system is designed with the assumption that certain controls will be implemented by
user entities. Such controls are called complementary user entity controls. It is not feasible for all of the control
objectives related to Switch’s Colocation Services system to be solely achieved by Switch’s control activities.
Accordingly, user entities, in conjunction with the Colocation Services system, should establish their own internal
controls or procedures to complement those of Switch.

The following complementary user entity controls should be implemented by user entities to provide additional
assurance that the specified control objectives described within this report are met:

Related Control

Control Activities Expected to be Implemented at User E

Ohjective

| User entities are responsible for implementing monitoring controls to detect and alert [
[ the user entity of actual or attempted security breaches to their network(s) and i
| infrastructure.

f "_-__—"_-‘_—---.--“.-.-“ SR, .___ _ e e e e — . ,,‘,,,, e -
: User entities are responsible for ensuring that firewalt and system logging are

. enabled and sufficient for their purposes. I
User entities are responsible for implementing a security infrastructure and practices

! to prevent unauthorized access to their internal network and limit threats from
connections to external networks.

Logical Security

User entities are responsible for creating and communicating to Switch specific Network Monitoring and !
- escalation procedures for problems with their network services. Problem Management !

t User entities are responsible for notifying Switch of changes to their points of | Customer Support
contact, g
User entities are responsible for completing the provisioning questionnaire

accurately and completely.

i
| Customer Provisioning
. .I_.
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SECTION 4

TESTING MATRICES
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TESTS OF OPERATING EFFECTIVENESS AND RESULTS OF TESTS

Scope of Testing

This report on the controls relates to the Colocation Services system provided by Swilch. The scope of the testing
included the applicable controls for the Colocation Services system considered to be relevant to the internal control
over financial reporting of respective user entities. Schellman & Company, LLC (Schellman) conducted the
examination testing over the period October 1, 2021, through September 30, 2022,

Tests of Operating Effectiveness

The tests applied to test the operating effectiveness of controls are listed alongside each of the respective control
activities within the Testing Matrices. Such lests were considered necessary to evaluate whether the controls were
sufficient to provide reasonable, but not absolute, assurance that the specified control objectives were achieved
during the period. In selecting the tests of controls, Schellman considered various factors including, but not limited
to, the following:

» The nature of the control and the frequency with which it operates;

» The control risk mitigated by the controf;

+ The effectiveness of entity-evel controls, especially controls that monitor other controls;
+ The degree to which the controf relies on the effectiveness of other controls; and

»  Whether the control is manually performed or automated. ,

The types of tests performed with respect to the operational effectiveness of the control adlivities detailed in this
section are briefly described below:

| Test Approach Description

inguiry © Inquired of relevant personnel with the requisite knowledge and experience regarding
* the performance and application of the related control activity. This included in-person
- interviews, telephone calls, e-mails, web-based conferences, or a combination of the
- preceding.

: Observation - Observed the relevant processes or procedures during testing. This included, but was

" not limited to, witnessing the performance of controls or evidence of control

- performance with relevant personnel, systems, or locations relevant to the

performance of control policies and procedures.

Inspection . Inspected the relevant evidentiary matter records. This included, bul was not limited
to, documents, system configurations and settings, or the existence of sampling
attributes, such as signatures, approvals, or logged events. In some cases, inspection

: testing involved tracing events forward to consequent system documentation or

: processes (8.g., resolution, defailed documentation, alarms, etc.) or vouching

' backwards for prerequisite events {e.qg., approvals, authorizations, etc.).

S "
Consistent with American Institute of Certified Public Accountants {AICPA) authoritative literature, Schellman
utilizes professional judgment to consider the tolerable deviation rate, the expected deviation rate, the audit risk,
the characteristics of the population, and other factors, in order to determine the number of items to be selected in
a sample for a particular test. Schellman, in accordance with AICPA authoritative literature, selected samples in
such a way that the samples were expected to be representative of the population. This included judgmental
selection methods, where applicable, to ensure representative samples were obtained.
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System-generated population listings were obtained whenever possible and evaluated for accuracy and
completeness prior to selecting samples. In some instances, full populations were tested in cases including but not
limited to, the uniqueness of the event or low overall population size.

Test Results

The results of each test applied are listed alongside each respective test applied within the Testing Matrices. Test
results not deemed as control deviations are noted by the phrase “No exceptions noted.” in the test rasult column
of the Testing Matrices. Any phrase other than the aforementioned constitutes a test result that is the result of a
change in the application of the control activity, a deficiency in the operating effectiveness of the control activity, or
a disclosure related to the non-occurrence of the condition(s ) that would warrant the operation of the control. Testing
deviations identifiad within the Testing Matrices are not necessarily weaknesses in the total system of controls at
user entities, as this determination can only be made after consideration of controls in place at user entities, and
other factors. Control considarations that should be implemented by user entities in order to complement the control
activities and achieve the stated control objective are presented in the “*Complementary Controls at User Entities”
within Section 3.

ORGANIZATION AND ADMINISTRATION

Contrel Objective Specified Control activities provide reasonable assurance that discipline and structure are
by the Service Organization: an integral part of the organization and influence the control consciousness of its
personnel.

Test Applied by
the Service Auditor

" Control Activity Specified
by the Service Organization

Test Resuits

1.01 | Organizational charts are in Inquired of the Director of T No exceptions noted.
place to communicate key Compliance regarding the
areas of authority, communication of
: responsibility, and appropriate organizational charis to
lines of reporting to personnel. employees to determine that
; These charts are communicated | organizational charts were in
g to employees and updated as place to communicate key
) needed. areas of authority, and !
: appropriate lines of reporting o !
personnel and that these charts ’
were communicated to :

' employees and updated as
needed.
Inspected the organizational
charts to determine that
organizational charts were in
place and communicated key
areas of authority,
responsibility, and appropriate
lines of reperting. i

No exceptions noted.
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|

1.02

103

108

1.05

Control Activity Specified

by the Serwce Orgamzat;on

An employee manual is utilized
to document organizational
policy statements and codes of
conduct and to communicate
entity values and behavioral
standards to personnel.

Polncnes and procedures requure
that employees sign an
acknowledgment form indicating
that they have been given
access to the employee manual
and understand their
responsibility for adhering to the
policies and procedures
contained within the manual.

Management ensures that
employees have adequate
training to carry out their job
responsibilities.

A Board of Directors isin place
to oversee management
activities.

| and met during the period.

Test Applied by
the Service Audiior

Inspected the employee manual
to determine that an employee
manua! was utilized to
document organizational policy
statements and codes of
conduct and communicated
entity values and behavioral
standards to personnel.

Inspected the employee
handbook acknowledgment
form for a sample of employees
hired during the period to
determine that policies and
procedures require that
employees sign an
acknowledgement form
indicating that they had been
given access to the employee
manual and undersioocd their
responsibility for adhering to the
policies and procedures
contained within the manual for
a@ach employee sampled

Inspected the training
expenditures dunnd the period
and the departmental training
materials to determine that
employees had adeguate
training material to carry out
their job respon3|blllttes

Inqmred of management
regarding the Board of Directors
. to determine that a Board of

| Directors was in place to

! ~oversee manegement actlwtles.

Observed the meeting minutes
| for a sample of Board of

. Directors’ meetings held during
the pericd to determine that a
Board of Directors was in place

S

Test Results

No exceptions noted,

No exceptlons noted

No exceptlons noted

}l S Y
* No exceptions noted.

i

- No exceptions noted.
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HUMAN RESOURCES MANAGEMENT

Control Objective Specified Control activities provide reasonable assurance that employee onboarding and
by the Service Organization: ofi-boarding procedures are utilized to ensure compliance with company policies

and security practices.

Control Activity Specified | Test Appiled by

by the erv:ce Orgamzat;on

Test Results

1
i
|

2.01 Background screenlngs are Inspected the background No exceptions noted.
performed for employee investigation procedures and
candidates as a component of evidence of completed
the hiring process. background screening for a

sample of employees hired
during the period to determine
that background screenings
were performed for employee
candidates as a component of
the hiring process for each
employee sampled.

2.02 Drug screemng tests are Inspected evidence of No exceptlons noted
performed for employee completed drug screening tests

E candidates as a component of | for a sample of employees hired

| the hiring process. during the period to determine

E that drug screening tests were
performed for employee
candidates as a component of
the hiring process for each
employee Samp!ed

2.03 | Employees must sign a inspected the S|gned No exceptlons noted
confidentiality statement confidentiality statements for a
agreeing not to disclose sample of employees hired
proprietary or confidential during the period to determine
information, including client that each employee sampled
information, to unauthorized signed a confidentiality
pariies. . statement agreeing not {o

| disclose proprietary or
i . confidential information,
. including client information, to
; unauthonzed partles
; 2.04 | Employees, customers, and Inqmred of the Dlrector of IT No exceptions noted.
vendors must undergo i Compliance regarding
; orientation to help ensure that | communication of security and
; security and safety ! safety requirements fo
: requirements are ~ determine that employees,
' communicated. - customer, and vendors must
: i undergo orientation to help
: i ensure that security and safety
! requirements were
; . communicated,
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205 |

" {-':eﬁt'z"o'l'Activity Specified

by the Service Organization

Access to bmldlngs and -

systems is revoked for
employees upon resignation or
termination.

i‘eet Applied by |
the Serwce Audltor

Inspected the security
orientation materials to
determine that orientation
included the following:

e Building persneler securily
s Cushomer and guest access
s  Mantraps. tum-styles, and

other physical barriers to
eniry

» Fire safety

» Secusity poinds of contact
foren‘nergemes

Inspected the mfon'natlon
security orientation
acknowledgements with respect
to the information security policy
for a sample of employees hired
during the period to determine
that each employee sampled
acknowledged their
responsibilities with respect to
{nformat!on securlty

nspected the arc flash safety
procedures and evidence of
completed training for a sample
of employees hired during the
period to determine that each
employee sampled completed
electncal system safety tralnlng

Inqwred of the Director of IT
Compliance regarding
termination of access privileges
to determine that access to
buildings and corporate
systems was revoked for
employees upon resignation or
termmatlon

!
f inspected the badge access

f and system privileges for a

! sample of employees

! terminated during the period to
| determine that access and

I system privileges to systems

! were revoked for each

! terminated employee sampled.

Test Results

Noe .

No exceptlons ncted

No exceptncns noted.

No exceptlons noted.

No exceptions noted.
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PHYSICAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that business premises and
by the Service Organization: information systems are protected from unauthorized access, damage, and

3.04

interference.

place to define the appropriate
use of the badge access cards.

. customer access privileges is
i performed on a semi-annual
I basis.

Badge Access Management

by the Service Organization

access cards.

Test Appliéd by

the Service Auditor

Test Results

procedures to determine that a
security badge policy was in
place and addressed the
appropriate use of the badge

. Compliance regarding the semi-
- annual access review to
© determine that a full review of

, employee and customer access

| privileges was performed on a

i semi~annual basis.

The ability to create, modify, or ‘ Inspected the badge system No exceptions noted,
delete user badge access user access privileges with the
privileges to the facilities is assistance of the Director of IT
restricted to user accounts Compliance to determine that .
accessible by authorized the ability to create, modify, or
personnel, delete user badge access
; privileges to the facilities was
‘ restricted to user accounts g
; accessible by persons
i authorized personnel. j
{ 3.06 i A full review of employee and | Inquired of the Director of IT ! No exceptions noted.

3.01 | Security policies and Inspected the security policies No exceptions noted.
procedures are documented to and procedures to determine
guide employee activities for that security policies and
granting, controlling, and procedures were docurmnented
moniioring physical access to and included guidance
the data centers. regarding employee activities
for granting, controlling, and
monitoring physical access to
the data centers,
3.02 | Security policies and Inspected the security policies No exceptions noted.
procedures are documented to | and procedures to determine
guide customer, vendor, and that security policies and
guest activities for access procedures were documented
control, to guide customer, vendor, and
guest activities for access to the
i data centers.
3.03 : A security badge policy is in Inspected the access control No exceptions noted.
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3.06

3.07

3.08

3.08

Control Activity Specified

,by, the -$er§ii;:e rcrganizaticn

7 Badge ébceéé card privitierargigréé;r

are assigned to users using
predefined access zones to
help ensure that access
privileges are consistently
assigned based on job
responsibilities and/or where
customer equipment is located.

Test Applied by

Inspected the results of the
most recently completed semi-
annual user access review to
determine that a fult review of
employee and customer access
privileges was performed during
the period.

inspected the badge access
privileges and zone definitions
to determine that badge access
card privileges were assigned to
users using predefined access
zones o help ensure that
access privileges were
consistently assigned based on
job responsibilities and/or where
customer equipment was
located.

I

Badge access privilages
assigned to terminated
employees are revoked within
24 hours as a component of the
employse termjnation process.

The building perimeters for the
facilities include a minimum set
of physical barriers that include:

s Fences /walls

+ Entrance gates controlled
by guards or card access

Security personnel utilize
surveillance cameras to monitor
the main entrance to the data
centers and identify visitors and
contractors prior to granting
them access into the facilities.

Inquired of the Director of IT
Compliance regarding
termination of badge access to
i determine that badge access

i privileges assigned to
terminated employees were
revoked within 24 hours as a
component of the employee
termination process.

Inspected the badge access
privileges for a sample of
employees terminated during
the period to determine that
badge access privileges were
revoked for each terminated
employee sampled.

Bullding Perimeter and Initial Access
! Observed the building perimeter E No exceptions noted.

for the in-scope facilities to
determine that each facility

. included the following physical
; barriers:

'« Fences /walls

. o Entrance gates controlled
i by guards or card access

. Observed the data center
i entrance process to determine
i that security personnel utilized

the Service Auditor

Test Resulis

No exceptions noted.

No exceptions noted.

!

f

No exceptions noted.

i surveillance cameras to monitor !

. the main entrance to the data
| centers and identified visitors

E

| and contractors prior {o granting

: them access into the facilities.

No exceptions noted.

No exceptions noted.
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Contrel Activity Specified

by the Service Orgamzailon

Visitors are required to present
a picture identification card,
which is either retained or
digitally scanned, and must be
escorted by authorized
individuals before being granted
access to the facilities.

Physn:al access to the data
center is documented and
approved by the employee's
manager prior to granting of
access.

! Access V Within the Facllltles -

i manager prior to granting of

Test Applied by

the Servnce Audltor
Inqmred of the SVP of Secunty
Operations regarding the visitor
sign-in process to determine
that visitors were required to be
escorted by authorized
individuals before being granted
access to the facllities and while
in the famlmes

Observed the wsrtor sagn in
process to determine that
visitors were required to present
a picture identification card,
which was either retained or
digitally scanned, and were
escorted during the sign-in

Inspected the phy5|cal access
request approvals for a sample
of employees and contractors
granted access during the
period to determine that
physical access to the data
center was documented and
approved by the employee's

access for each employee and
contractor sampled |

Personnel at the faculltles are
distinguished as being sither an
employee, customer, or
contractor with a functioning
color-coded badge access card
| or a visitor with a non-

i functioning visitor badge.

|
L

tnqu1red of the SVP of Secunty
Operations regarding access
within the in-scope facilities to
determine that personnel at the
facilities were distinguished as
heing one of the following:

» Employees with badge
access cards

s Customers with badge
access cards

s Contractors with badge |

access cards i
» Visitors with non-functioning '
visitor badges !

Test Results

No exceptions noted.

No exceptlons noted

No exceptions noted

No exceptions noted.
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- Control Activity Specified | TestAppliedby

by the Service Organization the Service Auditor Test Results

Observed personnel within the No exceplions noted.
in-scope facilities to determine
that persennel were
distinguished by the foliowing
badge access card
designations:

» Employees — red colored
badge access cards and
lanyards — Security has red-
colored badges but wear
black lanyards

s Customers — blue colored
badge access cards and
lanyards

s Contractors — black colored
badge access cards and
lanyards

» Visitors — yellow colored
badge access cards labeled

“visitor” with yellow lanyards

Personnel and authorized Cbserved the in-scope data No exceptions noted.

customers and contractors are centers entrance process to

required to enter a mantrap determine that personngl and

where they must provide the authorized customers and

badge access card and a contractors were required to

biometric credential prior to enter a mantrap where they

being granted access to the must provide the badge access

secure interior of the data card and a biometric credential

centers, prior to being granted access fo i
the secure interior of the data '
centers.

Personnel and authorized Observed access within the in- | No exceptions noted.

visitors are required to provide scape data centers {o determine |

badge access cards and that personnel and authorized :

biometric identification for both | visitors were required to provide |
entry and exit of interior doors. badge access cards and ! ;
biometric identification for both i
entry and exit of interior doors. ’

Visitors without badge access Observed visitor access i No exceptions noted,
cards are required to be procedures to determine that |
escorted by authorized visitors without badge access |

employees while within the ; cards were escorted while
facilities. within the facilities. | i
¢ Inspected the access control . No exceptions noted.

{ policy to determine that visitors | i
| were required to be escorted by |
i authorized employeas while i
i within the facilities. i
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" Control Activity Specified

Test Applied by

Test Results

3.16

347

318

319 Digital surveillance video

_ by the Servace Orgamzatlon

Physrcal access to the customer

cages is documented and
approved by the customer prior
to granting of access,

2he Sewice Aud;tor

lnspected the physlcal access
! request approvals to the

customer cages for a sample of
vendors and customers granted
access during the period {o
determine that physical access
to the customer cages was
documented and approved by
the customer prior to granting of
access for each sample
selected

Monitoring and Incldent Management

Activity logs of certam physical
movemenis within the facilities
are monitored and maintained.

inquired of the SVP 6f Secunty »

Operations regarding physical
access monitoring to determine
that activity logs for movement
within the facilities were logged
and that personnel reviewed
logs on an ad hoc basis in
response to incldents and
alarms

No exceptions noted.

No excaptlons noted

Inspected a sample of actwrty
logs recordedfdunng the period
to determine that the following
attributes for physical
movements within the facilities
were captured and maintained

¢ during the period:

Digital surveillance video
cameras record activities at
facility entrances, the building
perimeters, and other areas
within the facilities.

S P

Date / time

Event

« Badge access card details
. Dewce

} Observed the securlty
' command center to determine

that digital surveillance video

. cameras recorded activities at

facility entrances, the building

- perimeters, and other areas
; W|th|n the fac:|l|t|es

camera recordings are archived
allowing the capability for ad
hoc investigations.

‘ Inspected the dlgital

- surveillance recording

. configurations to determine that
~ digital surveillance video

. camera recordings were
© archived allowing the capability

for ad hoc mvestlgatlons

No exceptions noted.

f
[

R A
|

No exceptions noted,

No exceptions notéd




322

323

321

Control Activity Specified |

by the Service Organization

The data centers are monitored

24 hours per day with the use of
motion sensitive digital
surveillance cameras, alarms,
and motion detectors.

Test Applied by
the Semce Auéltor

Observed the in-scope data

centers to determine that the
data centers were monitored 24
hours per day with the use of
motion sensitive digital
surveillance cameras, alarms,
and maotion detectors

Secunty personnel monltor

access fo the facilities
entrances and manage visitor
access 24 hours per day.

Secunly personnel utallze an
incident reporting system to
document any physical security
incidents.

The physncal secunty hardware
{e.g., monitoring servers, DVRs) |
is secured behind locked server
racks and physical cages.

access

Observed the security
personnel at the security
command center to determine
that security personnel
monitored access to the
facilities and managed visitor

Inspected the master Shlﬂ
schedule for security personnel
to detarmine that security
personnel were siaffed to
monitor access to the facilities
on a 24 hour per day basis
dunng the period.

I Inspected a recent mcndent

repdrt to determine that security
personnel utilized an incident
reporting system to document
any physical security incidents
dunng the perlod

Observed the secured server
racks and physical cages to
determine that the physical
security hardware was secured

i behind locked server racks and

: physical cages.

Test Restilis

No exceptlons noted

No exceptlons noted

No exceptions noted

No exceptlons noted

No exceptions noted.
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ENVIRONMENTAL SECURITY

by the Service Organization: technology infrastructure is protected from certain environmental threats,

Control Activity Specified

by the Service Organization

4.02

403

4.04

Dual-intertock (pre-acfioh) dry

i evidence that the fire

Test Applied by
the Service Auditor

Fire Detection and Suppression

Fire safety procedures are
documented to guide employes,
contractor, and visitor activities
for fire prevention, detection,
and response.

The data center facilities are
protected by fire detection and
suppression controls that

include the following:

e Fire alarms

o  Dry-pipe water sprinklers

¢ Fire detectors

» Hand-held fire extinguishers
+ Smoke and heat sensors

pipe water sprinklers, which
require an occurrence of
pressure loss (heat) and a
secondary smcke detection
event to release water into the
pipes, are located throughout
the data centers.

- e e e e = - . ‘
The business process director
obtains inspection reports as
suppression systems undergo

maintenance inspections on a
quarterly basis,

and response.
Observed the in-scope data

- Inspected the fire suppression
- systems inspection reports for a

Inspected the fire safety
procedures to determine that
formal procedures were
gocumented and included
guidance regarding employee,
contractor, and visitor activities
for fire prevention, detection,

center faclities to determine
that the data center facilities
were protected by fire detection
and suppression controls that
included the following:

Fire alarms

Dry-pipe waler sprinklers
Fire detectors

Hand-held fire extinguishers
Smoke and heat sensors

-
-
L
-

Inquired of the SVP of Security
Operations regarding fire
suppression to determine that
the dual-interlock (pre-action)
dry pipe water sprinklers
required both a smoke detection
event and the activation of
sprinklers to release water into
the pipes.

Observed the in-scope data

center facilities to determine
that the data centers were
equipped with pre-action water
sprinklers.

sample of quarters during the
period to determine that the
business process director
obtained inspection reports as
avidence that the fire
suppression systems underwent
maintenance inspections for
each quarter sampled.

Test Results

No exceptions noted.

No exceptions noted.

No exceptions noted.

|
i
i
i
[

i No exceptions noted.
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Control Objective Specified Control activities provide reasonable assurance that critical information

No exceptions noted.




405

406

Gontrol Activity Specified

by the Service Organization

The business process director
obtains inspection reports as
avidence that the fire alarm
systems undergo maintenance
inspections on a quarterly basis.

The business process director

obtains inspection tags as
evidence that the hand-held fire
extinguishers undergo
maintenance inspections on an
annual basis.

407

4.09

4.08

i
i
1
I
}
!

Critical infrastructure policies
and procedures are
documented to establish
responsibility and procedures
for power and environmental
systems management.

An inspection matrix guides the
frequency of inspection for
crifical infrastructure including
power and cooling systems.

The data centers’ temperature
. and humidity levels are

systematically monitored.
Operations personnel are
notified via e-mait and text
message when predefined
minimum and maximum
thresholds are exceeded.

mi!-;s“bected the fire alarm

Temperature and Humidity S —

Test Applied by
tﬁg St‘;lﬁvipe Auditor

systems inspection reports for a
sample of quarters during the
period to determine that the
business process director
abtained inspection reports as
evidence that the fire atarm
systems underwent
maintenance inspections for
each quarter sampled.
Observed the current inspection
tags for a sample of hand-held
fire extinguishers to determine
that the business process
director obtained inspection
tags as evidence that each
hand-held fire extinguisher
sampled underwent
maintenance inspections during
the period.

Inspected the critical
infrastructure policies and
procedures to determine that
critical infrastructure policies
and procedures were
documented to establish
responsibility and procedures
for power and environmental

systems management,

Inspected the critical
infrastructure maintenance
matrix to determine that an
inspection matrix guided the
frequency of inspection for

* critical infrastructure including
power and cooling systems.

Inquired of the SVP of Security
Operations regarding the
monitoring of temperature and
humidity leveis to determine
that operations personnel

. monitored temperature and
" humidity levels and that
. identified issues were

L - responded to, as necessary.

No exceptions noted.

No exceptions noted.

S

No exceptions noted.

Test Resulis

No exceptions noted.

No exceptions noted,

IST



4140

| 4?1

412

The data centers are desrgned

Control acttv'ity' 'Sp'ecifiedm

by the Service Organization

to optimize cool air flow and
utilize redundant air
conditioning units to keep
infrastructure equipment at
optimal temperatures.

The business process director

obtains inspection reports as
avidence that the air
conditioning systems undergo
maintenance inspection on a
quarterly basis.

Internal personnel inspect and

maintain the air conditioning
systems on at least a quarterly
basis to help ensure that they
are functioning properly.

control

| Test A.pplred by

the Serv;ce Auditor

Inspected the monatonng
system configurations and
example notifications generated
during the period to determine
that the data centers’
temperature and humidity levels
were systematically monitored
and that operations perscnnel
were notified via e-mail and text
message when predefined
minimum and maximum
threshotds were exceeded.

Observed the redundant air
conditioning units within the in-
scope data centers to determine
that the data centers utilized
redundant air condltronlng umts

Observed the server farm Iayout
to determine that data centers
utilized thermal separate
compartmentalization to pull
warm air from behind sever
racks and pull it up through

centrallzed coolrng towers

Observed the coohng towers
and associated pump skid to
determine that the devices were
in place to maintain climate

Inspected the air condltlomng 7

systems inspection reports for a
sample of quarters during the
period to determine that the
business process director
obtained inspection reports as
evidence that the air

. conditioning systems underwent

i maintenance inspection for

each quarter sampled

Inspected the air condltronlng

: systems inspection reports for a
. sample of quarters during the

- period to determine that internal
- personnel inspected and

: maintained the air conditioning

. systems for each quarter

| sampled.

Test Resulis

No exceptions noted.

No exceptlons noted

No exceptrons noted

No exceptlons noted

No exceptions noted.

No exceptions noted.

R —
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4.5

4.18

" Control Activity Specified

by the Service Organization

Test Applied by
the Service Auditor

Power Failure and Surge Contro

The data centers provide
uninterrupted power through the
combined use of redundant
diesel generators as well as
muttiple UPS systems.

Power levels are systematically
monitored and configured to
alert personnel when predefined
minimum and maximum
thresholds are exceeded.

The business process director
obtains inspection reports as
evidence that the generators
undergo maintenance
inspections on a quarterty basis.

Internal personnel perform
preventative maintenance
procedures on the generators
on at a quarterly basis.

Observed the power generators
for in-scope data centers to
determine that redundant diesel
power generators were in place
to provide power in the event of
a power outage.

Obsarved the presence of the
UPS systems for in-scope data
centers to determine that the
data centers weare connected fo
multipte UPS systems to
provide temporary electricity in
the event of a power outage.

Inspected the monitoring
system configurations and an
example e-mail notification
generated during the period to
determine that power levels
were systematically monitored
and configured to alert
personnel when predefined
minimum and maximum
thresholds were exceeded.

Inspected the generator
inspection reports for a sample
of quarters during the period to
determine that the business
process director obtained
inspection reports as evidence
that the generators underwent
mainténance inspections for
each quarter sampled.

Inspected the generator
inspection reports for a sample
of quarters during the pericd to
determine that internal
personnel performed
preventative maintenance
procedures on the generators

. for each quarter sampled.

Test Results

No exceptions noted.

No exceptions noted.

' No exceptions noted.
|
i

‘ Na exceptions noted.

No exceptions noted.
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Control Activity Specified

by the Service Organization

The business process director
obtains inspection reporis as
evidence that the UPS systems
undergo maintenance
inspections on an annual basis.

Inspected {he mos{recent UPS

Test Applied by
the Service Auditor

systems inspection reports to
determine that the business
process director obtained
inspection reports as evidence
that the UPS systems
underwent maintenance
inspections during the period for
the following in-scope data

center facilities:
- LAS 2
« LAS4
« LASS
- LAS 7
« LASS
e LASY
e LAS10
+« LAS 11
+ LAS 12
+ RNO1
e GRR1

s ATL1

Test Results

No é, _ —

the go-live date of the LAS 15 data center facility with the
assistance of the VP of Data Center Operations and determined

that there were no UPS maintenance inspections required for LAS
15 during the period; therefore, no testing of operating

effectiveness was performed.

[intentionatly Blank]

Inspected the dala center operations maintenancé 'srcr;écijrule and
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The data centers contain two

~ Control -Actmty Specified

by the Service Organization

Internal personnel perform
preventative mainienance
procedures on the UPS
systems on a semi-annual
basis.

distinct electrical connections to
the electrical company’s
substation.

F P

Test Applied by N |
the Semce Auditor Test Results

Inspected the most recent semi-
annual UPS systems inspection
| reports to determine that
i internal personnel performad
| preventative maintenance
I procedures on the UPS
i systems during the period for
i the following in-scope data
center facilities:

e LAS2
» LAS4
e LASS
s LAS7
« LLASS8
« 1AS9
e LAS10
« LAS 11
« LAS12
« RNOA1
+ GRR1
. ATL1

Inspected the data center operatlons malntenanoe schedule and

! the go-live date of the LAS 15 data center facility with the
assistance of the VP of Data Center Operations and determined
that there were no UPS maintenance inspsections required for LAS
15 during the period; therefore, no testing of operating
ef'feotlveness was performed

Inquired of the SVP of Secunty No exceptions noted,
Operations regarding electric

. connectivity to determine that
the data centers contained two
distinct electrical connections to
the electrical company’s

ubstation

J No exoeptlons noted

|

\

1
Observed the power
connections to the facilities to

1 determine that the facilities had

1‘ a redundant electrical : i

' connection to the electric i

. company's substation. ? i
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LOGICAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that logical access to network

by the Service Organization: infrastructure is restricted to authorized personnel.

| 502

503 |

Network infrastructure devices

Control Activity Specified

by the Service Organization
Bocumented logical security
policies are in place to guide
personnel in areas that include,

but are not limited to, the
following:

= Acceplable usage
+ Password management

|
« User access management |

restrict user access to Internet
communication sessions
originating from a pre-defined
list of IP addresses.

Users communicate with

network infrastructure devices
via an SSH program o help
ensure that communication i
sessions are encrypted using a
cryptographic hash function.

Test Applied by
the Service Auditor

Inspected the logical security
policies to determine that
documented logical security
policies were in place to guide
personnel in areas that mcluded
the following:
s Accepiable usage

s User access management

infrastructure device
configurations for a sample of
network infrastructure devices
to determine that each network
infrastructure device sampled
restricted user access to
Internet communication
sessions originating from a pre-
defined list of IP addresses.
inquired of the Director of IT
Compliance regarding logical
access to network infrastructure
to determine that users

¢ communicated with network

infrastructure devices via an

i SSH pregram to help ensure

* that communication sessions
. were encrypted using a

. cryptographic hash function.
. Inspected the network

i infrastructure device

configurations for a sample of

' network infrastructure devices
+ to determine that
© communication sessions for

each network infrastructure

device sampled were encrypted |

" using a cryptographic hash

. function.

!

i

Test Resuits

NOGXCB:D(](; l. ls. l“)t&d”-. B

No exceptions noted.

Nc exceptions noted.

: No exceptions noted.
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506

507

5.08

Control Activity Specified

by the Service Organization

Network infrastructure devices

are programmed to end a
communication session after a
predefined period of user
inactivity,

A centralized authentication

system is utilized to
authenticate users accessing
network infrastructure devices,

Access to the centralized
authentication system requires
the use of a unique username
and password.

I Authentication parameters for”

the centralized authentication
system are derived from the
corporate network domain
controller.

The network domainis

configured to enforce the
following user account and
password controls:

Password minimum length

Password expiration
intervals

« Password complexity
s Password history
» Invalid password account

lockout threshold

inactivity.

Test Applied by
the Service Auditor

Inspect.ed”t“he network device

infrastructure configurations for
a sample of network
Infrastructure devices to
determine that each network
infrastructure device sampled
was programmed to end a
communication session after a
predefined period of user

Inspected the centralized
authentication system
authentication configurations for
a sample of network
infrastructure devices to
determine that a centralized
authentication system was
utilized to authenticate users
accessing each network

infrastructure device sampled.

Inspected the centralized
authentication system user
account listing and
authentication configurations to
determine that access to the
centralized authentication
system required the use of a
unique usemame and
password.
Inspected the centralized
authentication system
authentication configurations to
determine that authentication
parameters for the centralized
authentication system were
derived from the corporate

network domain controller.

Inspected the network domain
user account listing and
authentication configurations to
determine that the network
domain was configured to
enforce the following user

account and password controls; |

e Password minimum length

« Password expiration
intervals

s Password complexity

o Password history

« Invalid password account

lockout threshold

i
|
|
[

|
|
|
_i

Test Results

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.
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5.09

; 5.16

" Control Activity Specified

The ability to access and
administer network
infrastructure is restricted to
user accounts accessible by
authorized personnel.

The centralized authentication
system is configured to log
events that include, but are not
limited to, the foilowing:

«  Successhul logins

+ Failed logins

e Administrator commands
executed during an active
sassion

{T management reviews central
authentication system event
logs on an ad hoc basis.

by the Service Organization

the Service Audi

Inspected the nétwork o

infrastructure administrator user
account listing with the
assistance of the Director of IT
Compliance to determine that
the ability to access and
administer network
infrastructure was restricted to
user accounts accessible by
autherized personnel.

Compliance regarding the
review of the centralized
authentication system logs to
determine that IT management
reviewed central authenfication
system event logs on an ad hoc

basis during the period.

Inspected the centralized
authentication system logging
configurations and example
logs generated during the
period to determine that the
centralized authentication
system was configured to log
the following events:

s Successful logins
s Failed logins
» Administrator commands

executed during an active
session

e T of_[T

Test Resiilis

No exceptions noted.

No exceptions noted.

No exceptions noted.
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NETWORK MONITORING AND PROBLEM MANAGEMENT

Control Objective Speclfied Controls provide reasonable assurance that customer infrastructure is available
by the Service Organization: for operation and use, and that problems are identified, investigated, and resolved

Documenting network : Inspected the network No exceptions noted.
monitoring and problem monitoring and problem
management procedures are in | management procedures to
place to guide personnel in determine that documented
identifying, investigating, and network monitoring and preblem
resalving customer management procedures were
infrastructure problems. in place to guide personnel in
identifying, investigating, and
resolving customer
mfrastructure problems.
6.02 Routers are conf gured for Inspected the router No exceptnons noted
redundancy such that if one redundancy configurations for a
fails, network connectivity is still | sample of routers to determine
available to customers. . that each router sampled was
! configured for redundancy such
. that if one failed, network
E * connectivity was still available
3 to customers
6.03 Network monitorlng appllcatlons Inspected the network No exceptlons noted
are uwlilized to monitor network monitoring applications’
devices and are configured to configurations and an example
notify operations personnel via e-mail alert notification
: e-mail when predefined events | generated during the period to
' occur on the network. . determine that network
' monitoring applications were
! utilized to monitor network
: . devices and were configured to
: notify operations personnel via
: e-mail when predefined events
: : occurred on the network
' 6.04 | Adedicated NOC is staffed 24 . Inquired of the D|rector of IT No exceptions noted.
hours per day to respond io . Compliance regarding customer '
’ : customer inquiries, support - support to determine that a
: , issues, and incidents. , dedicated NOC was staffed 24
; i - hours per day to respond to
: | ¢ customer inquiries, support
I ! |ssues and mctdents }E
I ; Inspected the NOC staffmg [ No exceptlons noted
, schedules for a sample of :
| . weeks during the period to i
. determine that the NOC was |
! E staffed 24 hours per day for
: [ each week sampled.

6.01

in a timely manner.

Specified

Cont‘ro.l Acttw .y

by the Service Organization

Test Applied by
ihe Semce Audltor

Test Resuits
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" 6.06

607

Operations personnel record

"«  Description of event

7 Control ActwutySpec:t” ied

by the Sennce Grgamzation

Operatlons personnel utilize a
ticketing system to track the
status of incidents and service
disruptions.

information regarding incidents
and service disruptions in an
incident ticket as a component
of the customer support
process, that includes, but is not |

limited to, the following:

o Date and time of the
incident

o Problem type

« Correspondence with
cusfomers

» Resolution details

H
f

i

Operatlons personnel conﬁgure
priority ratings for tickets

created by the ticketing system |
depending on urgency and
impact levels. |

' lnspected the tlcketlng system
. mapping and fitter

Test Appl'ted by B

:he Servuce Auetltor

Inspected the tlcketmg system' 7

dashhoard and the incident

: ticket for a sample of incidents
! that occurred during the period

o determine that for each
incident sampled operations
personnel utilized a ticketing
system to track the status of
incidents and service
d!sruptlons

Inspecied the mdent bcket for
a sample of incidents that
occurred during the period to
determine that for each incident
i sampied operations personnel
recorded information regarding
incidents and service
disruptions in an incident ticket
as a component of the customer
support process and included
the following:
» Date and time of the
incident
s Problem type
¢ Description of event

+ Correspondence with
customers

. Resolutlon deta;is

configurations to determine that

: operations personnel configure

priority ratings for tickets

| created by the ticketing system

i depending on urgency and

i

i impact levels.

Test Results

No exceptions noted.

No exoepbons noted

Ne excepllons noted
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CUSTOMER SUPPORT

Control Objective Specified Control activities provide reasonable assurance that dedicated customer support

by the Service Organization: personnel are in place to handle customer communications and that issues are

bt
i
i
|

7.01

- 7.04

-

escalated according to pre-defined procedures.

T ——

Bocumented customer support
procedures are in place to guide
personnel in customer support
activities that include, but are

not limited to, the following:

+ Ticketing

+« Communication to
customers

» Customer complaint
resolution

« Maintenance

» Event response

by the Service Organization

Test Applied by
the Service Auditor

procedures to delermine that
documented customer support
procedures were in place to
guide personndl in customer
support activities that included
the folowing:

Ticketing

Communication to
custorners

Customer complaint
resolution

Maintenance

Event response

. .

Documentfd customer support
procedures are in place to guide
personnel in verifying that
customer inquiries and support
requests are initiated by
authorized customer personnel.

hours per day to respond to
customer inquiries, support
issues, and incidents,

'

[

. Operations personnel utilize a
| ticketing system to track the

f status of incidents and service
! disruptions.

i
|
|
|
I

A dedicated NOC is staffed 24

Inspected the customer support
procedures to determine that
documented customer support
procedures were in place to
guide personne! in verifying that
customer inquiries and support
requests were initiated by

authorized personnsl.

Inquired of the Director of IT
Compliance regarding customer
support to determine that a

¢ dedicated NOC was staffed 24
. hours per day to respond to

. customer inguiries, support

; issues, and incidents.

. Inspected the NOC staffing

¢ schedules for a sample of

. weeks during the pericd to

determine that the NOC was
staffed 24 hours per day for

. each week sampled.

7 :Mtnspected the ticketing“s.g-/-s.t;rﬁ“

dashboard and example
incident ticket resolved during
the period to determine that

© operations personnel utilized a
! ticketing system to track the
. status of incidents and service

[ disruptions.

Test Results

No exceptions .. -

No gxceptions noted.

No exceptions noted.

No exceptions noted,

No exceptions noted,
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" Control Activity Specified

Test Results

7.05

by the Service Organization

Operations perscnnel record
information regarding incidents
and service disruptions in an
incident ticket as a component
of the customer support
process, that includes, but is not
limited to, the following:

« Dale and time of the
incid

+ Problem type

s Description of event

o Correspondence with
customers

L]

Resolution detalls

The ticketing system is
configured for NOC personnel
to perform real-time monitoring
of open tickets that have not
been addressed within
predefined time frames based
on the severity of the ticket.

Inspected a sample of incident

tickets recorded during the

period to determine that each

ticket sampled included the

following:

+ Date and time of the
incident

« Problem fype

« Descrnption of event

» Commespondence with
customers

+ Resolution details

Inspected the ticketing system
notification queries to determine
that the ticketing system is
configured for NOC personnel
to perform real-time monitoring
of open tickets that have not
been addressed within the

on the severity of the ticket.

Noe .

No exceptions noted.

predefined time frames baseT

CUSTOMER PROVISIONING

Control Objective Specified Control activities provide reasonable assurance that new customer environments
by the Service Organization: are provisioned according to standardized methodologies and to mutually agreed

i
J
|
|
|

upon criteria and contractual obligations.

by the Service Organization
Deocumented policies and
procedures are in place to guide
information technology and

operations personnel in the
customer provisioning process.

Control Ativity Specified R

Test Applisd by

~ the Service Auditor

: Inspected the customer
provisioning policies and

~ procedures and customer

Test Results

} No exceptions noted.

provisioning thank you template |

" to determine that documented

policies and procedures were in

place to guide information
technology and operations
personnel in the customer

provisioning process.
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8.04

Control Activity Specified

- by the Service Organization

Operations personnel require a

customer service agreement to
be executed in order to begin
the implementation process.

A completed englneenng

document and client contact

form is required prior to the

provisioning process that

include, but is not limited to, the

following:

» Contact information

»  Network connectivity
requirements

+  Network redundancy
requirements

s Customer cabinet layout

technology and operations
groups conduct a new customer
welcome call with new
customers to review requested

i settings to help ensure that the

services to be provisioned

- match the customer’s
- expectations.

Members of the information

Test Applied by
the Service Aﬂdutor

1 Inspected the exacuted service
| agreements for a sample of

: customers provisioned during

i the pericd to determine that a
customer service agreement
was executed by operations

: personnel in order to begin the
i implementation process for

1 each customer sampled.

; Inquired of the Director of IT
| Compliance regarding customer
. implementations to detenmine
. that a completed engineering
i document and client contact
| form was obtained prior to the
| provisioning process included
| the following:
. « Contact information

s  Netlwork connectivity
: requirements

" «  Network redundancy
" requirements

i . Customer cabu

Inspected the c:ompleted

| provisioning questionnaire for a
| sample of customers
. provisioned during the period to
| determine that a completed

provisioning questionnaire was
. obtained for each customer
sampled

t Iayout

j Inquired of the Director of IT

Compliance, regarding
' customer implementations to
. determine that members of the

, information technology and
i operations groups conducted a

i

!

- new customer welcome call with

' new customers to review
requested settings to ensure
that the services to be

. provisioned matched the
customer’s expectations.

Test Restilts

No exceptions noted.

No exoepbms noted

No exceptions noted.

No exceptlons noted
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Confrof Actwnty Spe;ﬁed
by the Service Organization

: sample of customers E
: provisioned during the period to !
i determine that members of the

- infermation technology and

. operations groups conducted a

' pew cusiomer welcome call with
¢ new customers to review

. requested settings to ensure

¢ that the services to be

¢ provisioned match the

. customer's expectations for

. each customer sampled.

Test Applied by

the Service Auditor

Inspected evidence of new
customer welcome calls for a

Test Results

No exceptions noted,
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schellman

INDEPENDENT SERVICE AUDITOR’S REPORT

To Switch, Lid.:

Scope

We have examined Switch, Ltd.s {"Switch”) accompanying assertion titled “Assertion of Switch, Ltd. Service
Organization Management” (“assertion”) that the controls within Switch's Colocation Services system (“system”)
were effective throughout the period October 1, 2021, to September 30, 2022, to provide reasonable assurance
that Switch's service commitments and system requirements were achieved based on the trust services criteria
relevant to security and availability (applicable trust services criteria) set forth in TSP section 100, Trust Services
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria).

Service Organization’s Responsibilities

Switch is responsible for its service commitments and system requirements and for designing, implementing, and
operating effective controls within the system to provide reasonable assurance that Switch's service commitments
and system requirements were achieved. Switch has also provided the accompanying assertion about the
effectiveness of controls within the system, When prepar:ng its assertion, Switch is responsible for selecting, and
identifying in its assertion, the applicable trust services criteria and for havung a reasonable basis for its assertion
by performing an assessment of the effectiveness of the controls within the system.

Service Auditor's Responsibiiities

Our responsibility is to express an opinlon based on our examination, on whether management's assertson that
controls within the system were effective throughout the period to provide reasonable assurance that the service
organization's service commitments and systems requirements were achieved based on the applicable trust
services criteria. Our examination was conducted in accordance with attestation standards established by the
American Institute of Cerlified Public Accountants {(AICPA). Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether management's assertion is fairly stated, in all material
respects. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for
our opinion,

Our examination included:

» Obtaining an understanding of the system and the service organization’s service commitments and system
requirements;

» Assessing the risks that controls were not effective to achieve Switch’s service commitments and system
requirements based on the applicable trust services criteria; and

¢ Performing procedures to obtain evidence about whether controls within the system were effective to
achieve Switch's service commitments and system requirements based on the applicable trust services
criteria.

Our examination also included performing such other procedures as we considered necessary in the circumstances.

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human
error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that Switch’s
service commitments and system requirements were achieved based on the applicable frust services criteria. Also,
the projection to the future of any conclusions about the effectiveness of controls is subject to the risk that controls
may become inadequate because of changes in conditions or that the degree of compliance with the policies or
procedures may deteriorate.



Opinion
In our opinion, management’s assertion that the controls within Switch's Colocation Services system were effective

throughout the period October 1, 2021, through September 30, 2022, to provide reasonable assurance that Switch's
service commitments and system requirements were achieved based on the applicable trust services criteria is

fairly stated, in all material respects.

_Sf-neuﬂﬂd ‘fa:_um{ Lt e,

Tampa, Florida
November 2, 2022
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ASSERTION OF SWITCH SERVICE ORGANIZATION MANAGEMENT

We are responsible for designing, implementing, operating, and maintaining effective controls within Switch, Ltd.'s
("Switch™) Colocation Services system (“system”) throughout the period October 1, 2021, to September 30, 2022,
to provide reasonable assurance that Switch’s service commitments and system requirements relevant to security,
and availability were achieved. Our description of the boundaries of the system is presented below and ideniifies
the aspects of the system covered by our assertion.

We have performed an evaluation of the effectiveness of the controls within the system throughout the period
October 1, 2021, to September 30, 2022, to provide reasonable assurance that Switch's service commitments and
system requirements were achieved based on the trust services criteria relevant to security and availability
{(applicable trust services criteria) set forth in TSP section 100, Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria). Switch's objectives for the
system in applying the applying the applicable trust services criteria are embodied in its service commitments and
systems requirements relevant o the applicable trust services criteria. The principal service commitments and
system requirements related to the applicable trust services criteria are presented below.

There are inherent limitations in any system of internal control, including the possibility of human error and the
circumvention of controls. Because of these inherent limitations, a service organization may achieve reasonabile,
but not absolute, assurance that its service commitments and system requirements are achieved.

We assert that the controls within the system were effective throughout the period October 1, 2021, to September
30, 2022, to provide reasoname assurance that Switch’'s service commitments and systems reguirements were
achieved based on the appl:cabte trust services criteria.



DESCRIPTION OF THE BOUNDARIES OF THE
COLOCATION SERVICES SYSTEM

Company Background

Switch is a technology infrastructure ecosystem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquartered in Las Vegas, Nevada, Switch is built on the
intelligent and sustainable growth of the Internet. The Founder and Chief Executive Officer (CEO), Rob Roy, has
developed more than 700 issued and pending patent claims covering data center designs that manifested into
Switch data centers and technology solution ecosystems. Since the opening of their first colocation facility, Switch
has delivered 100% uptime across all facilities. At Switch, every team member is driven to produce real results for
their clients — technologically and financially. Switch data center ecosystems empower their clients with virtuaily
unlimited options for innovation, economies of scale, risk mitigation, sustainability, and investment protection.

Company Profile

Switch’s advanced data centers are the center of their platform and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the only carrier-neutral colocation facilities in the world to be certified Tier IV Design, Tier IV Facility and Tier IV
Gold in Operational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
IV standards. Switch's platform has powerful network effects and nurtures a rich technology ecosystem that benefits
its participants, Switch continues to further enhance these benefits as they innovate and expand their platform
ecosystem. Switch currently has more than 980 customers, including technology and digital media companies,
cloud, and managed service providers, financial institutions, and telecommunications providers.

The growing nexbs between internet connectivity, internet-based services, /data and analytics, and the
advancement of computational processing power is rapidly expanding the amount of data that enterprises can
access and manage. At the same time, the Internet of Everything is exponentially expanding the available data
sources, as utility grids, automobiles, aircraft, home appliances, wearable devices and numerous other sources are
all connecting to the internet. The compute capacity necessary to manage and analyze this data is also advancing
and demanding increasing amounts of power to operate. We believe that traditional technology infrastructure is not
capable of supporting the growing wave of mission critical data and increasingly powerful information technology
(IT) equipment.

Switch presently owns and operates four primary campus locations, called Primes, which encompass thirteen
colocation facilities with an aggregate of over 4.8 million gross square feet (GSF) of space. These facilities have
over 500 megawatts (MW) of power available to them. Primes consist of The Core Campus in Las Vegas, Nevada;
The Citadel Campus near Reno, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep Campus
in Atlanta, Georgia. Primes are strategically located in geographies that combine a low risk of natural disaster,
favorable tax policies for customers deploying computing infrastructure and low latency connectivity to major
metropolitan markets, such as Los Angeles, San Francisco, Silicon Valiey, Chicago, New York, Northern Virginia,
and Miami. As a result, customers in these metropolitan markets can access our advanced colocation facilities
while reducing exposure to the higher taxes, higher cost of power and higher risk of natural disaster that might be
prevalent in other markets. Switch can also use their Switch Modular Optimized Design (MOD) technology to build
single-user facilities and are actively pursuing opportunities to deploy this technology in a build-to-suit offering for
our enterprise customers.

As additional locations and sectors within our four existing Prime campus locations are opened for colocation
services, the same / similar controls tested within this report are implemented / in place.



Description of Services Provided

Physical Security

Exterior Barriers

From well-defined perimeters consisting of signage, blast walls and gates, to clear avenues of approach and backup
perimeter barriers, the first layer of physical security is considerable, Exterior walls are constructed of either steel
reinforced poured concrete or masonry reinforced beyond building code requirements. Entry points are kept fo a
minimum and each exterior door is reinforced, alarmed, access-controlled and viewed by two dedicated fixed
cameras.

Interior Barriers and Custorner Compartmentalization

Exterior doors lead into specially engineered mantraps built over fire corridor wall construction. The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor biometric authentication of the card holder and are controlled via a 24 hour per day security officer and
mantrap relay logic. Each mantrap includes fixed cameras viewing every door,

Every customer space, whether it is a cage, cabinet, or suite, is individually locked, protected, and monitored.
Additional security safeguards, such as mantraps, intrusion sensors and survelliance cameras, can be added to
these spaces at the customer’s request.

Pasitive Access Controf

Positive Access Control is the application of a two-fold access principle stemming from the questions "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walls, turnstiles, cameras, intercoms and
biometric readers, Switch's access control takes on further hardening by the Positive Access Control procedures
deployed at the facilities. Positive Access Control reguires that a proprietary 24 hours per day officer security
command center (SECOM) verifies that the person standing in the mantrap matches afile photo. After confirmation,
the officer activates the second proximity and biometric reader for use.

The access process is further continued with periodic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of every person with
access to the facilities is conducted by the Security Director on a semi-annual basis.

Surveillance

Surveillance equipment for the facilities follows an elite standard set by a board-certified security professional. Fixed
cameras are high-resolution color (520 lines) or digital HD with automatic low-light switching, capable of viewing up
to.1lux. Pan/tilt/ zoom (PTZ) cameras are used on the exterior and areas of sensitivity. Video is digitafly recorded
at common interchange format (CIF) resolution at 15 images per second (IPS) upon motion at 4CIF 30 IPS upon
operator command or at select zones requiring enhanced video. Video is retained for 100 + /- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the Identify, Observe and Understand (IOU} methodology. 1OU provides a better use of the system
to include constant monitoring, use of the cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeter and sensitive area intrusion.
Sensor types include infrared motion, ultrasonic motion, photoelectric motion, electromechanical, internal lock, and
seismic. These sensors are installed based on the environment or protection needs.

Security Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system instruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was
developed in accordance with the current American Society for Industrial Security (ASIS) International Guideline on
Private Security Officer Selection and Training (ASIS GDL PS0Q-2010) and the 90-day field training officer (FTO)
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program. A security supervisor oversees each shift and reports to the campus security manager. Security
supervisors are required to aftend a Security Management course, and officers in management positions are
required to be active members of ASIS International.

Please refer to the following link for related pictures and detailed information: hitp:/Awww.switch.com.

Infrastructure Operations (Environmental Security}

Switch employs state-of-the-art environmental controls to protect the systems of its customers as well as operating
in the most energy-efficient means possible. These systems are managed and monitored by the Data Center
Operations {DCO) and Energy Management Systems (EMS) teams.

Fire Protection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnel and a third-party monitoring company
for response. Data center areas are protected by aspirating smoke detectors, capable and programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interlock
pre-action sprinklers require both a smoke detection event and the activation of sprinklers to release water into the
pipes. This allows for quick response to a fire with a lower risk of water damage in the case of a smaller fire or false
alarm.

Heating, Ventilation, and Cooling (HVAC)

Switch utilizes advanced, patented techniques starting with a custom-designed thermal separate compartment in
facility or (t-scif) air-flow system This airflow system pulls the warm air away from customer systems into a separate
{ compartment. The warm air is taken out of the core SUPERNAF? facility designed for 74 high-grade Switch-designed
‘and patented TSC-600 and TSC-1000 HVAC units which are physically adjacent to the data center, each contammg
six types of air conditioning systems. Within the data centers, areas where warm or hot air travels are marked in
red.

Please refer to the following link for related pictures and detailed information: hitp://www.switch.com/,

Power Management

Switch utilizes multiple in-bound connections from electricity providers. Tri-redundant power systems, which
balance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply (UPS) devices which are fed by
generators across the campuses. Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for quick and succinct identification of circuits and to assist with
troubleshooting.

Please refer to the following link for related pictures and detailed information: hitp://www.switch.comy/.

Support for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NOC).
NOC and engineering staff are available to assist with network troubleshooting and provide “hands-on” services to
support customers.

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication
of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.
NOC representatives monitor customer inguiries, support issues, and incidents on a real-time basis. Issues are
documented in the Living Data Center (LDC) ticketing system and tracked to resolution.

The ticketing system / customer relationship management (CRM) system contains a complete purchased product
hierarchy, installed equipment, and the physical and logical infrastructure layouts of individual customer solutions.
The complete history of customer service requests and incidents are recorded in the ticketing system. Customer-



specific information is handled confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthermore, volume analysis, response times, and procedural adherence are monitored to help ensure
customer obligations are met.

Network Management and Monitoring {Logical Security)

Since Switch has no logical access to any customer’s equipment or data, each customer is responsible for its own
network security, Switch manages the network connectivity to the internet via its multiple providers. Switch's core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are
configured for high-availability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

System Boundaries

A system is designed, implemented, and operated to achieve specific business objectives in accordance with
management-specified requirements. The purpose of the system description is to delineate the boundaries of the
system, which includes the services outlined above and the five components described below: infrastructure,
software, people, procedures, and data.

Significant Changes During the Period

The Las Vegas 15 (LAS 15) data center facility was operational as of March 29, 2022. The test of the controls at
the facility only apply to the facility's dates of operation during the specified reporting period of March 29, 2022, to
September 30, 2022, for the Las Vegas 15 data cent;er facility.

Principal Service Commitments and System Requirements

Switch designs business processes and procedures to meet its objectives for Colocation Services. Those
objectives are based on the service commitments that Switch makes to user entities, the laws and regulations that
govern the provision of Colocation Services, and the financial, operational, and compliance requirements that
Switch has established for the services.

Principal Service Commitments

Security and availability commitments fo user entities are documented and communicated in Service Level
Agreements (SLAs) and other customer agreements, as well as in the description of the service offering provided
online. Switch makes the following security commitments to their customers:

s Make available Swilch's colocation and/or other services to customers for the service term.

» Establish, implement, and maintain commercially reasonable industry standards designed to protect the
customers’ equipment,

+ Provide services to customers in accordance with the service level goals.
* Make available Switch’s colocation space 24 hours per day, 7 days a week.

» Offer service to customers regarding network availability, network latency, packet delivery, and power
delivery,

» Provide 99.99% availability of the Switch network in any calendar month.
s Provide 100% power availability.

» Availability of HVAC capacity to maintain temperatures in the area around the colocation space.

Systermn Requirements

Switch establishes operational requirements that support the achievement of the principal service commitments,
relevant laws and regulations, and other system requirements. These requirements inciude account and password
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management processes, vulnerability assessment and remediation processes, and employee background
screening and security awareness training. Additional requirements are the necessary system change
management procedures to support the requisite authorization, documentation, testing, and approval of system
changes.

System requirements are communicated in Switch's policies and procedures, system design documentation, and
contracts with customers. Information security policies define an organization-wide approach to how systems and
data are protected. These include policies around how the service is designed and developed, how the system is
operated, how the intemal business systems and networks are managed, and how employees are hired, trained,
and managed. Switch also has procedures in place to review documentation from third-party providers to ensure
that they are in compliance with security and confidentiality policies. Commitments and requirements of Switch are
documented in customer contracts and are updated and signed upon any changes in the confidentiality practices.

In accordance with our assertion, and the description criteria, the aforementioned service commitments and
requirements are those principal service commitments and requirements common to the broad base of users of the
system and may therefore not fully address the specific service commitments and requirements made to all system
users, in each individual case,

Infrastructure

The in-scope infrastructure consists of multiple applications and operating system platforms as shown in the table
below:

Appl _ T :
The Living Data | Overall environmental conditions monitoring as well
Center (LDC) | as ticketing system capability to track incidents and Linux
Application resolutions, i
Microgoft . C Las Vegas
. . Network domain supporting intemal systems . ) egas,
Active DIreclory | applicabie to the Colocation Services. Microsoft Windows | Nevada
e Y e e e Reno,
Cisco Border | Network devices in place to direct traffic and filter - Cisco Intemetwork Nevada
and Private unauthorized inbound network traffic from the Operating System Grand
i Router_s Interrlet. 7 _ 7 ‘ (105) Rapids,
' Honeywell Physical access control supporting the Colocation Michigan
i Badge Access | Services at the Las Vegas, Reno, and Grand Rapids Atlanta,
 System facilities. o Georgia |

A Systern | Services at the Las Vegas, Reno, Grand Rapids, and ;
ceess oy Atlanta facilies.

: C-Cure Badge i Physical access control supporting the Colocation
!
|

_ e S SRR S . i

In addition, Switch utilizes CrowdStrike antivirus software for antivirus protection for the Windows production servers
and workstations. Furthermore, Switch utilizes both the Honeywell MAXPRO Video Management System (VMS)
and the Milestone VMS for managing the security cameras for the interior and exterior of the data centers.

People

Switch utilizes specific functional areas of operations that support the scope of this review, these include, but are
not limited to, the following:

» Executive Management — responsible for overseeing company-wide activities, establishing, and
accomplishing goals, and overseeing objectives.



s Security Operations (SecOps} department — responsible for monitoring and protecting the facility from
unauthorized access, damage, ard interference.

* Network Operations (NetOps) depariment — responsible for implementation of product development and
oplimization, client implementation, and technical operations.

= Data Center Operations (DCO) department — responsible for monitoring and maintaining critical
infrastruciure including electrical and cooling infrastructure.  Also responsible for preparing customer
environment {cage, cabinet) and performing everyday maintenance of the facility.

» Energy Management Sysiems (EMS) department — responsible for moniloring and maintaining critical
infrastructure including power equipment and infrastructure.

« Network Engineering department — responsible for managing network architecture.

+ Fagcilities Services department — responsible for providing user entities with assistance before and after the
initial sale by providing information, guidance, and confinued support.

= Human Resources (HR) department - responsible for HR policies, practices, and processes with a focus
on key HR department delivery areas (e.g. falent acquisitions, employee retention, compensation,
employee benefits, performance management, employee relations, development, and employee-related
incidents and investigations).

» Legal department — responsible for legal and regulatory issues involving corporate risk and corporate
cornpliance.

Procedures

Access, Authentication, and Authorization | |

i
In order to gain access to the firewalls and routers, a user must authenticate with a user account and password via
a secure shell (SSH) program to help ensure that the sessions are encrypted. The routers may only be managed
from an internal network as SSH is not running on the public portion of the routers. SSH sessions are programmed
to terminate a session after a predefined period of inactivity.

The network engineering team manages the security administration of the firewalls and routers and is required to
authenticate through a terminal access controlfer access-control system plus (TACACs+) server which allows for
individualized user account access, administration, and logging. These unique user accounts are defined by the
TACACS+ server and are configured to authenticate using the corporate network domain.

The network domain is configured to enforce password requirements that include minimum length, expiration
intervals, complexity, minimum history, and invalid account lockout threshold. Additionally, the operating system
and badge access system are also configured fo inherit credentials from the corporate network domain. Encrypted
VPNs are required for remote access to production and enforce two-factor authentication.

Predefined access groups are employed within the network domain, operating system, badge access system, VPN
system, and centralized authentication system to limit access based on job responsibilities, Additionally,
administrator access to the aforementioned systems is restricted to only those personnel responsible for those
activities via user account permissions and group assignments.

IT management has configured the network domain, operating system, badge access system, VPN system,
firewalls, and centralized authentication system to log access related events. IT management reviews these logs
on an ad hoc basis to determine if any suspicious or unauthorized activity has occurred.

Access Requests and Access Revocation

Upon hire, an employee’s production system access is requested, communicated, and approved by the employee’s
manager. The system access request will detail the specific production systems and required levels of access
privileges. When an employee ends their employment, a termination checklist is completed to document the off-
boarding procedures performed and production system access is revoked.



Physical Security

Switch has implemented various physical security protocols fo protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day to control access to the
data center facilities. Pre-defined access groups are utilized to provide access depending on the individual's role
and responsibilities. Badge access attempts are logged by the system and are traceable to specific badge access
cards. Management reviews employee and customer access privileges on a semi-annual basis. The ability to
administer the badge access system is restricted to authorized security management personnel. If an individual
who has physical access to the Switch facilities is terminated, security management personinel revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and entrance gates controlled by guards or card
access. In addition, surveillance cameras are utilized by security personnel to monitor the main entrance to the
facilities in order to identify visitors and contractors prior fo granting access to the facilities. Visitors must present
photo identification before being granted access to the facilities. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
non-functioning visitor badge. Prior to being granted access to the secure interior of the data centers, personnel
and authorized customers must enter a mantrap where they must scan the badge access card and provide biometric
credentials. Visitors without badge access cards are required to be escorted by authorized employees while within
the facilities.

Switch maintains and monitors activity logs of certain physical movements within the facilities on an ad-hoc basis.
Physical movements captured and monitored include date / time, event, badge access card details, and device.
Digital surveillance cameras are in place to monitor the facility entrances, the building perimeters, and other areas
within the facilities. Video surveillance captured by the camera system is archived allowing the capability for ad-
hoc review. The facilities are monitored 24 hours per day by security personal with the use of motion sensitive
digital surveillance cameras, alarms, and motion detectors. An incident reporting system is utilized by security
personnel to document any physical security incidents. |

Environmental Security

Switch has implemented various environmental security protocols to protect the business premises and information
systems from potential environmental issues. The Switch facilities are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.

Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured to automatically send e-mail
notifications to operations personnel when pre-defined thresholds are exceeded.

The data centers are designed to optimize cool air flow and utilize redundant air conditioning units to keep
infrastructure equipment at optimal temperatures. On a quarterly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order.

The facilities are equipped with multiple UPS systems and diesel generators to provide electricity in the event of a
power outage. Utility power is run through the UPS battery systems so that customers are always receiving clean,
conditioned battery power. In the event that a loss of utility power occurs, the generators will engage and begin
supplying power to the UPS systems. Whether it is from utility or generator power, each customer is always drawing
power from the UPS battery systems, ensuring smooth transitions from utility to generator and back again. On an
annual basis, a third-party specialist inspects the UPS systems and generators to help ensure that the systems are
in proper working order. Internal personnel perform preventative maintenance procedures on the UPS systems
and generators on a quarterly basis,

Malicious Software Management

Windows production servers and workstations are configured with CrowdStrike antivirus software which is
configured to scan for updates to antivirus definitions and update signatures on a real-time basis and has on-access
scanning of executables and files,



Ongoing Monitoring

The entity’s IT security group monitors the security impact of emerging technologies, and the impact of applicable
laws or regulations are considered by senior management. Ongoing monitoring consists of IT personnel receiving
e-mail notifications and subscriptions as well as following blogs to stay informed of the latest IT trends which could
affect system security and availability.

Change Management

Infrastructure changes follow formal change control procedures to help ensure that only tested (when applicable)
and authorized changes are implemented. Change control procedures include:

« [dentification and recording of significant changes;

e Planning and testing of changes;

s Assessment of the potential impacts, including security impacts, of such changes;

+ Formal approval procedure for proposed changes from system or business owners;
+ Communication of change details o relevant persons; and

»  Audit trail of changes.

Changes are documented in ticketing systems with requirements for specific mandatory fields to be completed to
perform risk assessments and to enable effective coordination and communication within the change process. IT
management will review the ficket and provide their approval or rejection based on the change request. Changes
are required o be tested prior to being implemented and post implementation to help ensure there is no adverse
effect or impact on the system. Change control documentation reflects an audit trail of the change including the
date and time of change, reason for change, the name of the person making the change, and the person or persons
who authorized the changt?. ;
The ability to implement infrastructure changes is restricted to user accounts granted permissions and group
assignments assigned to authorized executive management, IT, and network operations personnel. Change
management meetings are held on a weekly basis to discuss and communicate the ongoing and upcoming
infrastructure changes and projects affecting the system. Meeting minutes are retained and approval for upcoming
changes by the Change Advisory Board are documented within the respective change request ticket.

Disaster Recovery

Disaster recovery plans are in place to guide personnel in procedures to protect against disruptions caused by an
unexpected event. Disaster recovery tests are performed on an annual basis, and the results were recorded and
tracked to identify potential threats.

Incident Response

The network infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues and to
respond to customer inquiries and incidents. Management has implemented procedures to guide NOC technicians
in identifying and responding to network related incidents as well as incident response and escalation procedures
in the event that an event is detected, to provide timely and consistent communication to the business and
customers,

A proprietary ticketing system, LDC, was developed and is utilized to manage, track, respond, and resolve network
issues. When an issue is detected, NOC technicians will examine the issue and create a ticket to assign priority
level on a scale (1-5) based on the urgency and impact of the incident to the business and/or the customer, and to
determine predefined timelines to resolve the issue. If the ticket is not responded to within a predefined timeline
based on its severity, the ticketing system is configured to notify NOC technicians of the open ticket until the ticket
is addressed. Incidents ideniified by customers can be communicated to the NOC by phone, e-mail, or on the LDC
portal.

If the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented for

the assigned NOC technician to notify the responsible department and/or vendor through a predetermined set of
contacts. Once the affected departments have been notified of the issue, e-mail updates are sent out to the

|11



business or customers on an as needed basis until the issue is resolved Once the issue is fixed, the NOC technician
will update the support ticket with full details of the issue resolution and close the ticket.

Capacity and Availability Monitoring

SYSLOG is configured to monitor the network devices' capacity and availability levels (e.g., central processing unit
(CPU) levels, uptime, etc.) and alert operations personnel when predefined thresholds have been met. Switch uses
an enterprise monitoring tool to iog and monitor network availability and security incidents,

On-calf personnel are notified via e-mail by SYSLOG of availability issues that exceed predefined thresholds on
monitored network devices. The NOC is staffed on a 24 hour a day on-call basis to respond to availability issues.
Additionally, operations meetings are held on a weekly basis to review availabifity trends and availability forecasts
as compared to system commitments.

Data

Badge access logs and video surveillance recordings are a key component of the Colocation Services provided by
Switch. The logs and recordings are reviewed on a real-time basis by SECOM and retained for forensic purposes.
Customer data was not included in the scope of this examination as Switch is not responsible for the administration
of maintenance of customer systems or data.

Subservice Organizations

No subservice organizations were relevant to the scope of this assessment whose controls were necessary, in
combination with controls at Switch, to provide reasonable assurance that Switch’s service commitments and
system requirements were achieved, ;

Complementary Controls at User Entities

Complementary user entity controls are not required, or significant, to achieve the service commitments and system
requirements based on the applicable trust services criteria.

Trust Services Criteria Not Applicable to the In-Scope System

All criteria within the security and availability categories are applicable to the Colocation Services system.
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