January 8, 2024 ()
— switch

Aftn: Robert Ungaretfi
PO BOX 689
Armonk, NY 10504

Robert:

Switch, Ltd. ("Switch”) engaged Schelliman & Company, LLC. (Scheliman) fo issue a
report regarding our service organization based on Statements on Standards for
Attestation Engagements {SSAE) No. 18, Service Organization Control (SOC)-1, Type 2
‘Report on management's description of a service organization's system and the
suitability of the design and operating effectiveness of controls” for the period October 1,
2022 through September 30, 2023, and SOC-2 "Report on Controls Relevant to Security
and Avallability”.

Scheliman issued an annual SSAE-18 SOC-1 Type 2 and SOC-2 to Switch in November
2023, and the Auditor's Report was made available and provided to your firm. Switch
regularly reviews and tests our internal controls and procedures. This information and
the test results are shared with and reviewed by Scheliman to assist them with their
SSAE-18 SOC-1 Type 2 and SOC-2 reviews.

You should also be aware that Switch, as a normal part of its operations, continually
updates its services and technology as appropriate. In addition, the controls for Switch's
services were designed with certain responsibilities required of the service users.
Switch's controls must be evaluated in conjunction with an assessment of user
compliance with such responsibilities.

To the best of our knowledge, there have not been any significant changes in the
internal controls described in the SSAE-18, SOC-1 Type 2 and SOC-2 since it was
issued for the period ending September 30, 2023, or any material weaknesses in such
internal controls and procedures that require any corrective action. Please contact me if
you have any questions.

Sincerely,
Switch

TAST—

Joseph A. Smith
investigations Manager

Switch, Lid. Phone: 702-444-4116 Fax 866-518-2436
POB 400850, Las Vegas, Nevada 89140
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This report is intended solely for use by the management of Switch, Lid., user entities of Switch Ltd.’s services,
and other parties who have sufficient knowledge and understanding of Switch Lid.’s services covered by this
report {each referred to herein as a "specified user”).

If the report recipient is not a specified user (herein referred to as a "non-specified user"), use of this report is the
non-specified user's sole responsibility and at the non-specified user's sole and exclusive risk. Non-specified
users may not rely on this report and do not acquire any rights against Schellman & Company, LLC as a resul}
of such access. Further, Scheliman & Company, LLC does not assume any duties or obligations to any non-
specified user who obtains this report and/or has access to it

Unauthorized use, reproduction, or distribution of this report, in whole or in part, is strictly prohibited.
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INDEPENDENT PRACTITIONER’S REPORT

To Switch, Lid.:

Scope

We have examined Switch, Lid.’s ("Switch") management's assertion that the description of its information security
program supporting the Switch Colocation Services system that was provided to customer organizations (or “user
entities”) as of September 30, 2023, and included in Section 3 (the “description”), is fairly presented and that the
information security program conforms, as of September 30, 2023, to the applicable implementation specifications
within the Health Insurance Portability and Accountability Act ("HIPAA”") Security Standards for the Protection of
Electronic Protected Health Information ("HIPAA Security Rule") and the Notification in the Case of Breach of
Unsecured Protected Health Information enacted as part of the American Recovery and Reinvestment Act of 2009
(“HITECH Breach Notification Requirements”), as described in Part 164 of CFR 45, in accordance with the criteria
set forth in Section 2 ("management’s assertion”).

In Section 5, Switch has provided additional information that is not a part of Switch's description. Such information
has not been subjected to the procedures applied in our examination, and accordingly, we express no opinion on
it.

Switch’s Responsibilities

Switch has provided the attached assertion, in Section 2, about the fairness of the presentation of the description |
based on the description criteria. Switch is responsible for preparing the description and the assertion, including |
the completeness, accuracy, and method of presentation of the description and assertion; providing the services |
and related controls covered by the description; determining the applicability of the implementation specifications;
and implementing the controls described therein for conformance of its information security program to meet the
HIPAA Security Rule and HITECH Breach Notification criteria.

independent Practitioner’s Responsibilities

Our responsibility is to express an opinion based on cur examination. Qur examination was conducted in
accordance with attestation standards established by the American Institute of Ceriified Public Accountants and,
accordingly, included examining, on a test basis, evidence supporting information security program supporting the
Switch Colocation Services system and performing such other procedures as we considered necessary in the
circumstances. We believe that our examination provides a reasonable basis for our opinion.

Inferent Limitations

Our organization is a licensed and independent CPA firm; however, our examination does not constitute a legal
determination of compliance with the relevant regulations or a substifute for audit procedures that may be applied
separately by regulatory entities. The specific procedures we performed, the nature, timing, and results of our tests
are presented in Section 4 of our report titled "Results.”

Because of their nature, controls may not prevent, or detect and corract, all errors or omissions relevant to the
information security program. Also, the projection to the future of any evaluation of the fairess of the presentation
of the description, or conclusions about the effectiveness of the information security program, is subject to the risk
that.controls may become inadequate or fail

Opinion
in our opinion, based on the criteria described in Switch’'s assertion in Section 2, in all material respects:

a. the description fairly presents the information security program supporting the Switch Colocation Services
sysiem that was provided to user entities, as of September 30, 2023; and



b.

the information security program conformed to the applicable implementation specifications within the

HIPAA Security Rule and the HITECH Breach Notification Requirements, as described in Part 164 of CFR
45, as of September 30, 2023.

Restricted Use

This report, including the Resulis, is infended solely for the information and use of Switch and user entities of the
Switch Colocation Services system that was provided to user entities as of September 30, 2023, who have sufficient
knowledge and understanding of the following:

the nalure of the service provided by Swilch;

the nature of the data provided to Swiich and the definition of protected health information;
how Switch's system interacts with user entities;

intemat conirol and its limitations;

the applicable HIPAA Security Rule and HITECH Breach Notification Requirements; and

the risks that may threaten the achievement of the applicable HIPAA Security Rule and HITECH Breach
Notification Requirements and how controls address those risks.

This report is not intended to be and should not be used by anyone other than these specified parties.

CSbeund & oo, 1L

Tampa, Florida
November B, 2023 !
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MANAGEMENT’S ASSERTION

We have prepared the description of Switch, Lid.'s ("Switch”} information security program supporting the Switch
Colocation Services system thai was provided to customer organizations (or “user entities”} as of September 30,
2023. We confirm, to the best of our knowledge, that:

a. the description fairly presents the Switch Colocation Services system made available to user entities of the
systemn as of September 30, 2023. The criteria we used in making this assertion were that the description:

i presents how the information security program was designed and implemented to govern the
security policies and pracfices supporting the Switch Colocation Services system;

ii. describes the relevant safeguards, standards, and rules deemed applicable by management;

iti.  describes the specified controls within the information security program designed to achieve the
information security program’s objectives (the "Controls"); and

v, does not omit or distort information relevant to the information security program, while
acknowledging that the description is prepared to meet the common needs of a broad range of user
eniiies of the system, and may nof, therefore, include every aspect of the Switch Colocation
Services system that each individual user entity of the system and its auditor may consider
importani in its own particular environment; and

b. the information security program supporting the Switch Colocation Services system conforms, as of
September 30, 2023, to the applicable implementation specifications within the Health Insurance Portability
and Accountability Act ("HIPAA”) Security Standards for the Protection of EI@actronic Protected Health
Information ("HIPAA Security Rule") and the Notification in the Case of Breach of Unsecured Protected
Health Information enacted as part of the American Recovery and Reinvestment Act of 2009 ("HITECH
Breach Notification Requirements"), as described in Part 164 of CFR 45. The criteria we used in making
this assertion were that:

i management determined the applicable Controls included in the information security program;

i, the Controls, as described, met implementation specifications for the applicable safeguards,
standards, and rules, as defined in HIPAA Security Rule and HITECH Breach Notification
Requirements; and

iil. the Controls, as described, were implemented as of September 30, 2023,

Section 3 of this report includes Switch description of its Switch Colocation Services system thatis covered by this
assertion.
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OVERVIEW OF OPERATIONS

Company Background

Switch is a technology infrastructure ecosystem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquariered in Las Vegas, Nevada, Switch is built on the
intelligent and sustainable growth of the Internet. The Founder and CEQ, Rob Roy, has developed more than 700
issued and pending patent claims covering data center designs that manifested into Switch data centers and
technology solution ecosystems. Since the opening of their first colocation facility, Switch has delivered 100%
uptime across their facilities. At Switch, every team member is driven to produce real results for their clients —
technologically and financially. Switch data center ecosystems empower their clients with numerous options for
innovation, economies of scale, risk mitigation, sustainability, and investment protection.

Company Profile

Switch’s advanced data centers are the center of their platform and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the only carrier-neutral colocation facilities in the world to be certified Tier 1V Design, Tier IV Facility, and Tier
IV Gold in Cperational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
IV standards. Switch’s platform has powerful network effects and nurtures a technology ecosystem that benefits
its participants. Switch continues to further enhance these benefits as they innovate and expand their platform
acosystem. Switch currently has over 1,000 customers, including technology and digital media companies, cloud,
and managed service providers, financial institutions, and telecommunications providers.

The \growing nexus between Internet connectivity, Internet-based services, data and analytics, and the
advapcement of computational processing power is rapidly expanding the amount of data that enterprises can
access and manage. At the same time, the Internet of Everything is exponentially expanding the available data
sources, as utility grids, automebiles, aircraft, home appliances, wearable devices, and numerous other sources
are all connecting fo the Intermnet. The compute capacity necessary to manage and analyze this data is also
advaneing and demanding increasing amounts of power to operate. Switch believes that traditional technology
infrastructure is not capable of supporting the growing wave of mission critical data and increasingly powerful 1T
equipment.

Switch presently owns and operates four primary campus locations, called Primes, which encompass fourteen
colocation facilities with an aggregate of over 5.3 million gross square feet {GSF) of space. These facilities have
approximately 470 megawatts (MW) of power available to them. Primes consist of The Core Campus in Las Vegas,
Nevada; The Citadel Campus near Reng, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep
Campus in Atlanta, Georgia. Primes are strategically located in geographies that combine a low risk of natural
disaster, favorable tax policies for customers deploying computing infrastructure, and low latency connectivity to
major metropolitan markets, such as Los Angeles, San Francisco, Silicon Valley, Chicago, New York, Northern
Virginia, and Miami. As a result, customers in these metropolitan markets can access Switch’s colocation facilities
while reducing exposure to higher taxes, higher cost of power, and higher risk of natural disaster that might be
prevalent in other markets. Switch can also use their Switch Modular Optimized Design (MOD) technology to buiid
single-user facilities and are actively pursuing opporiunities to deploy this technology in a build-to-suit offering for
their enterprise customers.

As additional locations and sectors within the four existing Prime campus locations are opened for Colocation
Services, the same / similar controls tested within this report are implemented / in place.



INFORMATION SECURITY PROGRAM
Description of Services Provided

Physical Security

Exterior Barriers

From well-defined perimeters consisting of signage, blast walls, and gates, to clear avenues of approach and
backup perimeter barriers, the first layer of physical security is extensive. Exterior walls are constructed of either
steel reinforced poured concrete or masonry reinforced beyond building code requirements. Entry points are kept
to a minimum and each exterior door is reinforcad, alarmed, access-controlled, and viewed by two dedicated fixed
careras.

Interior Barriers and Customer Comparimentalization

Exterior doors lead into specially engineered mantraps built over fire corridor wall construction. The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor biometric authentication of the card holder and are confrolled via a 24 hour per day secwity officer and
mantrap relay logic. Each mantrap includes fixed cameras viewing each door.

Each customer space, whether it is a cage, cabinet, or suite, is individually locked, protected, and monitored.
Additional security safeguards, such as mantraps, intrusion sensors, and surveillance cameras, can be added to
these spaces at the customer's request.

Positive Access Control

Positive Access Control is the application of a two-fold aczcess principie stemming from the questions, "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walls, turnstiles, cameras, intercoms, and
biometric readers, Switch's access control takes on further hardening by the Positive Access Control procedures
deployed at the facilities. Positive Access Control requires that a propristary 24 hours per day officer staffed security
command center {SECOM) verifies that the person standing in the mantrap matches a file photo. After confirmation,
the officer activates the second proximity and biometric reader for use.

The access process is further confinued with periodic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of personnel with
access to the facilities is conducted by the Security Director on a semi-annual basis.

Surveillance

Surveillance equipment for the facilities follows an elite standard set by a board-certified security professional. Fixed
cameras are high-resolution color (520 lines) or digital high definition {HD) with automatic low light switching,
capable of viewing up to 0.1 lux. Pan [/ tilt / zoom (PTZ) cameras are used on the exterior and areas of sensitivity.
Video is digitally recorded at common interchange format (CIF} resolution at 15 images per second (IPS) upon
rrotion at 4CIF 30 IPS upon operator command or at select zones requiring enhanced video, Video is retained for
100 +/- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the Identify, Observe and Understand {IOU) methodology. The 10U methodology includes constant
rronitoring, use of cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeter and sensitive area intrusion.
Sensor types include infrared motion, ulirascnic motion, photoelectric motion, electromechanical, internal lock, and
seismic. These sensors are installed based on the environment or protection needs.



Security Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system instruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was
developed in accordance with the current American Society for industrial Security (ASIS) International Guideline on
Private Security Officer Selection and Training (ASIS GDL. PS0-2010) and the 90-day field training officer (FTQ)
program. A security supervisor oversees each shift and reporis to the campus security manager. Security
supervisors are required to attend a Security Management course, and officers in management positions are
required to be active members of ASIS International.

Please refer to the following link for related pictures and detailed information: hitp://www .switch.com.

Infrastructure Operations (Environmental Security)

Switch employs the latest advanced environmental controls to protect the systems of its customers as well as
operating with energy efficiency. These systems are managed and monitored by the Data Center Operations (DCQ)
and Energy Management Systems (EMS) teams.

Fire Protection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnel and a third-party monitoring company
for response. Data cenler areas are protected by aspirating smoke detectors, which are programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interlock
pre-action sprinklers require both a smoke detection event and the activation of sprinklers to release water into the
pipes. This allows for quick response to a fire with a lower risk of water damage in the case of a smaller fire or false
alarm. '

Heating, Ventilation, and Cooling {(HVAC)

Switch utilizes advanced, patented techniques starting with a custom-designed thermal separate compariment in
facility or (t-scif) air-flow system. This airflow system pulls the warm air away from customer systems into a separate
compartment. The warm air is taken out of the core SUPERNAP facility designed for 74 high-grade Switch-designed
and patented TSC-600 and TSC-1000 HVAC units which are physically adjacent to the data center, each containing
six types of air conditioning systems. Within the data centers, areas where warm or hot air travels are marked in
red.

Please refer to the following link for related pictures and detalled information: hitp://ww.switch.com.

Power Management

Switch utilizes muiltiple in-bound connections from electricity providers. Tri-redundant power systems, which
balance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply (UPS) devices which are fed by
generators across the campuses. Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for quick and succinct identification of circuits and to assist with
troubleshooting.

Please refer fo the following link for related pictures and detailed information: http://mww.switch.com.

Support for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NOC).
NOC and engineering staff are available to assist with network troubleshooting and provide "hands-on” services to
support customers.

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication

of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.

9



NOC representatives monitor customer inquiries, support issues, and incidents on a real-time basis. Issues are
documented in the Living Data Center (LDC) ticketing system and tracked to resolution.

The ticketing system / customer relationship management (CRM) system contains a complete purchased product
hierarchy, installed equipment, and the physical and logical infrastructure layouts of individual customer solutions.
The complete history of customer service requests and incidents are recorded in the ticketing system. Customer-
specific information is handled confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthermore, volume analysis, responss times, and procedural adherence are monitored to help ensure
customer obligations are met.

rk nd Monitori ica urit
Since Switch has no logical access to any customer’s equipment or data, each customer is responsible for its own
network security. Switch manages the network connectivity to the Internet via its multiple providers. Switch's core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are

configured for high avaiiability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

finition

The scope of this engagement includes Switch’s colocation servicas performed at the following facilities:

: Address
L | ooy —
 lasVegas4(LAS4) | 4495EastSaharaAve,LasVegas NVB9104
 LasVegas5(LAS5) T 4480 East Sahara Ave, Las Vegas, NV 89104 1
| LasVegas 7 (LAS7) 7135 South Decatur Bivd, Las Vegas, NV 89118 |
. LasVegas8(LAS®) | 5225 West Capovilla Ave, Las Vegas, NVB9118
" Las Vegas 9 (LAS 9) ~ 7365Lindell Rd, Las Vegas, NV 89139

LasVegas10(LAS10) | 7375LindellRd,Las Vegas,NV89130

 LasVegasi1(LAS11) | 7380 Lindell Rd, Las Vegas, NV 89118 o
| lasVegas12(LAS12) | 5325WestCapovilaAve, Los Vegas, NV89118

| lasVegasi5(LAS15) | 5660 BaduraAve, lasVegas, NV89118

Reno 1 (RNO 1) 1 Superioop Clrcle McCarran NV 89437

1
|
|
|
|
[
|
]
[

Reno 2 (RNO 2) i 2 Suparloop Clrcle McCarran NV 89437 -
Grand Raplds 1 (GRR 1) 1 6100 East Pans Ave Grand Rapnds MI 49512
Atlanta 1 (ATL 1) j 1 Swntch Way, Ltthla Spnngs GA 30122

Description of Electronic Protected Health Information (ePHI) Data Flows

Switch operates coiocation faciliies whereby their customers rent space for their systems and connectivity to the
broader Intemet. Switch personnel maintain physical access to infrastructure containing ePHI data; however,
logical access to systems and data is the full responsibility of the customer. Switch provides secure space, power,
and environmental controls for customers, some of which fall under Health Insurance Portability and Accountability
Act {HIPAA) compliance.



Security Program Dascription

Infrastfructure and Software

The in-scope infrastructure consists of multiple applications and operating system platforms, as shown in the table
below:

| Primary Infrastructure

Producti
The Living Data | Overall environmental conditions monitoring as well
Center (LDC) | as ticketing system capability to track incidents and Linux
Application resolutions.
Microsoft ) o Las Vegas,
. ! Network domain supporting internal systems : Nevada
Active Directory applicable to the Colocation Services. s Windows
Domain ;
Cisco Border | Network devices in place to direct traffic and filter | Cisco Interetwork Reno,
and Private - | unauthorized inbound network traffic from the Operating System Nevada
Routers Internet. (tOS)
Physical access control supporting the Colocation ‘ Grand
Honevwell Services at the Las Vegas, Reno, and Grand Rapids | Rapids,
Badde gcess facilities that was decommissioned during November Michigan
sg o 2022. The in-scope facilities using Honeywell
¥ transitioned to C-Cure prior to the end of November ; Windows Atlanta,
Physical access control supporting the Colocation :
f c-c%gs g a;::g; Services at the Las Vegas, Reno, Grand Rapids, and |
4 Atlanta facilities. ;

in addition, Switch utilizes CrowdStrike antivirus software for antivirus protection for the Windows production servers
and workstations. Furthermore, Switch utilizes Milestone Video Management System (VMS) for managing the
security cameras for the interior and exterior of the data centers.

People
Switch utilizes specific functional areas of operations that support the scope of this review that include, but are not
limited to, the following:

» Executive Management — responsible for overseeing company-wide activities, establishing and
accomplishing goals, and overseeing objectives.

+ Security Operations (SecOps) department — responsible for monitoring and protecting the facility from
unauthorized access, damage, and interference.

o Network Operations (NetOps) department — responsible for implementation of product development and
oplimization, client implementation, and technical operations.

+ Data Center Operations (DCO) - responsible for monitoring and maintaining critical infrastructure including
electrical and cooling infrastructure. Also responsible for preparing customer environment (cage, cabinet)
and performing everyday maintenance of the facility.

+ Energy Management Systems (EMS) department — responsible for monitoring and maintaining critical
infrastructure including power equipment and infrastructure.

¢ Network Engineering department — responsible for managing network architecture.

o Faciliies Services department — responsible for providing user entities with assistance before and after the
initial sale by providing information, guidance, and continued support.



« Human Resources (HR} depariment — responsiblie for HR policies, practices, and processes with a focus
on key HR depariment delivery areas {e.g., talenf acquisitions, employee retention, compensation,
employee benelils, performance management, employee relations, development, and employee-related
incidents and investigations).

e« Legal depariment — responsible for legal and regulatory issues involving corporate risk and corporate
compliance.

Securily Awareness Training
A security awareness training program is established that includes the following components:

» New employees, customers, and vendors are required 1o sign a completed security orientation policy
acknowledgment,

= Relevant personnel are directed by the EVP of SecOps to regularly undergo internal training courses.

= Security personnel maintain subscriptions to outside sources for nofifications of threats or vulnerabilities
within the industry.

e Security personnel meet on a weekly basis to discuss security mefrics and any identified threats and
vuinerabilities as a component of securily awareness.

o Employees are required to take a Security Awareness Training and acknowledge / sign the Information
Security Policy annually.

Access, Authentication, and Authorization

In order to gain access to the firewalls and routers, a user must authenficate with a user account and password via
a secure shell (SSH) program to help ensure that the sessions are encrypted. The routers may only be managed
from an intemal network as SSH is not running on the public portion of the routers. SSH sesswns are programmed
fo terminate a session after a predefined period of inactivity.

The network engineering team manages the security administration of the firewalls and routers and is required to
authenticate through a terminal access controlier access-control system plus (TACACS+) server which allows for
individualized user account access, adminisiration, and logging. These unique user accounts are defined by the
TACACS+ server and are configured to authenticate using the corporate network domain.

The network domain is configured to enforce password requirements that include minimum length, expiration
intervals, complexity, minimum history, and invalid account lockout threshold. Additionally, the operating system
and badge access system are also configured to inherit credentials from the corporate network domain. Encrypted
VPNs are required for remote access fo production and enforce two-factor authentication.

Predefined access groups are employed within the network domain, operating system, badge access system, VPN
system, and centralized authentication system to limit access based on job responsibilities. Additionally,
administrator access to the aforementioned systems is restricted to only those personnel responsible for those
acfivities via user account permissions and group assignments. Management reviews employee access privileges
on a semi-annual basis.

IT management has configured the network domain, operating system, badge access system, VPN system,
firewalis, and centralized authentication system to log access related events. IT management reviews these logs
on an ad hoc basis to determine if any suspicious or unauthorized activity has occurred.

Access Requests and Access Revocalion

Upon hire, an employee’s production system access is requested, communicated, and approved by the employee’s
manager. The system access request details the specific production systems and required fevels of access
privileges. When an employee ends their employment, a termination checkiist is completed to document the
offboarding procedures performed and production system access is revoked.



Physical Securily

Switch has implemented various physical security protocols to protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day to control access fo the
office. Predefined access groups are utilized to provide access depending on the individual's role and
responsibilities. Physical access to the data center is documented and approved by the employee’s manager prior
to access being granted, while physical access to customer cages is documented and approved by the customer
prior to access being granted. Badge access attempis are logged by the system and are tfraceable to specific badge
access cards. Management reviews employee and customer access privileges on a semi-annual basis. The ability
to administer the badge access system is restricted to authorized security management personnel. 1If an individual
who has physical access to the Switch facilities is terminated, security management personnel revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and entrance gales controlled by guards or card
access. In addition, surveillance cameras are utilized by security personnel to monitor the main entrance to the
facilities in order to identify visitors and contractors prior to granting access to the facilities. Visitors must presert
phote identification before being granted access to the facilities. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
non-functioning visitor badge. Prior to being granted access to the secure interior of the data centers, personnel
and authorized customers must enter a mantrap where they must scan the badge access card and provide biometric
credentials. Personnel and authorized visitors are required to provide badge access cards and biometric
identification for both entry and exit of interior doors. Visitors without badge access cards are required to be
escorted by authorized employees while within the facilities.

Switch maintains and monitors activity logs of certain physical movements within the facilities on an as needed
basis. Physical movements captured and monitored include date / time, event, badge access card details, and
device. Digital surveillance cameras are in place to monitor the facility entrances, the building perimeters, and other
areas within the facilities. Video surveillance captured by the camera system is archived allowing the capability for
review as needed. The facilities are monitored 24 hours per day by security personnel with the use of motion-
sensitive digital surveillance cameras, alarms, and motion detectors. The physical security hardware {e.g.,
monitoring servers, DVRs) is secured behind locked server racks and physical cages. An incident reporting system
is utilized by security personnel to document any physical security incidents.

Environmental Security

Switch has implemented various environmental security protocols to protect the business premises and information
systems from potential environmental issues. The Switch facilities are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.
Hand-held fire extinguishers undergo maintenance inspections on an annual basis.

Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured to automatically send e-mail
notifications to operations personnel when predefined thresholds are exceeded. An inspection matrix guides the
frequency of inspection for critical infrastructure including power and cooling systems.

The data centers are designed to optimize cool air flow and utilize redundant air conditioning units to keep
infrastructure equipment at optimal temperatures. On a quarterly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order. The facilities
are equipped with multiple UPS systems and diesel generators to provide electricity in the event of a power outage.
The data centers also contain two distinct electrical connections to the electrical company's substation. Utility power
is run through the UPS battery systems so that customers receive clean, conditioned battery power. In the event
that a loss of utility power ocours, the generators will engage and begin supplying power to the UPS systems.
Whether it is from utility or generator power, gach customer draws power from the UPS battery systems, ensuring
smooth transitions from utility to generator and back again. On a semi-annual basis, UPS inspections are
performed, and on a quarterly basis, generator inspections are performed to help ensure that the systems are in
proper working order. Additionally, internal personnel perform preventative maintenance procedures on the UPS
systems and generators on a guarterly basis.



Malicious Software Management

Windows production servers and workstations are configured with CrowdStrike antivirus software which is
configured to scan for updates to antivirus definitions and update signatures on a real-time basis and has on-access
scanning of executables and files.

HR Pglicies and Practices

Switch’s HR policies and practices relate to employee hiring, orientation, training, evaluation, counseling, promotion,
compensation, and disciplinary activities. Specific control activities that Switch has implemented in this area are
described below:

« Management has established pre-hire screening procedures which are performed for employee candidates.
+ New hire onboarding includes, but is not limited to, the following eferments:

o Verification that the employee has signed the employee agreement;

o Verification that the employee has signed the confidentiality agreement;

o Verification that the employee has signed an acknowledgment of receipt of employee handbook
document; and

o Verification that the employee has taken securily fraining and signed an acknowledgment of such
training.

» Management utilizes termination procedures which include, but are not limited to, the following elements:
o Collection of company property;
o Revocation of physical and system access rights; and
0 Signatures of each person that performs requisite tasks. g

« Evaluations are performed for employees on an annual basis.

Disaster Recovery

Business resiliency plans, including disaster recovery plans, and contingency plans are in place to guide personnel
in procedures to protect against disruptions caused by an unexpected event. The plans include roles and
responsibilities, recovery time objectives (RTO), procedures for various scenarios, and task checklists in the event
of an emergency. Additicnally, disaster recovery tests are performed on an annual basis. The results of the annual
disaster plan are recorded and ftracked to identify and monitor potential threats to the critical infrastructure
supporting the Colocation Services.

Ongoing Monitoring

The entity’s IT security group monitors the security impact of emerging technologies, and the impact of applicable
laws or regulations are considered by senior management. Ongoing monitoring consists of IT personnef receiving
e-mail notifications and subscriptions, as well as following blogs to stay informed of the latest IT trends which could
affect system security and availability. 1T security personne! utilize a third-party utility to perform a vulnerability scan
of the production servers on a monthly basis to identify threats and assess their potential impact to the production
environmert. Any security vulnerabilities that are identified are triaged by IT security personnel and monitored
through resolution.

Capacity and Availability Monitoring

Switch has implemented an internally developed custom built application called SYSLOG to monitor the network
devices' capacity and availability levels (e.g., central processing unit (CPU)} levels, uptime, etc.) and alert operations
personnel when predefined thresholds have been met. Switch uses an enterprise monitoring tool to log and monitor
network avaitability and security incidents.

On-call personnel are notified via e-mail by SYSLOG of availability issues that exceed predefined thresholds on
monitored network devices. The NOC is staffed on a 24 hour a day on-call basis to respond to availability issues.
Additionally, operations meetings are held on a weekly basis {o review availability trends and availability forecasts
as compared to system commitments.



Incident Response

The network infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues and to
respond to customer inquiries and incidents. Management has implemented procedures to guide NOC technicians
in identifying and responding to network related incidents, as well as incident response and escalation procedures
in the event that an event is detected, to provide timely and consistent communication to the business and
customers.

A proprietary ticketing system, LDC, was developed and is wutilized o handle network related issues in order to
manage, track, and respond to network issues until resolution. When an issue is detected, NOC technicians will
examine the issue and create a ticket to assign priority level on a scale (1-5) based on the urgency and impact of
the incident to the business and/or the customer, and 1o determine predefined timelines o resolve the issue. If the
ticket is not responded {o within a predefined timeline based on its severily, the ticketing system is configured to
notify NOC technicians of the open ticket until the ticket is addressed. Incidents identified by customers can be
communicated to the NOC by phone, e-mail, or on the LDC portal.

if the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented for
the assigned NOC technician to notify the responsible department and/or vendor through a predetermined set of
contacts. Once the affected departments have been notified of the issue, e-mail updates are sent out {o the
business or customers on an as needed basis until the issue is resolved. Once the issue is fixed, the NOC
technician will update the support ticket with full details of the issue resolution and close the ticket. Additionally,
management meetings are held on a biweekly basis to discuss incidents and corrective measures to help ensure
that incidents are resolved.

Third-Party Services and Monitoring

Switch does not have access to data residing on colocation or netw?ork customer |T equipment and therefore cannot
and does not share that data with any third parties, vendors, or contractors. For third parties utilized for internal
services, Switch maintains documented vendor management policies to address the following:

» Access control for a vendor or business partner

+ Due diligence process prior to accepting new vendors or business partners

» Monitoring process to review vendor and business pariner compliance on a periodic basis
+ Termination of contract

Switch monitors threats arising from the use of vendors and third parties as part of the risk assessment process on
an annuat basis.

Breach Notification Description

Documented breach notification policies and procedures are in place to guide personnel in notifying a customer
following the discovery of a breach of unsecured protecied health information (PHI). The policies require Switch to
identify each individual whose unsecured PHI was, or is reasonably believed to have been accessed, acquired,
used, or disclosed during the breach. Additionally, Switch does not process, subprocess, access, fransmit, receive,
manage, maintain, or in any way interact with client data on customer equipment.
The elements required to be included within the notification include, but are not limited to, the following:

+ Description of what happened (including the date of the breach and discovery}.

e Description of the types of unsecured protected health information that were involved in the breach.

= Steps the individuai should take to protect themselves from potential harm resulting from the breach.

s+ Description of what is being done {o investigate the breach, to mitigate harm to individuals, and to protect
against further breaches.



RiSK ASSESSMENT

Risk Assessment Scoping

Security and risk management are of primary importance to Switch. Swiich’s management has placed into
operation a risk assessment process to identify and manage risks that could affect the organization's ability to
provide reliable Colocation Services for user entities. This process requires management to identify significant risks
in their areas of responsibility and to implement sufficient measures to address those risks.

Swilch faces a variety of risks from external and internal sources, and a precondition to Switch's risk assessment
methodology is the establishment of objectives, linked at different levels and internally consistent. Objectives are
set at the strategic level, establishing a basis for operations, reporting, and compliance objectives. Objectives are
aligned with Switch's risk appetite, which drives risk tolerance levels.

More specific objectives flow from the entity’s broad strategy. Entity-level objectives are linked and integrated with
more specific objeclives established for various "aciivities,” such as sales, marketing, and operations, making sure
they are consistent. These sub-objectives, or activity-level objectives, include establishing goals and may deal with
product line, market, financing, and profit objectives.

By setting objectives at the entity and activity levels, Switch can identify success factors. Success factors exist for
the entity, a business unit, a function, a department, or an individual. Objective setting enables management to
identify measurement criteria for performance, with focus on success factors. Switch has established certain broad
categories including:

» Operations objectives — these perain fo effectiveness and efficiency of the operations, inciuding
performance and delivery goals and safegu?rding resources against loss. They vary based on
management’s choices about structure and performance.

s+ Compliance objectives — these objectives pertain to adherence to laws and regulations o which Switch and
their customers are subject. They are dependent on external factors, such as government and industry
regulation.

Regardiess of whether an objective is stated or implied, Switch's risk assessment process considers risks that may
occur. Switch has considered significant interactions between itself and relevant external parties and risks that
could affect the organization's ability to provide reliable service o its user entities.

Potential Threats, Vulnerabiiities, and Current Security Measures

Switch’s management has placed info operation a risk assessment process in its overall Cyber Security Program
Plan {CSPP) that adopts elements of the Argonne vulnerability index (V1) process and the Department of Homeland
Security {DHS) Infrastructure Survey Tool {(IST). The IST is a web-based risk assessment dashboard that caiculates
Switch's overall risk profile based on questionnaires completed by management and the risks identified and controls
implemented in the following areas:

+« Robusiness
» Resourcefulness
« Redundancy
Switch’'s IST-based risk assessment process includes identifying threats to the six vulnerability components and 42

subcomponents of Swilch's infrastructure. The six major vulnerability components of Switch’s Colocation Services
include the following:

» Physical securily s Information sharing
+ Security management s Proteclive measure assessment
+ Securily force « Dependencies



Each of the six major IST vulnerability components is correlated with protective measures and vulnerabilities that
may impact the component. During the assessment, both the protective measure atiributes and vuinerability
attributes are assigned values. The weighted sum of these values creates a protective measure index (PM}) and a
VL. These indices are used to determine the strength of Switch’s risk profile against industry competitors and
provide a standardized method for assessing risks and determining the most cost-effective remediation methods.

Likefihood / Impact Analysis
Switch’s methodology for analyzing risks varies largely because many risks are difficult to quantify. Nonetheless,
the process usually includes:

s Estimaling the significance of a risk

» Assessing the likelihood {or frequency) of the risk occurring

» Considering how the risk should be managed (i.e., an assessment of what actions need to be taken)
Risk analysis includes identification of key business processes where potential exposures of some consequence
exist. Once the significance and likelihood of risk have been assessed, management considers how the risk should

be managed. This involves judgment based on assumptions about the risk, and reasonable analysis of costs
associated with reducing the level of risk.

Necessary actions are taken to reduce the significance or likelihood of the risk occurring.

Risk Level Determination / Documentation

As part of the risk assessment, Switch assignsﬁ a risk fevel to each identified risk. When assigning an impact Eéavel,
Switch considers two major factors that generally drive an organization’s level of potential impact: the consequences
of a security incident and political sensitivities.

Switch has defined the following impact levels when assigning risk levels:

o Low -limited adverse effect on the organization or individuals and may noticeably reduce the effectiveness
for the organization to perform its primary functions.

+ Moderate — serious adverse effect on the organization or individuals and may significantly reduce the
effectiveness for the organization to perform its primary functions.

» High — severe or catastrophic adverse effect on the organization or individuals and may cause the
organization the inability to perform one or more of its primary functions.

Risk Management Program Monitoring and Maintenance

Switch has implemented a process to remediate any issues found during periodic testing and evaluations. Facility
and security management meet on at least a semi-annual basis to discuss the progress of remediation for any
issues found. These issue remediation events are documented in a ptan of action and milestones which are updated
and reviewed on a semi-annual basis by management to determine sfatus of control implementation projects to
mitigate gaps.

APPLICABLE CRITERIA

Switch management has made the determination regarding the applicability of the established performance criteria
as it pertains to the in-scope services {the “applicable criteria”). Swilch asserts that it is not a Business Associate
as defined in 45 CFR 160.103, et. seq., as amended. Switch does not access, manage, maintain, transmit, receive,
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process, subprocess, or otherwise interact with customer data. As such, it would not meet the gualification of
“where the provision of the service involves the disclesure of protected heaith information from such covered entity”
to Switch. Rather, Switch provides physical space and associated physical and environmental controls but does
not engage in logical access of customer data. For additional information regarding Switch’s policies, please visit
www, switch.com/aup.

The table below provides the regulation references (section) and key activity, which relate to the established
performance criteria, that Switch managesment has asseried to be in-scope for the purposes of this attestation:

. - App cable Cnter;a
Section Key Activity S

ERLE PR N3

7 §164306(a) B General Requirements

§1 64.306(b) Flexibility of ‘Approach ) ) v 7 ) |
§164.308(a) Security Management Process v :
§164 308(a)(1}(|i)(A) Secunty Management Process Rlsk Analysrs v | _
£164.308(a)(1)(ii)(B) Secunty Management Process Rrsk Management v :
§164.308(a}{1)(iiXC) Secunty Management Process Sanctlon Poircy v
Security Management Process — Information System v
§1 64.308(a)(1 )(")(D) Actlwty Rewew
§164 308(a)(2) i Assrgned S nty Responsrblllty
§164.aoa(a)(3)(|) Workforce s Cunty
§164.308(a)(3)(ii}A) | Workforce Secunty - Authorization and/or v
T 7 . Supervision
- Workforce Secunty Workforce Clearance v
§164.308(a)(3Ki)(B) Pr Iure
. . Workforce Secunty Establlsh Tennlnatlon v
§164.308{a)(3)(ii}{C) Pr ocedures
- §164.308(a)(4)()) ~ Information Access Management v _
' " Information Access Management — Isolating v
. §164 308(3)( )(")(A) Hea!thcare Cteannghouse Functlons :
: . ~ Information Access Management - Access v
§164. 308(3)( Ji)B) Authonzatlon
Information Access Management — Access v
§1 64. 308(3)(4)(")(0) Establlshment and Modrﬂcatlon j
§164 308(a)(5)(|) Securlty Awareness and Trainlng v
. Security Awareness and Training — Secunty 5 v
§164.308(a)(5)(ii}{A) Remin ders !
. Security Awareness Tralnlng and Tools Protectlon 7
§164.308(a)(S)(®)(B) from Malicious Software : _
.. ‘ Secunty Awareness, Tralnmg and Tools Log-rn i v
§164.308(a)(5)ii)}(C) Monltonng k
Security Awareness Tralnmg, and Tools Password : v
§1 64. 308(a)(5)(n)(D) Management 5 _
§1 64 308(a)(6)( ) Security Incident Procedures _ l v 7



7 A‘p‘plicable Criteria

Key Activity

§164.308(a)(6)ii) gzgg?t%énddent Procedures — Response and | | v
| SI040BENTY) | ComtngencyPlen |2
§164.308@)7)i)(A) | Contingoncy Plan -~ DataBackupPlan | <
§164.308(a)(7)(ii{B) Contmgency Plan - Disaster Recovery Plan f ¥
J§1643(4)8(a)(7)(n)(0) Contingency Plan E1'1:|¢;rgiel:|cy.7 Mode Operaﬁon Plan v L -
§1E34308(a)(7)(n)(D) H'Contlngency Plan Testing and Rewsmn Procedure v
§164.308(2)(7)(iXE) | Applications and Data Criticality Analysis v |
s §164308(a)(8) Eva|uanon OfAnalyS'S B R __

§16430££(b)(1) R zuggggfngﬁtssoclate Cor;tracts and Other ) i ‘/ N

§164.3708(b)(727)” ASSigned Secunty Respon5|blllty ] 1 v
| Business Associate Contracts and (Srther .
| §164.308(b}(3) | Arrangements — Written Contract or Other v
| Arrangement
[ p _

§164 31 0(a){1) 7 Facdaty Access Controls

| §164. 310(a)(2)() Tuw Access Controls Contlngency Operatlons o 7
L §164.310(a)2)(i) Famitty Access Controls Facﬂsty Secunty Plan v
§164.310(a)(2)iii) Cgﬁéggﬁﬁigdﬁggls Access Control and ! v
I §164 a Ota)( '(N)ﬂ T Eaec;l;% ;\ccess Controts Mamtaln Malntenance L ‘/ 7
64 310(b) i'wc)rkstau()n Use e L
§164.310(c) - .r.Workslatlon Securlty v
| §164.310(d)(1)  Device and Media Controls v
~ §164.310(d)(2)())  Device and Media Controls - Disposal v
~ §164.310(0)2)(i)  Device and Media Controls — Media Re-use | v
§164310(d)(2)(m) Device and Media Controls Accountability v
Sto4310(2)) D2ce and Media Conrols - Data Backupand .
§164.312(a)(1)  Access Control v
”§164.312(a)(2.)(i) '.Access Control Unlque User Identlﬁcatlon v
.§164.312(e)(2.)(i.i) :.Access Control Emergency Access Procedure t v
| §164.312(a)(2)1(iii) . Access Control Automatic Logoff v
“ '§”1é4.31é(5)(25('i(/)' Access Control Encfybﬁoe enci 5eerypﬁon v
§164312(b) it Gontols R A | s
- §164312(c){1) .m;..lntegrlty o S 1: -
“ §164312(c)(2) m'ulntegrﬂy Meohamsm to Authentlcate ePHI 7 | v



e
'
1
b

Section

§164.312(d)
oot
§164.3120)2)i)
16431200020

§164.314(a)(1)

'§164 34(a)2NA) ||
- §164.314(a)(2)()(B) |
. §164.314(a)(2)(i)(C)

; _§1 64 314{a)(2)(||)

v

L .‘.3“?:_?1_4_(,%).(2.)_@',!.)_ .
| §164.314(a)b)(1)

§164.314(b)(2)(i)

| §164.314(b)(2)(i)

§164.314(b)(2)(iil)

§164:314(b)2)(v)

§164.316(a)

§164.31600)(1) |

§164.3160)2)0)

| §164.3160)2H0) |

t Transmtssnon Secunty

Transmission Securlty - Encryption

Other Arrangements

I
T
L
\

Key Activity

i Person or Entity Authentication

Transmlssmn

' Busnness Assocaate Contracts or Other Arrangements

Busmess Assouate Contracts
Busmess Associate Contracts
Business Associate Contracts

Reqmrements for Group Hea!th Plans

Group Health P!an Implementatton Specrflcatron

Group Health Pian Emplementatlon Specrf cation

Group Health Plan Implementation Specification B
Pohcues and Procedures e

' Documentation e
DOCumentanon” e

Documentahon

Documentat]on

§164.316(b)(2)ii) |

§164.530(b)
© §164.530(d)
§164.530(c)
§164.530(g)
§164.530(h)
§164.530()
§164.530()
§164.402

§164.404{a)(1)
§164.404(b)
§164.404(c)(1)
§164.404(d)
§164.406(2)

Breach Notif each Eﬂﬁ on :
‘ Administrative Requirements
' Tralnmg E

‘ Complalnts

_ Sanctions

Refraining from Retaliatory Acts
Wanver of nghts

Pollmes and Procedures

Documentatlon

Definitions: Breach Rlsk Assessment Breach
Exceptions - Unsecured PHI

Notice to Individuals

Timeliness of Notification

Content of Notification o 7 i
Methods of Notification |

Notification to the Media

|megmy00ntm|s S .J

Business Associate Contracts W|th Subcontractors o

Group Health Pian Implamentatlon Spemflcatron R

____ Applicable Criteria___

o
v
v
e
e
e
v
- ,
v
v
-
A ’.’uj“'—t'”“ :‘.uk‘jfl
- v
o
v
v
v
v
v
.-
e
e
v
v
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L Applicable Crif‘eria '
Key Actn"ty o e e e s v s

| §164.408  Notification to the Secratary
I §164.410 l Notification by a Business Associate
|

_é__.
foe
\

§164.412 :
§164.414(b) | Burden of Proof - ] v 3 ’

- Law Enforcement Delay B

The specific established performance criteria are detailed in the Results of Section 4 of this report.

It also provides the results related to the security and breach performance criteria as selected from the applicability
fable above.
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SECTION 4

RESULTS
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HIPAA SECURITY RULE

§i64. 306{a) Covered entmes and busmess assoctates must do the folowing:(1) Ensure the confidentiality, integrity, and
availability of all electronic protected heaith information the covered entity or business associate creates, receives,
maintains, or transmits. (2) Protect against any reasonably anticipated threats or hazards to the security or integrity of such
information. (3} Protect against any reasonably aniicipated uses or disclosures of such information that are not permitted or
requlred under subpart E of thrs part; and (4) Ensure compluance wrth thls subpart by lts workforce.

1.01 Dooumented seounty pollcres and procedures arein place lo gurde personnel No exceplions noted
in practloes and principles related to the HIPAA Security Rule.

1.02 A ticketing system is utilized to document track, and resolve reported No exceptlons noted
security violations.

§164.306(b): Flexibility of approach. (1) Covered entities and business asscciates may use any security measures that
allow the covered enlity or business associate to reasonably and appropriately implement the standards and
Implementalion specifications as spedified in this subpart. (2) In deciding which security measures to use, a covered entity
or business associate must take into account the following factors: (1) The size, complexity, and capabilities of the covered
i entity or business associate. (ii) The covered entity’s or the business associate’s technical infrastructure, hardware, and
software security capabilities. (i) The costs of securlly measures. {iv) The probability and criticality of potential risks to
etec:tromc protected health information.

1.03 Documented po!rues and procedures arein place to guide personnel in the No exceptrons noted.
assaessment of the potential risks and vulnerabilities to the confidentiality,
integrity, and avallabrirty of systems and |nfrastructure that may contain ePHI.

1.04 | Aformal risk assessment is performed on at least an annual basis to assess | No exceptions noted.
‘ the peotential risks and vulnerabilities to the confidentiality, integrity, and
availability of ePHI. Risks that are identified are rated using a risk evaluation
process and are formally documented that includes, but is not limited to, the
following factors:

+ Size, complexity, and capabifities
¢  Technical infrastructure, hardware, and software security capabilities
I ¢+ Costs of security measures

. Probablllty and cnncalrty of potentlal nsks fo ePHI

1.05 A tloketrng systam is utilized to document traok and resolve reported No exceptions noted.
; secunty vrolatrons i

| §164. 308(3) A covered entrty or buslness assoouate must in acoordance wrth 164 306 (1 )(l) Implement poluores and
procedures to prevent detect contarn and oorrect secunty vrolatlons

1.06 Dooumenled polucres and prooedures arein plaoe to guude personnel in the ! No exceptions noted.
j assessment of the potential risks and vulnerabilities to the confidentiality, ;

§ tntegnty and avallabllrty of systems and mfrastructure Ihat may contam ePHI i

__. o . . R L

1.07 Docurnenled escalation l incrdent response procedures arein ptaoe to gurde No exceptions noted.
i amployees in reporting, acting upon, and resolving reported security
i vnolatrons

R D JRTDUY e

! 1.08 A ticketing system is utIILzed to document track, and resotve reported No exoephons noled
i eourrty wolahons i

§164 308(3)(1 )(tl)(A) Condud an aocurate and thorough assessment of the potentlal rlsks and vulnerabllrtles to the
] confidentiality, integrity, and availability of electronic protected health information held by the covered eniity or business
P assocrate

S

1 09 Documenled pollcres and prooedures are in ptaoe to gutde personnel in the No exoeptions noted. -
; . assessment of the potential risks and vulnerabilities to the confidentiality,
| mtegnty and avallabﬂrty of ePHl
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Control Activity

A formal risk assessment is performed on at least an annual basis to assess
the potential risks and vuinerabilities to the confidentiality, integrity, and
availability of ePHI. Risks that are identified are rated using a risk evaluation
process and are formally documented that includes, but is not limited to, the
following factors:

« Size, complexity, and capabilities

s  Technical infrastructure, hardware, and software security copabilities

+ Costs of security measures

- Pmbabiﬁtyandaiﬁcaityofpo&enﬁzi riskstoePHI

No exceptions noled.

§164 308(a)(1 XiiXBY: Implement security measures sufﬁcrent fo reduce rlsks and vulnerabllmes to a reasonable and
appropriate level to comply with §164.306(a).

111

Documented policies and procedures are in place to guide personnel in the
risk management process to reduce risks and vulnerabilities to a reasonable
and appropriate tevel

No exceptions noted.

1.12

Risks that are |dentn‘ied in the risk assessment are rated using a risk
evaluation process and are formatty documented, along with mitigation
strategies, for management review.

Employees sign an ad(nowtedgment fclm upon hire |ndrcat|ng that they have
been given access to the employee manua and electronic communications
policy and understand their responsibility for adhering to the code of conduct
outlined within the manual.

No exceptions noted.

No exceptions noted.

Newly hired employees sign a written acknowledgment form documenting
their receipt and understanding of the requirement to protect confidential
information.

No exceptions noted.

Employees complete security awareness trammg on at ieast an annual basis
to understand their obligations and responsibilities to comply with the
corporate and business unit security policies.

No excepllons noted

§164 308{a){(1Xii}C): Apply appropriate sanctions against workforce memt:-ers who fail to
: and procedures of the covered entlty or busrness associate

116

117

118

: §164 308(3)(1){I|)(D) Implement procedures to regularly review reoords of mformatlon system actwlty such as audlt logs,

Documented sanctron pchc:es and procedures are in p!ace for actlon to be
taken when workforce members fail to comply with the security policies and
procedures

Employees srgn an adrnowledgment form upon hrre mdlcatmg that they have
heen given access to the employee manual and elecironic communications
policy and understand their responsibllity for adhering to the code of conduct
cutlrned W|th|n the manual

Sanc:trons are applred to workforce members when wolatrons of me seounty
pohcles and procedures are dlscovered

: access reports and secunty mctdent tracklng reports

§164 308(3)(2) Identlfy the seounty ofﬂcral who is responsmie for the devetoprnent and implementatron of the pollctes and

i Not appllcable Swrtch customers are responsrble for Iogglng and audmng of their own |nformatrcn system acllwty

to meet thts control requtrernent

j procedures requrred by this subpart for the covered entlty or busmess assocrate

1.19

' responsibilities of the Security Official have been defined.

Responsrbilaty of the deveiopment and |mplementatton of mfon‘natlon secunty
¢ policies and procedures is formally assigned to a Security Official and the

No exceptfons noted

No excepttons noted

comply wrth the sacurity polrcres

No exceptrons noted

No exoeptions noted
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1.20

en Control Activity

§164.308(a)}3)i): Implement policies and procedures 10 ensure that all members of its workforce have appropriate access
fo electronic protected health information, as provided under paragraph (aX4) of this section, and to prevent those
workforce mambers who do not have access under paragraph (a)4) of this section from obtaining access to electronic

protected health |nformatron

Documented polrctes and procedures are in plaoe to gurde personnet
regarding access provisioning, modification, removal, and review.

No exceptlons noted

Management personnel perform user access reviews for the in-scope
systems that may contain ePHI on a semi-annual basis to help ensure that

access correlates with employee job functions and duties.

122

electronl

[ protected health |nformatlon or rn locatrons where it might be accessed

Documented pollcres and procedures are ln place to guide personnel
regarding access provisioning, modification, removal, and review.

123

1.24

Management personnel perform user access reviews for the in-scope
systems lhat may oontaln ePHI on a semr -annual basis.

Organrzatronal charls are in place to comrnunicate the defined key areas of
authority, responsibility, and lines of reporting to personnel related to the
design, development, implementation, operation, maintenance, and
monitoring of systems that may contain ePHI. These charts are
communicated to employees and updated as needed.

§164.308(a)}(3)ii}¥B): Implement procedures to determine that the access of a workforce
health in

formation is appropriate.

1.25
1.26
1.27

128 |1

120 |

No exceptrons noted

No exceptions noted.

Documented policies and prooedures are In place to guide personnel
regarding access provls:onmg modtfn,atlon removal, and rewew

Management personnel perform user access reviews for the i |n-scope
systems that may oontaln ePHI ona seml-annual baS|s

Documented physical security poltcres and procedures are in place to gutde

personnel |n physlcal security practices for secure areas.

Baokground checks are performed for employees as a componenl of the
hrnng process.

IT personnef revoke termrnaled employees access to the m-scope systems
asa cornponent of the termination process.

! paragraph (a)(3)(u)(b)

1.30

131

l Documenled pollcles and procedures are in place to gwde personnel
| regardrng access prowsronmg modrﬁcatlon removal and rewew

l IT personnel revoke termrnaled employeee access to the in-scope systems
| as a component of the termrnahon process,

orkforce members who wod( wrth

member to electronrc protected

No exceptions noted.

No exoeptrons noted.

No exceptlons noted.

No exceptions noted.

i No exceptions noted.

No exceptions noted.

§164 308(a)(3)(u)(C) Implement procedures for tezmlnatlng access to electronlc protected health lnfom‘ratlon when the
employment of, or other arrangement with, a workferce member ends or as required by determinations made as specified in

i
T

No exceptions noted. ‘

? No exceptions noted. |

§164 308{3}(4)(1) Implement poholee and procedures for authonzlng access to elec:trontc protectedrhealth mformatlon that
; are oonsrstent wrth the appllcable requtrements of eubpart E of thls part

132
. 1.33
I

i Documented policies and procedures are in place to gwde personnel
l

regardmg access prowsronlng modrf catlon removal and revlew

5 Management personnel perform user accass reviews for the m—scope

i systems that may contain ePHI on a seml-annual basis.to help ensure that
i access oorrelates wlth employee jOb fmctrons and dutres

No exceptions noted,

No excepttons noted.

§164 308(3)(4)(ii)(A) If a health care cleannghouse is part ofa larger organlzatron the cleannghouse must |mplement o
| policies and procedures that protect the electronic protected health information of the clearinghouse from unauthorized
f access by the Iarger organrzahon
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example, through access to a workstation, transaction, program, process, or other mechanism.

No exceptlons noted.

e ]

§164.308{(a)4 Xii}{B): Implement policies and procedures for granting access to electronic protected health information, for

L.

| §164 303(a)(5)(n)(B) Procedures for guardmg agarnst detectrng. and reportmg mahcaous software

t.34 | Documented policies and procedures are in place to guide personnel
regardtng access prowsromng modrfrcatlon removal and review.

1 35 Department managers complete a new htre onboarding checklist prior to
granting system access pnvlleges to new employees.

1.36

Management personnel perform user access reviews for thei rn-scope
systems that may contain ePHlon a semr—annual basis.

1.37

OF Process.

Documented pollcres and procedures are in place to guide personnet
regarding access provisioning, modification, removal, and review.

Depariment managers complele a new hire onboarding checkiist prior to
grantmg system access pnwteges o new employees.

§164 308(a}{4Xii C): Implemant policies and procedures that, based upon the covered entrtys or the business assocrate s
access authorization policies, establish, deccument, review, and modify a user's right of accaess to a workstation, iransaction,

program

No exceptions noted.

No exceptions noted.

No excepnons noted

No exceptsons noted

Management personnet perform user access reviews for the in-scope
systems that may oontam ePHlona semr-annual basrs

IT personnel revoke terminated employees access to the in- scope systems
as a component of the termrnatton process.

§164 308(a)(5)(|) Implement a security awareness and tratntng program for all members of its workforce (lnctudmg

management).

142

§16430
1.44

145 |

146

143

Policies and procedures r ardlng secunly awareness tralnlng arein place
with elements that include,| but are not limited to, the foliowing:

s+ How workforce members are provided the security awareness and
training

+ ldentifies workforce members (including managers, senior executives,
and as appropriate, business associates, and contractors) who will be
provided with the security and awareness training

¢  How workforce members will be provided with security and awarensss
training when there is a change in the entity’s information systems

« How frequently security awareness and training wil be provided to
workforoe members

A forrnat secunty awareness trammg program |s in plaoe

Emptoyees complete security awareness tralnlng on at Ieast an annual basrs
| to understand their obligations and responsibilities to comply with the

; corporate and business unit security policies.

8(a){5)(n)(A) Penodlc semnty updates

! The entity's tT seor.mty group monitors the secunty h’npact of emergrng

- technologies, and the impact of applicable laws and regulations are
} constdered by senior management

Emp!oyees oornptete security awareness tralnmg on at Ieast an annual basns
. to understand their obligations and responsibilities to comply with the

3 oorporate and busrness unlt secunty pohcres

Security reminders and updates are commumcated to workforce rnembers on

t an ongomg baS|s

No exceptrons noted.

- __“.“.._imm.

No exceptions noted.

E

z No excepﬁons noted

No exceptrons noted

: Not appllcable Sw1tch customers are responsrble for meetang thrs control requu'ement
§164 308(3)(5){||)(C) Procedures for monltonng log-in attempts and reportrng drscrepancres

i Not applrcable Switch customers are responstble for meetlng this control requrrement

No exceptions noted.

No exceptions noted.

No exceptions noted.

No axceptions noted.
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§164 308(a)(5)(n)(D) Prooedures for oreatlng. changlng. ang safeguardlng passwords

1.47

148

§164 303(a){6)(|) implemeant pollotes and procedures to address security lncrdents

e S S,

Documented escalation procedures are in place to guide employees in the
securily incident response process that includes, but is not limited to, the
following elements:

« dentification of what spexific event would be considered a securily

incident

Kentification of workdorce members” roles and responsibilities regarding
4y incident

Workforce members or roles to which the incident response policies and

procedwes are to be disseminated

Coordination of security incidenits among business associales

Identifies what steps should be taken in response to a security incident

The frequency to review and update current security incident policies
and procedures

A ticketing system is utilized to manage lrack and respond to system and
network problems and incidents.

149

1.50

§164 308{a)(7)-(1) Establish (and |mplement as needed) pollores and procedures for respondrng to an emergency or other
; occurrence {for example, fire, vandalism, system failure, and natural disaster) that damages systems that contain electronic
protected health |nfonnat|on

; 1.51

152

-

§1 64 308(a)(6)(n) Identify and respond tc suspected or known secunty |ncrdents mitigate, to the extent praotlcabte harmful
i effects of security incidents that are known to the covered enlity or business associate; and document security incidents
: and thelr outcomes.

Documented ln#:denl response prooedures are in place to gulde personnel
that includes, but is not limited to, the following:

+» A methodology for defining security incidents based on levels of criticality
e Provisions for reporting and responding to afl types of known and

suspicious security incidents based on crilicality leveis of such incidents
+ The roles and responsibilities of workforce members induding the

enhty's seoumy mo:dent response tearn

A ticketing system is utlllzed to manage, track and respond to system and

network probtems and lncidents

A busmess resrhency plan isin p!aoe to gulde personnel in procedures to
i protect against disruptions caused by an unexpecied event that includes, but
Is not limited to, the following:

+ |dentification of workforce members’ roles and responsibilities in the
contingency process

s  Workforce members or roles to which the contingency policies and
procedures are to be disseminated
Management involvement in contingency plans

s Coordination of contingency processes among business associates

s |dentification of what steps should be taken in a contingency plan

« The frequency to review and update current contingency policies and

procedures
How frequently lhe contmgency plan is tested

Documented escalanon procedures are in plaoe to gmde employees in
reportmg actlng upon, and resolvrng reported events

TNot applicable. S'Mlch customers are responsible for meeting this control requlrement

P

No exceptions noted.

NO BL.‘&DUOHS noted S

No exceptions noted.

i No exceptions noted.
|
!

exceptlons noted l

&,,

i
-
l
|
.
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§164.308(a)} 7Xii{A): Establish and implement procedures to create and maintain retrievable exact copies of electronic i
protected heslth information. !

| Not applicable. Switch customers are responsible for meeting this control requirement.

t §164. 308(a)(7)(|i)(B) Establish (and |mplement as needed) procedures to restore any loss of data.

Not applicable. Switch customers are responsible for meetrng this control requirement.

&164. 308(3)(7}(||}(C) Establish {and implement as needed) procedures to enable continuation of critical buslness
processes for protedlon of the security of elactronic proteded health information while operatlng In emergency mode.

1.53 A business resiliency plan is in place to guide personnel in procedures to No excepttons noted.
protect against drsruptions caused by an unexpected event

§164 308(3)(7’}{||}(D) Implement procedures for penodrc testing and revision of contrngency plans

1.54 Documented policies and procedures are in place regarding contingency No exceptions ndad
plans and their testing and revision that includes, but is not limited to, the
following:

+  Methods used to test the plan {component, system, or comprehensive)
+  Workforce members’ rofes and responsibilities in coordination of the test
+ How frequently tests will be conducted

¢ How frequently contingency plans will be revised |
« Notification procedures 1

1.55 Disaster recovery plans are tested on at least an annual basis. No exoeptlons noted

1.56 | Management personnel approve, review, and update the business resiliency No exceplions noted
ptan nan annual basis.

§1 64 308(a)(7)(u)(E) Assess the retatwe cntlcalrty of specnf [¥ apphcattons and data in support of other contingency plan
components

L Not appllcable Swrtch customers are responsmte for meeting this oonlrot requnrement

,,,,,,, - e e e o)

§164 308(a)(8) Perform a p-enodlc technlcal and nontechnlcal eva!uallon based initialty upon the standards |mplemented
under this rule and subssquently, in response o environmentat or operational changes affecting the security of electronic
protected health information, which establishes the extent to which a covered entity's or business associate's security
pOiICleS and prooedures meet the reqwrements of thls subpart

i 157 | Aformal risk assessment is performed on at least an annuai basls Rtsks No excepttons noted. !
; i that are identified are rated using a risk evaluation process and are formally g !
: * documented along wrth mmgatlon strategtes for management revtew i ‘

1.58 i Internal vulnerabrlnty scans are performed on a monthly basis to |dent|fy 7 No exoeptrons notedr.” - |
, potential infrastructure security vulnerabilities. ] ‘

S
1.59

| A central antivirus server is configured wrth antrvurus software to protect No excephons noted.
! registered production Windows servers and workstations with the following

| configurations: |

I »  Scan for updates to anlivirus definitions on a reak-time basis

| o On-access scanning of executables and files

1

§164 308{b)(1) A covered entity may permit a busrnfss assocrate to create receive, malntam or transmlt electronlc
. protected health information on the covered entity's behaif only if the coverad entity obtains satisfactory assurances, in
accordance with §164.314(a) that the business asscciate will appropriately safeguard the information. A covered entity is
1 not requlred to obtam such satisfactory assurances from a business assoclate that isa suboontractor
! Not apphcabie Swltch is nota oovered entlty and does not have access to customer data or share data wrth
other prowders

§1 64 308{b}(2) A busrness assoorate may permrt a busmess assocrate that isa suboontraotor to create receive, maintan, :
. or transmit electronic protected health information on its behalf only If the business associate obtains satisfactory |
| assurances, in aooordance wlth §164 314(a), that the subcontraotor will appropriately safeguard the mformatnon

[ R

} Not appllcable Sw:tch Is not a oovered entity and does not have access to customer data or share data wrth

other pmvrders
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other providers.

1.60

1.67
1.68

1.69

e

f authonzed enlry mto the data center.

| restricted to badge access cards assigned to authorized personnel.

Not appl;cable. Switch is not a covered entity and does not have access to customer data or share data with

s o

Physrcal access policies and procedures are in place for areas that may
contaln ePHI that includes, but is not limited to, the following:

*  Worldorce members’ roles and responsibilities in facility access control
procedures

»  Management involvement m the faciity’s access controls procedures

« The process of how authorization credentials for facility access are
issued

« The process of removing workforce members’ authorization credentials
for physical access when such access Is no fonger required
Identification of how visitors” access is monitored
Methods for controfling and managing physical access devices

+» Facdhities and areas that have physical access control implemented to
safeguard ePHI

Physical access rights to the areas that may contatn ePHI are rewewed onan

annual basns to help ensure that physncat access to datai is restrtcted

tT personnet revoke termmated employes phystcal access rtghts upon

wsrtor access 24 hours per day

No exceptlons noted

customer, or contractor with a functioning color-coded badge access card or
a wsﬂor wrth a non-functlonlng wsuor badge

: \fsntors are required to present a p:cture tdentrﬁcalton card which ls elther
retained or digitally scanned, and must be escorted by authorized individuals
before betng granted access to the fadhttes

j A badge access system is in place {10} controt access into and throughout the
; facmty and data center

Secunty personnel assrgn access nghts to emptoyees for phys;cal sewrlty
~zones through the use of predeﬂned access groups.

! The data center utxhzes a two-factor authenticatron system at the main
. entrance that requires an access code and badge access card credential for

Access fo phystcal areas that contain etectrontc mforrnatton systems is

No exceptlons noted
notification of employee termination. '
Security personnal monitor access 1o the factlmes entrances and manage No exceptlons noted
Persennel at the facnllttes are distinguished as bemg either an employee, No exeeptlons noted

No excepttons noted.

 Noexceptions noted.
No exceptions noted.

7 ' No exceptions noted.

§164.310{a)}(1). Implement policies and procedures to fimit physu:at access to Switch's electronic information systems and
the facahty or facilities in which they are housed, white ensuring that properly authosized access is allowed.

No exceptions noted.

29

§164.308(b}(3). Docurment the satisfactory assurances required by paragraph (b)(1) or (b}2} of this section through a
wnlten contract or other arrangement with the busmess associate that meets the apphcable requurements of §164.314(a).
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1.70

§164.310{a}(2){i): Establish (and implement as needed) procedures that allow facility access in suppor of restoration of lost |
data under the drsaster racovery plan and emargency mode operations plan in the event of an emergency.

A physrcal security contingency plan is in place to guide personnel in

procedures to protect against disrupfions caused by an unexpected event
with elements that include, but are not limited to, the following:

¢ Identiication of who will need access to ePHI in the event of a disaster

+ Backup plan for access W the facilily and/or ePHI

»  Workforce member roles and responsibilities from implesnentmg the
contingency plan for accessing ePHI in each department, unit, elc.

+ Procedures for accessing restored data at the altemate processing,
storage, and work site

. Procedr.resford'neteethgofomﬁngemyopemﬁom

1.71

The physical security and disaster recovery plans are tested on al Ieast an
annual basis.

physrcaf

| §164.310

No exoeptrons noted

!
]

access, tampering, and theft.

1.73

1.75
176
177

178

174

A physical security plan is in place to guide personnel in prooedures to
protect against unauthorized physical access, tampering, or theft of ePHI with

| elements that include, but are not limited to, the following:
[

+« |dentification of the physical security measures in place to provide
physical security protedtion for facilities and equipment

+  Workforce members’ roles and responsibilities regarding the facility
security plan

+ [nventory of the entity’s facilities that house equulment that creats,
mantain receive, and transmlt ePHE

Phystcal access pollcles and procedures are in place for areas that may '

contain ePHI that includes, but is not limited to, the following:

»  Workforce members’ roles and responsibilities in facility access control
procedures

. &« Management involvement in the fadility’s access controls procedures
_ & The process of how authorization credentials for facility access are

issued

e The process of removing workforce members’ authorization credentials

for physical access when such access is no longer required

"« Identification of how visitors' access is monitored
.« Methods for contralling and managing physical access devices
. »  Facilities and areas that have physical access control impiemented to

safeguard ePHI

notlﬁcatlon of employee termlnatlon

_ Securrty personnel monitor access to the facrirues entrancee and manage
: wsrtor access 24 hours per day

' PerSOnneI at the facrlrtres arg distingulshed as berng elther an employee
- customer, or contractor with a functioning color-coded badge access card or

- a vrsrtor wnth a non-funclronmg vlsrtor badge

: VSItOFS are requrred to present a picture ldentrﬂcatron card whrch is erther

retained or digitally scanned, and must be escorted by authorized individuals

© before bemg granted access o the facrlltles

S A badge access system is in place to control access |nto and lhroughout the

facrirty and data center

: lT personnel revoke termanated employee physrcal access nghts upon

No excepttons noted.

|
!
e - O |
i
i
3
1

No exceptions noted.

(a}2)ii): Implement polrcres and procedures to safeguard the facility and the equrpment thereln from unauthorrzed

No exoepboﬁns- rroted

No exceplions noted.

No exceptions noted.

| No exceptsons noted. '

b
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restncted to badge access cards assigned to authorlzed personnel

1.79 | Security personnel assign access rights to employees for physical security No exceptions noted.
zones through the use of predefined access groups.

1.80 | The data center utitizes a two-factor authentrcauon system at the main No exceptrons noted
entrance that requires an access code and badge access card credential for
authonzed entry |nto the data center

1.81 Aooess to physrcal areas that oontarn etectromc mforrnatlon systems is No exceptions noted.

§164 310(a)(2)(1u) Implement procedures to control and validate a person’s access to fadilities based on iherr rorleror
including vrsrtor contrel and eontrof of access to software programs for testing and revision.

Physical access potlcres and procedures are in place for areas that may
contaln ePHI that includes, but is not limited to, the following;

s  Workforce members’ roles and responsibilities in facility access control

s Management involvement in the fadility’s access controls procedures
+ The process of how authorization credentials for facility access are

» The process of removing workforce members” authorization credentials
for physical access when such access is no fonger required

« |dentification of how visitors” access is monitored
s Methods for controlling and managing physical access devices
» Fadilities and areas that have physical access controf implemented to

IT personnel revoke terrmnated employee hysrca! access nghts upon

Security personnel monitor access to the facllmes entrances and manage

Personnel at the facilities are distinguished as being either an employes,
customer, or contractor with a functioning color-coded badge access card or

\fsntors are required to present a proture |dent|ﬁcat|on card whrch is erther
retained or digitally scanned, and must be escorted by authorized individuals

Security personnel asslgn access nghts to emptoyees for physrcal secunty

The data center U|]|IZGS a two-factor authentlcatlon system at the main
entrance that requires an access code and badge access card credential for

Aocess to physical areas that oontam etectronic |nformat|on systems Is
restncted to badge access cards assigned to authonzed personne!

Secunty personnel utllrze surverllanoe cameras to monitor the main entrance

funchon
1.82
procedures
issued
; safeguard ePHI
. 1.83
notifi catlon of employee tenntnatron
- 1.84
E visitor access 24 hours per day.
| 1.85
: a vrsrtor wrth a non- functjonmg vrsrtor badge
1.86
| before being granted access to the facrlmes
| 187
‘ facmty and data center
| 1.88
| zones through the use of predef ned access groups.
189
1 authonzed entry |nto the data center.
\ 1.9‘0
191
i
| access into the facilities.
1.92 ,[

§164 310(a}(2)(w) implement pohcres and procedures to document repalrs and modlficatlons to the physu:al components

[ for ad hoc mvestlgations

‘ of a facrllty whlch are related to secunty (for exampte hardware walls doors and Iocks)

1 .93

g Seourrty potrcres and procedures are documented to gurde employee
. activities for granting, controlling, and monitoring physical access fo the data
ll oenters

A badge access system is in place to eontrol access |nto and throughout the

No exceptions noted.

No exceptions noted.

; No exceptions noted. ' 7
to the data centers and Identify visitors and contractors prior fo granting them |

No exceplions noted.

Nao exceptions noted.
e

No exoeptrons noted

No exceptrons noted

No excepttons noted

| No exceptions noted.

i No exceptions noted.

Drgrtal surverl!ance vrdeo camera reeordlngs are archwed allow:ng capablllty No exoepttons noted

No excephons noted

-
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1.94 | Aticketing system is utilized to document and track repairs and modifications | No exceptions noted.

to physical security components within the facility,

R ettt e I e

§164 310(b): Implement policies and procedures that specify the proper functions to be performed, the manner in which
those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of
workstatlon that can access electronlc prolecled health |nformatron

[ Not appllcable Protected heatth informatron is not stored or processed on Swrtch workstattons i

§164.310(c); Implement phystcal safeguards for all workstations that access electrontc protected health information, to
restrict access to authorized users.

_I Not appllcable Protected health information is not stored or processed on Swrtch worl(statlons

§164. 310(d)('t) Implement policies and procedures that govern the recelpt and removal of hardware and electronic medla
that contain electronic protected heatth information, into and out of a facility, and the movement of these items within the
facmty

{ Not appllcabte Protected health mforrnatton is nol stored or processed on Swrtch workstattons

§164.310(dX2)(i}: Implement poHcles and procedures to address the final disposition of electronic protected health
mfonnatlon and/or the hardware or electronlc medla on which it is stored

Not applicable. Device and medla controls addresslng the re-use of ePHI are lhe I’%DOHSlblllty of Sw:tch S
customers.

before the medra are made available for re-use.

Not applicable. Device and media controls addressrng the re-use of ePHI are the responstblllty of Switch's
customers

§1l34 310(d)(2){rlt) Malntarn a record of the movements 1of hardware and electronic media and any person responsrble
therefore.

Not appltcable Malntsnanoe of records of movements of hardware and eEectronlc media are the responslblllty of
Swnch ] customers

§164 310(d)(2)(lv) Create a retnevab!e exact copy of electrontc protecled health mformatlon when needed before
movement of equ:pment

systems to backup ePHI.

P ,,i Not applicable. S-.wtch customers are resp-onsrble for conﬁgunng back

§164 312{a}1): Implement technical po!tcnes and procedures for electronic |nformatlon systems that malntaln electrontc
protected health information to allow access only to those persons or software programs that have been granted access
nghts as speciﬁed in §164 308(a)(4)

l Not appllcable ThtS controi requtrement |s the responsrbthty of Swm:h customers

§164 312(a)(2)(l) Assrgn a unrque name and/or number for |dent|fy1ng and tradung user tdentlty

l Not app!lcable ThIS control requirement is the resporslbtllty of Swrlch customers

: §164 312(a)(2)(u) Establlsh (and implement as needed) procedures for obtalnlng necessary electronlc protected health
: infon’natlon dunng an emergency.

l Not apphcable This control requrremenl ls the responsrbltlty of Swrtch customers

. §164 312(a)(2)(m) Implement electronic procedures that terminate an electronrc session after a predetermlned tlme of
. madt\nly

Not apphcable Thrs control requtrement is the responslblhty of Swrtch customers

§164 312(a}(2)(|v) lmplement a mechanlsm to encrypt and decrypt electronrc protected health mfonnat]on
‘ 1 Nol appllcable ThlS control requrrement lS the responsrbllrty of Swrtch customers

§164 312(b) Implement hardware software and/or procedural mechantsms that reoord and examineg actwrty in mfomtatlon
systems that contain or use electronlc protected health mformatton i

] Not appllcable Thns control reqwrement is the responslbrlrty of Swrtoh customers
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§164.312(cY1): Implement policies and procedures to protect electronic protected health information from improper
alteration or destruction.

l Not applicable. This control requrrement is the responsrbrtrty of Switch customers

—_— RN ..

§164.312(c}2): Implement electronic mechanisms to corroborate that electronrc protected health information has not been
altered or destroyed in an unauthonzed manner.

1 Not apphcable This control requrrement is the responsrbr!rty of Switch customers.

§164 312(d): tmplement procedures 1o verify that a person or entity seeking access to efectronic protected health :
lnformauon is the one claimed.

| Not appllcable Thrs control requrrement |s the responsrbrtrty of Swrtch customers.

§164 312(e)-(1) Impiement technrcal security measures to guard agarnst unauthonzed access to etectronlc protected health
rnformatron that is berng transmrtted over an electronrc communications network.

l Not applrcable ThIS control requrrement |s the responslbrlrty of Swrtch customers

§164 312{e}{2)i): Implement security measures o ensure that electronrcalty transrnrtted electronrc protected health
rnformatron is not wnproperty modified without detectron unitit drsposed of.

J Not applrcable This control requirement is the responsibility of Swrtch customers

§164 312(e)(2)(|l) Implement a mechanism to encrypl electronic protected health |nformatton whenever deemed
appropriate.

TNot apphcable Thrs control requrrement is the responsrbrllty of Swrtch customers

§164.314(a){1). The contract or other arrangement between the covered entrty and its buslness assoctate required by
§164 308(b)(3) must meet the requirements of paragraph (a)(2)(|) or (a}(2)ii) of thrs sectron as apphcable

1.95 Pollcles and procedures arein plade to guide personnd! in the selectron and No exceptions noted.
engagement with business associates or subcontractors who create, raceiva,
maintain, or fransmit ePHI

1. 96 The entity requires that business associates and subcontractors srgn & No exceptions noted.
nondisdosure agreement and acknowledge the requirements for the
conf dentratlty mtegnty and availability of ePHi

§164 31 4(a)(2)(r)(A) The contract must provide that the busrness assocrate wrll- (A) Comply wrth the applrcable -
requrrements of thls subpart

197 Polrcres and procedures arein place to gurde personnel in the selectron ano No excepttons noted
engagement with business associates or subcontractors who create, receive,
marntarn or transmrt ePHI

1.8 Customer service agreements arein place that requrre subcontractors to i No exceptions noted.
oomply with security requirements of the system and notify management of
suspected securrty |ncrdents

i 1.99 i Subcontractors attend a secunty onenlatton and srgn an acknowledgment No exceptions noted. '
f { fon'n agreemg to the requrrements for the secunty of systems

‘ §164 314(a)(2)(r)(B) The contract must provrde that the busrness assocsate wrll in accordance wlth §164 308(b)(2) ensure
| that any subcontractors that create, receive, maintain, or transmit elactronic protected health information on behalf of the

l business associate agree 1o comply with the applicable requirements of this subpart by entering into a contract or other

! arrangement that complles wrth thrs sectron

1.100 Polrcres and procedures arein place to gurde personnei in the select}on and No exceptrons noted
l engagement with business associates or subcontractors who create, receive,
mamtaln or transmrt ePHE

l i
i 1.101 l Custorner service agreements arein plaoe that requrre subcontractors to No exceptrons noted
i

comply with security requirements of the system and notify management of
suspected securrty mcrdents l
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“ Control Activity

¢ §164. 314(a){2)(l}(C) The contract must provide that the business associate wil report to the covered entity any security
l incident of which it becomes aware, including breaches of unsecured protected health information as required by §164.410

r1102

§164 314(a)(2)-(n) The covered entily is in compliance with paragraph (a){1) of thrs section if it has another arrangement in

Customer service agreements are in place that requiire subcontractors to
comply with security requirements of the system and notify management of
suspected secunty |nc:|dent5

Subcontractors attend a securlty onentahon and slgn an admowledgment

form agreeing to the requirements for the security of systems.

No exceptions noted.

Ne exceptions noted. -

i plaoe that meets the requirements of §164 504(e}(3)

1.104 Custorner service agreements are in place that require sub-contractors to
comply with security requirements of the system and notify management of
suspected security incidents.

1.105 | Subcontractors attend a secunty onentatton and sign an acknowledgment

form agreeing fo the requrrements for the secunty of systems.

1.108

110?

' §164.31

r

Customer service agreements are in place that requlre subcontractors to
comply with security requirements of the system and notify management of
suspected security |nc1dents

§164 31 4(a}2)iii): The requiremants of paragraphs (a}2)i) and (a)(2)(u) of thls section apply to the contract or other
arrangement between a business associale and a subcontractor required by §164.308(b¥4) in the same manner as such
requlrements apply to contracts or other arrangements between a covered ennty and busrness associate.

No exceptlons noted.

No exceptions noted.

Subcontractors sign agreements o acknowledge that requtrements that apply
to subcontractors in the same manner as requirements apply to contracts or
other arrangements betWeen a covered entlty and busrness assocrate

No exceptrons noted

4{a)(b)(1) Except when tl'le oniy electromc protected health lnformatron disclosed to a plan sponeor is dtSdOSGd
pursuant to §164.504()(1Xii} or (iii), or as authorized under §164.508, a group health plan must ensure that its plan
documents provide that the plan sponsor will reasonably and appropriately safeguard electronic protected health

' mfon'natlon created received, malntalned or transmrtted to or by the plan sponsor on beheh‘ of the group heatth plan

o

1
;

i Not applrcable Swrtch is not a group health plan.

- §164.314(bX2Xi}: The plan documents of the group health plan must be amended to tnoorporate provisions to requrre the

. plan sponsor to~ (i} Implement administrative, physical, and technical safeguards that reasonably and appropriately protect

the confidentiality, Integrity, and availability of the electronic protected health information that it creates, receives, maintains,
! or transmits on behalf of the group health plan

§164 31 4{b)(2)(|r) The plan documents of the group health plan must be amended to rncorporate prowsrons to requrre the l

l Not apphcable Swttch is not a group health plan

'
I
1
t
i
i

PR

¢ plan sponsor to— (i) Ensure that the adequate separation required by §164.504(f{2iii) is supported by reasonable and
appropnate seourtty measures

Not appllcable Swrtch is not a group health plan o

§164 314{b)(2)(ln) The plan documents of the group health plan must be amended to mcorporate provrsmns to requrre the |
plan sponsor to— (lii) Ensure that any agent to whom it provides this information agrees to implement reasonable and

' appropn

ate securrty measures to protect the mformatton

: Not appircable Swrtch is not agroup health plan

§164 314(b)(2)(|v) The plan documents of the group health plan must be amended to moorporate provrsrons to requrre the
p!an sponeor to- (lv) Report to the group | health plan any secunty mctdent of whlch rt becomes aware.

Not appltcable Swrtch ls not a group heatth plan



§164.316(a). Implement reasonable and appropriate poticres and procedures to comply with the standards, implementation
specifications, or other requirements of this subpant, taking into account those factors specified in §164.306{b}2Xi), (iH), (iii),
and (iv). This standard is not to be construed to permit or excuse an aclion that viclates any other standard,
implementation specification, or other requirements of this subpart. A covered entity or business associate may change its
policies and procedures at any time, provided that the changes are documented and are impfemented in accordance with
thts subpart

1.108 | Policies and procedures are in place to address spec:tﬁc pollc:tes and l No excaptions noted
procadures needed to comply with the standards, implementation
specification, or other requirements of the HIPAA Security Rule.

§164 316(b){(1): (i) Maintam the policies and procedures implemented to oomply with this subpart in written (whtch may be
electronic) form; and(ii} if an action, activity or assessment is required by this subpart to be documented, maintain a written
(wh;ch may be electronic) record or the action, actwlty or assessment

1.109 | Policies and procedures are in place that address the entity maintairing No exceptions noted.
written policies and procedures related to the security rule and written
documents of (if any) actions, activities, or assessments raquired of the
HIPAA Security Rule.

§164. 31 6(b)(2)(|) Retain the documentatton requrred by paragraph {b){1) of this sectton for 6 years from the date of tlS
1

creation or the date when it last was in effect, whichever is later.

Sy S |

1.110 | Policies and procedures are in place that address requured doeumentatlon No exceptions noted.
being retained for six years from the date of its creation or the date when it
last was in effect.

: §164 316{bX2Xiii): Rewew documentat:on perlodlcally, and upclate as needed in response to envnronmental or operahonat |

§164. 31 6{b)(2)(u) Make dooumenlatron avallabte to those Dersons responsrble for implementing the procedures to which
the dooumentatlon pertams

1 1 11 Pohctes and rocedures are made available to the workforce members Nojexceptions noted.
responsible for implementing the pertaining procedures via the company
SharePoInt

I 1.112 | Policies and procedures are in ptace that dictate the review and update of No excepttops noted

[
: changes affecting the security of the etectromc protected heatth mformatron
b
|

HIPAA Security Rule related policies and procedures on at least an annual
basis.

HITECH BREACH NOTIFICATION RULE

u Control Actsv;ty . N Resuits

§164 530(b) (d) (e) (g) (h) (l) and (J) wtth respect to 45 CFR Part 164, Subpart D ("the Breach Notification Rule™).

§164 414(a): Admlnlstratlve Requirements A cevered entrty is requrred to oompty wuth the admlnlstratwe requtrements of

[ Not app!tcable Swrtch isnota covered entlty

§164 530(b) Trammg All workforce mernbers must receive tralntng pertaimng te the Breach Notrt‘ catron Rule -

2.01 [ Policies and procedures are ln piaoe tl'tat address training the workforce on | No exceptrons noted.

the Breach Notnftcanen Rules ‘

202 ' | Employees oornptete trarnmg on an annuat bas:s to understand thelr t No exceptions noted: N
| obligaticns and responsibilities to comply with the HITECH Breach | ;

| Notification Rule. i

§164 530(d) Complatnts Atl oovered entmes must prowde a process for mdmcluats to complaln about lts comphance wnth
the Breach Notification Rule.

‘ Not appllcable Swrtch is not a oovered entlty
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§164.530(e): Sanctions. All covered entities must sanction workforce members for failing 1o comply with the Breach
Nohﬂcatron Rule.

l Not applicable. Swrtch is not a covered enuty

§164.530(g); Refraining from Retaltatory Acts. All covered entttres must have polrcres and procedures in place to prohibit
retairatory acts

t Not appitoabte Smtch is not a covered ent:ty

§164 530(h): Waiver of Rtghts AII covered entlliee must have poltctes and procedures in place to prohlbrt |t from requrnng
an individual to waive any rights under the Breach Notification Rule as a condition of the provision of treatment, payment,
enrollment in a health plan, or eligibility for benefits.

[ Not appltcable Swrtch is not a covered entzty

§164 530(r) Polrcree and Procedures All covered entrtres must have polrcres and procedures that are consnstent wrth the
requrrements of the Breach Notrﬂcatron Rule

§164.530(): Dowmentatron AII covered entities must have polrcres and procedures in place for marntarnrng
documentatron

l Not appticabfe Swltch is not a covered enuty

§164. 402 Definitions: Breach - Rask Assessment Breach means the acqursrtron access, use, or dlsclosure of PHlin a
manner not permitted under subpart E of this part which compromises the security or privacy of the PHI. (2) Except as
provided in paragraph {1} of this definition, an acquisition, access, use, or disclosure of PHI in a manner not permitted
under subpart E is presumed to be a breach unless the covered entity or business assodate, as applicable, demonstrates
that there is a low probability that the PHI has been compromised based on a risk assessment of at least the following
factors: (i) The nature and extent of the PHI involved, including the types of identi and the fikelihood of re-identification:
(i) The unauthorized person who used the PHI or to whom the disclosure was made; (i} Whether the PHI was actually
acqurred ar vrewed anci (rv) The extent to whroh the nsk to the PHI has been mttlgated

2.03 Documented ascalation pohcies and procedures are in place to guide No exceptrons noted
employees in reportlng, actrng upon, and resolving reported events

2.04 | Arisk assessment is performed to determrne whether a notification must be No e);ceptronsino;ad
provided when an impermissible acquisition, access, use, or disclosure of
| PHI oceurs, in accordance wrth pollc!es and prooedures

!
S SO SO

2.05 Secunty personnel monitor access to the faolrtres entrancee and rnanage No exoeptrons noted
visitor acoess 24 hours per day to respond o customer inguirtes, support
issues, and rncrdents

1
SR SR [, e e O e
i
|

208 | IT personnet utrlrze an automated tlcketrng system to document secunly t No exceptlons noted
violations, responses, and resolution.




Control Acmmy e

§164.402: Det“nrtrons Breach Exceptions - Unsacured PHI. Breach means the acquisition, access, use, or disclosure of
PHI in a manner not permitted under subpart E of this part which compromises the security or privacy of the PHIL. (1)
Breach excludes: (i} Any unintantional acquisition, access, or use of PHI by a workforce member or person acting under the
authority of a covered entity or a business assodiate, if such acquisition, accass, or use was made in good faith and within
the scope of authority and does not result in further use or disclosure in a manner not permitted under subpart E of this
part.(ii} Any inadvertent disclosure by a parson who is authorized to access PHI at a covered entity or business associate to
another person authorized to access PHI at the same covered entily or business associale, or organized health care
arrangement in which the covered entity participates, and the information received as a result of such disclosure is not
further used or disclosed in a manner not permitted under subpart E of this part. (iii) A disclosure of PHI where a covered
entity or business associate has a good faith belief that an unauthorized person to whom the disclosure was made would
not reasonably have been able to retain such information. (2) Except as provided in paragraph (1) of this definition, an
acquisltion, access, use, or disclosure of protected health information in a manner not permitted under subpart E is
presumed fo be a breach unless the covered entily or business associate, as applicable, demonstrates that there is a low
probability that the protected health information has been compromised based on a risk assessment of at least the following
factors:{i) The nature and extent of the protected health information involved, Including the types of identifiers and the
likelihood of re-identification;(ii} The unauthorized person who used the protected heaith information or to whom the
disclosure was made(iii) Whether the protected health information was actually acquired or viewed; and(iv) The extent to
which the risk to the protected health information has been mitigated. Unsecured protected health information means
protected health information that is not rendered unusable, unreadable, or indecipherable to unauthorized persons through
the use of a technology or methodology specified by the Searetary in the guidance issued under section 13402(h)(2) of
Publrc Law 114-5.

2 07 Documented escalation pollcres and procedures are in place to gurde No exoeptlons noted
emp!oyem in reporting, acting upon, and resolving reported events

SR e PR S R

2.08 | Arisk assessment is performed to determine whether a notification must be No exceptions noted.
provided when an impemmissible acguisition, access, use, or disclosure of
PHI ocCurs, |n aocordance with pohcres and procedures

S ,{

PR S S .
‘}2.09 Securlty personnel monitor access to the fadilities' entrances and manage No exceptions noted

visitor access 24 hours per day to respond to customer inguiries, support
|ssues and Inmderrts

2.10 iT personnel utifize an automated trcketmg system to document secunty
violations, responses, and resolutron

No e:rceptions noted.

§164 404{a)X1): Notice to Indlvrduals A covered entity shall, following the drscovery of a breach of unsecured protected
health information, nolify each individual whose unsecured protected health information has been, or is reasonably believad
by the covered entity to have been, accessed, acquired, used, or disdosed as a resutt of such breach. (2) Breaches
treated as discovered. For purposes of paragraph (a}{1) of this section, §164.406(a), and 164.408(a), a breach shall be
treated as discovered by a covered entity as of the first day on which such breach is known to the covered entity, or, by
axercising reasonable diligence would have been known to the covered entity. A covered entity shall be deemed to have
knowledge of a breach Iif such breach is known, or by exercising reasonable diligence would have been known, to any
person, other than the person commitling the breach, who is a workforce member or agent of the covered entity
(determrned in accordance wtth the federal common Iaw of agency)

0! Not appircabfe Switch is not a covered entrly

§164 404(b) Timehness of Nonﬁcalrons Exwpt as provrded in §164 4‘12 a oovered entrty shall provrde !he notrﬁcahon ‘
required by paragraph (a} of this section without unreasonable delay and in no case later than 60 calendar days after
dlscovery of a breach

1 Not applrcable Swrtch ls nota covered entlty

§164 404{0}(1) Content of Nonﬁcatlon The notrf cation requrred by paragraph (a) of thrs sectron shall mclude to the extent
i possible:(A) A brief description of what happened, induding the date of the breach and the date of the discovery of the
: breach, if known;{B) A description of the types of unsecured protected health information that ware involved in the breach

‘, (such as whether full name, social security number, date of birth, home address, account number, diagnosis, disability |
| code, or other types of information were involved);(C) Any steps the individual should take to protect themselves from i
| potential harm resulting from the breach;(D) A brief description of what the covered entity is doing to investigation the

i breach, to mitigate harm to individuals, and to protect against further breaches; and (E) Contact procedures for individuals

|
|
| to ask questions or learn additional infformation, which shall include a toll-free telephone number, an e-mail address, Web 1

‘ srte or postal address (2) The hotn‘“ catron requrred by paragraph (a) of thls sectlon shall be wntten in plaln Ianguage

37



§164.404(d): Methods of Not:ﬂmtton The notlf' catlon requrred by paragraph (a) of this sectton shall be provided in the
following form:(1) (i} Written notification by first-class mait to the individual at the last known address of the individual or, if
the individual agrees to electronic notice and such agreement has not been withdrawn, by electronic mail. The notification
may be provided in one or more mailings as information becomes avaitable. (i) if the covered entity knows the individual is
deceased and has the address of the next of kin or personal representative of the individual (as specified under
§164.502(gX4) of subpart E), written notification by first-class mail to either the next of kin or personal representative of the
individual is required. The notification may be provided in cne or more mailings as information is available, (2) Substiiute
notice. In the case in which there is insufficient or out-of-date contact information that precludes written notification fo the
individual under this paragraph (d}1){i) of this section, a substitute form of notica reasonably calculated to reach the
individuat shall be provided. Substitute notice need not be provided in the case in which there is insufficient or oul-of-date
contact information that preciudes written notification to the next of kin or personal representative of the individua! under
paragraph (dX1}(1).(i} In the case in which there is insufficient or out-of-date contact information for fewer than 10
individuais, then substitute notice may be provided by an alternative form of written notice, telephone, or other means.(#) In
the case in which there is insufficient or out-of-date contact information for 10 or more individuals, then such substitute
notice shall: {A) Be in the form of either a conspicuous posting for a period of 90 days on the home page of the Web site of
the covered entity involved, or conspicuous notice in a major print or broadcast media In geographic areas where the
individuals affected by the breach likely reside; and (B} Include a toll-free number that remains active for at least 90 days
where an individuat can tearn whether the individual's unsecured protected health information may be included in the
breach.{3) In any case deermned by the covered entity to reguire urgency because of possible imminent misuse of unsecured
protected health information, the covered entity may provide information to individuals by telephone or other means, as
appropnate in addition to notice prowded under paragraph (dX1) of this sectlon

’ Not apphcable Switch is not a covered entity.

§164 406{a). Notification to the Media. For a breach of unsecured PHI lnvolvmg maore than 500 residents of a State or
jurisdiction, a covered entity shall, following the discovery of the breach as provided in §164.404(a¥2), notify prominent
media outlets serving the State or jurisdiction.(b)Except as provided in §164.412, a covered entity shall provide the
notification required by paragraph (a} of this section without unreasonable delay and in no case later than 60 calendar days
after discovery of a breach.(c) The content of the notification required by paragraph {a) of this section shall meet the
requrrements of §164 404(c). f

e .

[ Not appllcable Switch is not a covered entity.

: §1 64 408 Nottf cation to the Secretary {(a)A oovered entity shall, fottowmg the dlscovery of a breach of unsecured
protected health information as provided in §164.404(a}2), notify the Secretary.(b) For breaches of unsecured protected
health information involving 500 or more individuals, a covered entity shall, except as provided in §164.412, provide the
notification required by paragraph {a) of this section contemporanecusly with the notice required by §164.404(a) and in the
manner specified on the HHS Web site.(c) For breaches of unsecured protected health information involving less than 500
individuals, a covered entity shall maintain a log or other documentation of such breaches and, not later than 60 days after
the end of each calendar year, provide the notification required by paragraph (a) of this section for breaches discovered
dunng the precedtng calendar year, tn the manner spectﬂed on the HHS Web site.

Not apphcable Swrtch ts not a covered entlty

§164 410 Notlf cation by a Busnness Assoctate (a) Standard (1) General Rule A busmess aseoc:ate shall fotlowrng the
discovery of a breach of unsecured protected health information, notify the covered entity of such breach, {2) For purposes
of paragraph (a}{1) of this section, a breach shall be treated as discovered by a business associate as of the first day on
which such breach is known to the business associate or, by exercising reasonable diligence, would have been known to
the business assodiate. A business associate shall be deemed to have knowledge of a breach if the breach is known, or by

i exercising reasonable diligence would have been known, to any person, other than the person committing the breach, who

. is an employes, officer, or other agent of the business assoclate (determined in accordance with the federal common law of
: agency).(b) Except as provided in §164.412, a business associate shall provide the notification required by paragraph (a) of :
. this section without unreasonable delay and in no case later than 60 calendar days after discovery of a breach.(cX1) The ‘
: notification required by paragraph (a) of this section shall include, 10 the extent possible, the identification of each individual
. whose unsecured protected health information has been, or is reasonably believed by the business assodate to have been, !
- accessed, acquired, used, or disclosed during the breach. (2) A business associate shall provide the covered entity with
any other available information that the covered entity is required to include in notification to the individual under

. §164.404(c} at the time of the notification required by paragraph {a) of this section or promptly thereafter as information
; becomes avallabte

1

Documented pollctes and procedures are in place to gmde personnel in the j No exceptrons noted.
procedures for notifying covered entities of a suspected breach within 60 ,; !
calendar days of dnscovery :

i
lT personnel uti[lze an automated ttcketmg system to document secunty i No excepttons noted.
vtolatrons responses, and resolutton 1

AL O R




Controi Ac’ewuty I

2.13 Operatrons personnel configure priority ratings for tickets created by the No exceptions noted. ]
i ttCkBtlng system dependlng on urgency and impadt levels.
tr 2.14 | Documented customer support prooedures are in place to guide personnel in | No exeptions noted.
; customer support activities that include, but are not limited to, the following:
«  Tickeing
«  Communication ko customers
‘ s  Customer complaint resoldion
T e  Maintenance
+ Event response

§164 41 2: Law Enforcement Delay. K a Iaw enforcement ofﬁctai states to a covered entlty or busmess assocuate that a

notification, notice, or posting required under this subpart would impede a criminal investigation or cause damage to
national security, a covered entity or business associate shall: (a) If the statement is in writing and specifies the time for

. statement as described in paragraph (a} of this section is submitted dunng that tlme

;2.5

Pol:ctes and procedures are in place to guide workforce personnel on how to
respond to a law enforcement statement that a nofice or posting would
Impede a criminal invastigation or damage national security.

; Management complies with law enforcement delay requests for breach
; notifications.

3 64 414(b): Burden of proof. In the event of a use or disclosure in wolatlon of subpart E. the oovere-d entity or busmess
; associale, as applicable, shall have the burden of demonstrating that all notifications were made as required by the subTart i

| or that the use or dtsctosure d|d not constitute a b}each as deﬂned at §164.402.
2 17

Documented potlc;es and procedures are in place to help ensure that
notifications are made as required or that an impermissible use or disclosure
d|d not constitute a breach.

2.18 | Arisk assessmentis performed to determlne whether a nottt" cation must be

provided when an incident results in impermissible acquisition, access, use,
or dlsctosure

219

1T personnel utlllze an automated tlcketlng system to document secunty
violations, responses, and resolution.

which a delay is required, delay such notification, notice, or posting for the time period specified by the official; or (b) If the
statement is made orally, document the statement, including the identity of the official making the statement, and delay the
notification, notice, or posting temporarily and no longer than 30 days from the date of the oral statement, unless a written

-
N
E

t No exoepttons noted

‘ No exceptions noted

E No excepttons noted

L

exceptlons noted

No exceptlons noted

)
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i
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HIPAA PRIVACY REQUIREMENTS

As part of the assessment, Swilch raviewed the various privacy safeguards with HIPAA and found them to be not
applicable to Switch due to the fact that Switch is neither considered a covered entity nor has any logical access to
data. Switch assumes all customers contracting with Switch maintain relationships, either directly or indirectly, with
the patient or the payer directly. The requirements under the HIPAA Privacy Rules are primarily the responsibility
of the customer.

Scheliman noted in the previous section that based on the nature of its services, Switch maintains no logical access
to customer data “where the provision of the service involves the disclosure of protected health information from
such covered entity” as is referenced in definition of a Business Associate per 45 CFR 160.103. Swilch's
responsibility is limited to the HIPAA physical and applicable administrative safeguards. Additionally, no technical
safeguards from HIPAA or HITECH were tested due to Switch not having access to customer systems.

Limitation

As noted in the opinion letter, a report issued in accordance with SSAE 18, Attestation Standards: Clarification and
Recodification, does not provide a legal determination of an entity's compliance with any specified requirements,
and as such, the deliverables will not provide a legal determination of Client's compliance with the Specified
Reguirement.

Use and Disclosures — §164.502

As Switch is not a covered entity, it is not required to follow the use and disclosures r;equirements set forth in
§164.502 - §164.514. i

Notice of Privacy Practices §164.520 — §164.530

As Switch is not a covered entity and does not maintain relationships with the patient or payer directly, the notice
of privacy practices cited in §164.520 — §164.530 are not applicable.

M
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INDEPENDENT SERVICE
AUDITOR’S REPORT



dschellman

INDEPENDENT SERVICE AUDITOR’S REPORT

To Switch, Lid.:

Scope

We have examined Switch, Lid.'s (“Switch” or “service organization”) description of its Switch Colocation Services
system throughout the period October 1, 2022, to September 30, 2023 {the “description”), and the suitability of the
design and operating effectiveness of controls included in the description to achieve the related control objectives
stated in the description, based on criteria identified in "Management's Assertion” in Section 2 (the “assertion”). The
controls and control objectives included in the description are those that management of Switch believes are likely
to be relevant to user entities’ internal control over financial reporting, and the description does not include those
aspects of the Switch Colocation Services system that are not likely to be relevant to user entities’ internal control
over financial reporting.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Switch's controls are suitably designed and operating
effectively, along with related controls at the service organization. Qur examination did not extend to such
complementary user entity controls, as applicable, and we have not evaluated the suitability of the design or
operating effectiveness of such complementary user entity controls.

The information included in Section 5, "Other Information Provided by Switch” is presented by management of
Switch to provide additional information and is not a part of Switch's description of its Switch Colocation Services
systemn made available to user entities during the period Ocfober 1, 2022, to September 30, 2023. Information in
Section 5 has not been subjected to the procedures applied in the examination of description of the Switch
Colocation Services system and of the suitability of the design and operating effectiveness of controls to achieve
the related control objectives stated in the description of the Switch Colocation Services system.

Service Organization’s Responsibilities

In Section 2, Switch has provided an assertion about the fairness of the presentation of the description and suitability
of the design and operating effectiveness of the controls to achieve the related control objectives stated in the
description. Swifch is responsible for preparing the description and for the assertion, including the completeness,
accuracy, and method of presentation of the description and the assertion, providing the services covered by the
description, specifying the control objectives and stating them in the description, identifying the risks that threaten
the achievement of the control objectives, selecting the criteria stated in the assertion, and designing, implementing,
and documenting controls that are suitably designed and operating effectively to achieve the related control
objectives stated in the description.

Service Auditor’'s Responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the description and on the suitability
of the design and operating effectiveness of the controls to achieve the related control objectives stated in the
description, based on our examination.

Our examination was conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants (AICPA} and International Standard on Assurance Engagemenis (ISAE) 3402,
Assurance Reports on Controls at a Service Organization, issued by the International Auditing and Assurance
Standards Board (IAASB). Those standards require that we plan and perform the examination to obtain reasonable
assurance about whether, in all material respects, based on the criteria in management’s assertion, the description
Is falrly presented, and the controls were suitably designed and operating effectively to achieve the related control
obiectives stated in the description throughout the period October 1, 2022, to September 30, 2023. We believe that
the evidence we obtained is sufficient and appropriate o provide a reasonable basis for our opinion.



An examination of a description of a service organization's system and the suitability of the design and operating
effectiveness of controls involves:

s Performing procedures io obizin evidence ahout the faimess of the presentation of the description and the
suttability of the design and operabing effectiveness of the condrols to achieve the related control objectives
stated in the description, based on the criteria in management’s assertion.

+ Assessing the risks that the description is not fairly presented and that the controls were not suitably
designed or operating effeclively to achieve the related control objectives stated in the description.

= Testling the operating effecliveness of those confrols that management considers necessary fo provide
reasonable assurance that the relafed contral objectives stated in the description were achieved.

s Evaluating the overall presentation of the description, suilability of the control objectives stated in the
description, and suitability of the criteria specified by the service organization in its assertion.

Service Auditor's Independence and Quality Conirol

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical
requirements in the United States of America related to the examination engagement. We have complied with
those requirements.

We have also applied the Statements on Quality Confrol Standards established by the AICPA and the Intemnational
Standards on Quality Management issued by the IAASB and, accordingly, maintain a comprehensive system of
quality confrol.

inherent Lirnitations

The description is prepared to meet the common needs of a broad range of user entities and their auditors who
audit and report on user entities’ financial statements and may not, therefore, include every aspect of the system
that each individual user entity may consider important in its own particular environment. Because of their nature,
conirols at a service organization may not prevent, or detect and correct, all misstatements in providing the Switch
Colocation Services. Also, the projection to the future of any evaluation of the faimess of the presentation of the
description, or conclusions about the suitability of the design of the controls to achieve the related control objectives,
is subject to the risk that controis at a service crganization may become ineffective.

Description of Tests of Conlrols

The specific controls tested, and the nature, timing, and results of those tests are listed in Saction 4 (the “Testing
Matrices™).

Opinion
in our opinion, in all material respects, based on the criteria described in Switch’s assertion in Section 2:

a. the description fairly presents the Switch Colocation Services system that was designed and implemented
throughout the period October 1, 2022, t¢ September 30, 2023;

b. the controls related to the control objectives stated in the description were suitably designed to provide
reasonable assurance that the control objectives would be achieved if the controls operated effectively
throughout the period October 1, 2022, to September 30, 2023, and as applicable, subservice organizations
and user entities applied the complementary controls assumed in the design of Switch's controls throughout
the period October 1, 2022, to September 30, 2023; and

¢. the controls operated effectively to provide reasonable assurance that the control objectives stated in the
description were achieved throughout the period October 1, 2022, to September 30, 2023, if, as applicable,
complementary subservice organization and user entity controls assumed in the design of Switch’s controls
operated effectively throughout the period Oclober 1, 2022, to September 30, 2023,

Resiricted Use

This report, including the description of the tests of controls and results thereof in the Testing Matrices, is intended
solely for the information and use of management of Switch, user entities of Switch’s Colocation Services system
during some or ali of the pericd October 1, 2022, to September 30, 2023, and their auditors who audit and report
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on such user entities' financial statements or internal control over financial reporting and have a sufficient
understanding to consider it, along with other information, including information about controls implemented by user
entities themselves, when assessing the risks of material misstatement of user entities’ financial statements. This
report is not intended to be, and should not be, used by anyone other than the specified parties.

_Scﬁama.& § oo LLC.

Tampa, Florida
November 8, 2023
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MANAGEMENT’S ASSERTION

We have prepared the description of Switch, Lid.’s (“Switch”) Colocation Services system throughout the period
October 1, 2022, to September 30, 2023 (the "description”), for user entities of the system during some or all of the
period October 1, 2022, to September 30, 2023, and their auditors who audit and report on such user entities’
financial statements or internal control over financial reporting and have a sufficient understanding to consider it,
along with other information, including information about controls implemented by user entities of the system
themselves, when assessing the risks of material misstatement of user entities' financial statements.

The description indicates whether certain control objectives specified in the description can be achieved only if
complementary user entity controls assumed in the design of Switch's controls are suitably designed and operating
effectively, along with related controls at Switch. The description does not extend to controls of the user entities.

We confirm, to the best of our knowledge and belief, that:

a. the description fairly presents the Switch Colocation Services sysiem made available to user entities of the
system during some or all of the period Oclober 1, 2022, to September 30, 2023, for providing the Switch
Colocation Services as it relates to controls that are likely to be relevant to user entities’ internal confrol
over financial reporting. The criteria we used in making this assertion were that the description:

i. presents how the system made avaitable to user entities of the system was designed and
implemented to process relevant user entity transactions, including, as applicable:

{1} the types of services provided Encluding,éas appropriate, the classes of transactions
processed;

{2} the procedures, within both automated and manual systems, by which those services are
provided, including, as appropriate, procedures by which transactions are initiated,
authorized, recorded, processed, corrected as necessary, and transferred to reports and
other information prepared for user entities of the system;

{3) the information used in the performance of the procedures including, if applicable, related
accounting records, whether electronic or manual, and supporting information involved in
initiating, authorizing, recording, processing, and reporting transactions; this includes the
correction of incorrect information and how information is transferred to the reports and
other information prepared for user entities;

{4) how the system captures and addresses significant events and conditions, other than
transactions;

{5) the process used fo prepare reports or other information provided for entities;

{6) services performed by a subservice organization, if any, including whether the carve-out
method or the inclusive method has been used in relation to them;

{7) the specified control objectives and controls designed to achieve those objectives,
including as applicable, complementary user entity controls and complementary
subservice organization controls assumed in the design of the Switch's controls; and

{(8) other aspects of our control environment, risk assessment process, information and
communication systems {including the related business processes), control activities, and
monitoring activities that are relevant to the services provided;

ii. includes relevant details of changes 1o the Switch Colocation Services system during the period
covered by the description; and

iii. does not omit or distort information relevant to the scope of the Swifch Colocation Services systemn,
while acknowledging that the description is prepared to meet the common needs of a broad range
of user entities of the system and their user audifors, and may not, therefore, include every aspect



of the Switch Colocation Services system that each individual user entity of the system and its
auditor may consider important in its own particular environment; and

the controls related to the control objectives stated in the description were suitably designed and operating
effectively throughout the period October 1, 2022, to September 30, 2023, to achieve those control
objectives if, as applicable, user entities applied complementary controls assumed in the design of Switch’s
controls throughout the period Cctober 1, 2022, to September 30, 2023. The criteria we used in making
this assertion were that:

i. therisks that threaten the achievement of the control objectives stated in the description have been
identified by management of Switch;

ii. the controls identified in the description would, if operating effectively, provide reasonable
assurance that those risks would not prevent the control objectives stated in the description from
being achieved; and

iii. the confrols were consistently applied as designed, including whether manual controls were appiied
by individuals who have the appropriate competence and authority.



SECTION 3

DESCRIPTION OF THE
SYSTEM



OVERVIEW OF OPERATIONS

Company Background

Switch is a technology infrastructure ecosystem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquartered in Las Vegas, Nevada, Switch is built on the
intelligent and sustainable growth of the Internet. The Founder and CEO, Rob Roy, has developed more than 700
issued and pending patent claims covering data center designs that manifested into Switch data centers and
technology solution ecosystems. Since the opening of their first colocation facility, Switch has delivered 100%
uplime across their facilities. At Switch, every team member is driven to produce real results for their clients —
technologically and financially. Switch data center ecosystems empower their clients with numerous options for
innovation, economies of scale, risk mitigation, sustainability, and investment protection,

Company Profile

Switch's advanced data centers are the center of their platform and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the only carrer-neutral colocation facilities in the world to be certified Tier IV Design, Tier IV Facility, and Tier
IV Gold in Operational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
IV standards. Swilch’s platform has powerful network effects and nurtures a technology ecosystem that benefits
its participants. Switch continues to further enhance these benefits as they innovate and expand their platform
ecosystem. Swilch currently has over 1,000 customers, including technology and digital media companies, cloud,
and managed service providers, financial institutions, and telecommunications providers.

The growing nexus between Internet connectivity, Internet-based services, data and anaiytics, and the |
advancement of computational processing power Is rapidly expanding the amount of data that enterprises can
access and manage. At the same time, the Internet of Everything is exponentially expanding the available data
sources, as utility grids, automobites, aircraft, home appliances, wearable devices, and numerous other sources
are all connecting to the Internet. The compute capacity necessary to manage and analyze this data is also
advancing and demanding increasing amounts of power to operate. Swifch believes that traditional technology
infrastructure is not capable of supporting the growing wave of mission critical data and increasingly powerful IT
equipment.

Switch presently owns and operates four primary campus locations, called Primes, which encompass fourteen
colocation facilities with an aggregate of over 5.3 million gross square feet (GSF) of space. These facilities have
approximately 470 megawatts (MW) of power available fo them. Primes consist of The Core Campus in Las Vegas,
Nevada; The Citadel Campus near Reno, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep
Campus in Atlanta, Georgia. Primes are strategically located in geographies that combine a low risk of natural
disaster, favorable tax policies for customers deploying computing infrastructure, and low latency connectivity to
major metropolitan markets, such as Los Angeles, San Francisco, Silicon Valley, Chicago, New York, Northemn
Virginia, and Miami. As a result, customers in these metropolitan markets can access Switch's colocation facilities
while reducing exposure to higher taxes, higher cost of power, and higher risk of natural disaster that might be
prevalent in other markets. Switch can also use their Switch Modular Optimized Design {(MOD) technology to build
single-user facilities and are actively pursuing opportunities to deploy this technology in a build-to-suit offering for
their enterprise customers.

As additional locations and sectors within the four existing Prime campus locations are opened for Colocation
Services, the same / similar controls tested within this report are implemented / in place.



Description of Services Provided

Physical Security
Exterior Barriers

From well-defined perimeters consisting of signage, blast walls, and gates, to clear avenues of approach and
backup perimeter barriers, the first layer of physical security is extensive. Exterior walls are constructed of either
steel reinforced poured concrete or masonry reinforced beyond building code requirements. Entry points are kept
to a minimum and each exterior door is reinforced, alarmed, access-controlled, and viewed by two dedicated fixed
cameras.

interior Barriers and Customer Compartmentalization

Exterior doors lead into specially engineered mantraps built over fire corridor wall consfruction. The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor biometric authentication of the card holder and are controlled via a 24 hour per day security officer and
mantrap relay logic. Each mantrap includes fixed cameras viewing sach door.

Each customer space, whether it is a cage, cabinet, or suite, is individually iocked, protected, and monitored.
Additional security safeguards, such as mantraps, intrusion sensors, and surveillance cameras, can be added io
these spaces at the customer’s request.

Posifive Access Controf

Positive Access Control is the application of a two-fold access principle stemming from the questions, "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walls, turnstiles, cameras, intercoms, and
biometric readers, Swilch's access control takes on further hardening by the Positive Access Control procedures
deployed at the facilities. Positive Access bontro! requires that a proprietary 24 hours per day officer staﬁeé! security
command center (SECOM) verifies that the person standing in the mantrap matches a file photo. After confirmation,
the officer activates the second proximity and biometric reader for use.

The access process is further continued with periodic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of personnel with
access to the facilities is conducted by the Security Director on a semi-annual basis.

Surveillance

Surveillance equipment for the facilities follows an elite standard set by a board-certified security professional. Fixed
cameras are high-resolution color (520 lines) or digital high definition (HD) with automatic low light switching,
capable of viewing up to 0.1 lux. Pan/{ilt/ zoom (PTZ) cameras are used on the exterior and areas of sensitivity.
Video is digitally recorded at common interchange format (CIF) resolution at 15 images per second (IPS) upon
motion at 4CIF 30 IPS upon operator command or at select zones requiring enhanced video. Video is retained for
100 +/- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the Identify, Observe and Understand (IOU) methadology. The 10U methodology includes constant
monitoring, use of cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeter and sensitive area intrusion.
Sensor types include infrared motion, ultrasonic motion, photoelectric motion, electromechanical, internal lock, and
seismic. These sensors are installed based on the environment or protection needs.

Security Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system instruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was
developed in accordance with the current American Society for Industrial Security (ASIS) International Guideline on
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Private Security Officer Selection and Training {ASIS GDL PSO-2010) and the 90-day field training officer {FTO)
program. A security supervisor oversees each shift and reports to the campus security manager. Security
supervisors are required fo attend a Security Management course, and officers in management positions are
required to be active members of ASIS International.

Please refer to the following link for related piciures and detailed information: http:/Aww.switch.com.

Infrastructure Operations {Environmental Security)

Switch employs the latest advanced environmental controls to protect the systems of its customers as well as
operating with energy efficiency. These systems are managed and monitored by the Data Center Operations (DCO)
and Energy Management Systems (EMS) teams.

Fire Profection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnel and a third-party monitoring company
for response. Data center areas are protected by aspirating smoke detectors, which are programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interlock
pre-action sprinklers require both a smoke detection event and the activation of sprinklers to release water into the
pipas. This allows for quick response to a fire with a lower risk of water damage in the case of a smaller fire or false
alarm.

Heating, Ventilation, and Cooling (HVAC)

Switch utitizes advanced, patentecf techniques starting with a custom-designed thermal separate compartment in
facility or (t-scif) air-flow system. This airflow system pulls the warm air away from customer systems into a separate
compartment. The warm air is taken out of the core SUPERNAP facility designed for 74 high- grade Switch-designed
and patented TSC-600 and TSC-1000 HVAC units which are physically adjacent to the data center, each coniaining
six types of air conditioning systems. Within the data centers, areas where warm or hot air travels are marked in
red.

Please refer to the following link for related pictures and detailed information: http:/fwww. switch.com.

Power Management

Switch utilizes multipte in-bound connections from electricity providers. Tri-redundant power systems, which
batance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply (UPS) devices which are fed by
generators across the campuses. Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for quick and succinct identification of circuits and to assist with
froubleshooting.

Please refer to the following link for related pictures and detailed information: hitp:/Mww.switch.com,

Support for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NOC).
NOC and engineering staff are available to assist with network troubleshooting and provide “hands-on” services to
support customers.

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication
of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.
NOC representatives monitor customer inquiries, support issues, and incidents on a real-time basis. Issues are
documented in the Living Data Center (L.DC) ticketing system and tracked to resolution.

The ticketing system / customer relationship management (CRM) system contains a complete purchased product
hierarchy, installed equipment, and the physical and logical infrastructure layouts of individual customer solutions.
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The complete history of customer service requests and incidents are recorded in the ticketing system. Cusfomer-
specific information is handled confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthermore, volume analysis, response times, and procedural adherence are monitored to help ensure
customer obligations are met.

Network Management and Monitoring (Logical Securi

Since Switch has no logical access to any customer’s equipment or data, each customer is responsible for its own
network security. Switch manages the network connectivity to the Internet via its multiple providers. Switch's core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are
configured for high availability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

Switch's Colocation Services system environment is an information technology general control (ITGC) system, and
user entities are responsible for the procedures, by which transactions are initiated, authorized, recorded,
processed, corrected as necessary, and transferred to reports and other information presented to them; additionally,
user entities are responsible for the procedures and controls governing the related accounting records, supporting
information, and specific accounts that are used to initiate, authorize, record, process, and report transactions
processed within Switch's Colocation Services system; this includes the correction of incorrect information and how
information is transferred to the reports and other information prepared for those user entities.

System Boundaries

The scope of this report is limited to the Colocation Services for the following facilities:

s las Vegas, Nevada » Reno, Nevada |
o Las Végas 2(LAS 2} o Reno1 E(RNO 1)
o LasVegas4{LAS4) o Reno 2{RNO 2)
o LasVegas 5(LAS 5) + Grand Rapids, Michigan
o LasVegas 7 (LAST) o Grand Rapids 1 {GRR 1)
o LasVegas 8 (LAS 8) + Aflanta, Georgia.
o LasVegas 8{LAS9) o Aflanta 1 (ATL 1)

o LasVegas 10 (LAS 10)
o LasVegas 11 (LAS 11)
o Las Vegas 12 (LAS 12)
o Las Vegas 15 (LAS 15)

The Colocation Services include the physical infrastructure, power, and dafa conneclivity needed to house
information systems of user entities. Switch provides certain physical and environmental security mechanisms to
safeguard user entities’ physical assets from unauthorized access and environmental threats. The specific control
objectives and related control activities included within the scope of this engagement can be found in Section 4 of
this report.

A system is designed, implemented, and operated to achieve specific business objectives in accordance with
management-specified requirements. The purpose of the system description is to delineate the boundaries of the
system, which includes the services outlined above and the system components described below.



Infrastructure and

Software

The in-scops infrastructure consists of multiple applications and operating system platforms, as shown in the table
below:

7The Living Ijz;fgiidverall environmental conditions monitoring as well
Center (LDC) | as ticketing system capability to track incidents and Linux
Apptication resolutions.
Microsoft . L
; . Network domain supporting internal systems '
AC"\E? Dlrr?ctory applicable to the Colocation Services. Windows
omain
Cisco Border | Network devices in place to direct traffic and filter Cisco Intermetwork
and Private unauthorized inbound network fraffic from the ¢ Operating System
Routers Internet. | (108)
Physical access control supporting the Colocation ]
Honevwell Services at the Las Vegas, Reno, and Grand Rapids
Badde /{\gce s facilities that was decommissioned during Novermber
Sg stomn 2022. The in-scope facilities using Honeywell
4 transitioned to C-Cure prior to the end of November Windows
2022.
Physical access control supporting the Colocation
AC": ';l‘g g zﬁg; Services at the Las Vegas, Reno, Grand Rapids, and
VSIS | Alanta facilities. 3

Las Vegas,
Nevada

Reno,
Nevada

Grand
Rapids,
Michigan

Atlanta,
Georgia

In addition, Switch utilizes CrowdStrike antivirus software for antivirus protection for the Windows production servers
and workstations. Furthermore, Switch utilizes Milestone Video Management System (VMS) for managing the
security cameras for the interior and exterior of the data centers.

Functional Areas of Operations

Switch utilizes specific functional areas of operations that support the scope of this review that include, but are not
limited to, the following:

+ Executive Management — responsible for overseeing company-wide activities, establishing, and
accomplishing goals, and overseeing objectives.

e Security Operations (SecOps) department — responsible for monitoring and protecting the facility from
unauthorized access, damags, and interferance.

e Network Operations (NetOps) department — responsible for implementation of product development and
cpfimization, client implementation, and technical operations.

« Data Center Operations (DCO) - responsible for monitoring and maintaining critical infrastructure including
eleclrical and cooling infrastructure. Also responsible for preparing customer environment (cage, cabinet)
and performing everyday maintenance of the facility.

e Energy Managsment Systems {EMS) department — responsible for monitoring and maintaining critical
infrastructure including power equipment and infrastructure,

» Network Engineering department — responsible for managing network architecture.

» Facilities Services department — responsible for providing user entities with assistance before and after the
initial sale by providing information, guidance, and continued support.

e Human Rescurces (HR) department — responsible for HR policies, practices, and processes with a focus
on key HR department delivery areas (e.g., talent acquisitions, employee retention, compensation,
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employee benefits, performance management, employee relations, development, and employee-related
incidents and investigations).

e legal depariment — responsible for legal and regulatory issues involving corporate risk and corporate
compliance.

Data Management

Badge access logs and video survelllance recordings are a key component of the Colocation Services provided by
Switch. The logs and recordings are reviewed on a real-ime basis by SECOM and retained for forensic purposes.
Customer data was not included in the scope of this examination as Swilch is not responsible for the administration
or maintenance of customer systems or dala.

Subservice Organizations

Ne subservice organizations were applicable to the scope of this examination.

Switch’s Colocation Services system was designed with the assumption that no subservice organization controls
were required in the design of Swilch's conlrols; therefore, no control objectives related to Switch’s Colocation
Services system are dependent upon complementary subservice organization controls that are suitably designed
and operating effectively, along with the related controls at Switch.

Significant Changes During the Period

The Reno 02 (RNO 02} data center facility was operational as of May 1, 2023. The test of confrols at the facility
only apply to the facility’s dates of operation during the specified reporting petiod of May 1, 2023, to September 30,
2023, for the Reno 02 data center facility.

i

;

CONTROL ENVIRONMENT

The control environment at Switch is the foundation for the other areas of internal control. 1t sets the tone of the
organization and influences the control consciousness of its personnel. The components of the control environment
factors include the integrity and ethical values, management’s commitment to competence, ils organizational
structure, the assignment of authority and responsibility, and the oversight and direction provided by the Board of
Managers and Operations Management.

Integrity and Ethical Values

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer,
and monitor them. Integrity and ethical values are essential elements of Switch’s control environment, affecting the
design, administration, and monitoring of other components.

Integrity and ethical behavior are the product of Switch's ethical and behavioral standards, how they are
communicated, and how they are reinforced in practices. They include management’s actions to remove or reduce
incentives and temptations that might prompt personnel to engage in dishonest, itlegal, or unethical acts. They aiso
include the communication of entity values and behavioral standards io personnel through policy statements and
codes of conduct. Specific control activities that Switch has implemented in this area are described below:

« An employee manuatl is utifized fo document organizational policy statements and codes of conduct and
communicate entity values and behavioral standards to personnel.

» Policies and procedures require that employees sign an acknowledgment form indicating that they have
been given access to the employee manual and understand their responsibility for adhering to the policies
and procedures contained within the manual.

» Employees must sign a confidentiality statement agreeing not to disclose proprietary or confidential
information, including customer information, to unauthorized parties.



o Background screenings are perfommed for empioyee candidates as a component of the hiring process.
« Drug screening tests are performed for employee canddates as a component of the hiring process.

« As security is core to Swilch’s services, employees and confractors are required to attend security
odentation and awareness training as a component of the hiring process and on an ongoing basis.

Board of Managers and Audit Committee Oversight

Swiltch’s control consciousness is influenced significantly by its Owners and Board of Managers’ participation. A
Board of Managers is in place to oversee management aclivities and meets on a periodic basis.

Organizational Structure and Assignment of Authority and Responsibility

Switch’s organizational structure provides the framework within which its activities for achieving entify-wide
objectives are planned, executed, controlled, and monitored. Switch's management believes that establishing a
relevant organizational structure includes considering key areas of authority and responsibility and lines of reporting.
Switch has developed an organizational structure suited to ifs needs. This organizational structure is based, in part,
on its size and the nature of its activities.

Switch's assignment of authority and responsibility activities include factors such as how authority and responsibility
for operating activities are assigned and how reporting relationships and authorization hierarchies are established.
It also includes policies relating to business practices, knowiedge and experience of key personnel, and resources
provided for camrying out dufies.

In addition, it includes policies and communications di!’ected at ensuring that personnel understand the entity's
objectives, know how their individual actions interrelate and contribute to those objectives, and recognize how and
for what they wiil be held accountable. Organizational charts are in place to communicate key areas of authority,
responsibility, and lines of reporting to personnel. The charis are communicated to employees and updated as
needed.

Commitment to Competence

Switch management defines competence as the knowledge and skills necessary to accomplish tasks that define
an employee’s roles and responsibilities. Switch's commitment to competence includes management’s
consideration of the competence levels for particular jobs and how those levels translate into requisite skills and
knowledge.

Management ensures employees have adequate training {o carry out their job responsibilities. This includes
Switch’'s self-developed Security Academy where security personnel undergo incremental training in facilities
security as well as Switch’s physical security processes and supporting technology.,

Accountability

Switch’s management philosophy and operating style encompasses a broad range of characteristics, Such
characteristics include management's approach to taking and monitoring business risks, and management's
attitudes toward information processing, accounting functions, and personnel. Specific control activities that Switch
has implemented in this area are described below:

¢ Input and feedback are actively sought from and provided by Switch customers and partners,
« Management is periodically briefed on regulatory and industry changes affecting the services provided.

« Management meetings are held on a periodic basis to discuss operational issues.



Switch’s HR policies and practices relate to employee hiring, orientation, training, evaluation, counseling, promotion,
compensation, and disciplinary activities. Specific control activities that Switch has implemented in this area are
described below:

+ Management has established pre-hire screening procedures which are perfonmed for employee candidates.
¢ New hire onboarding includes, but is not limited to, the following elements:
o Verfication that the employee has signed the employee agreement;
Verification that the employee has signed the confidentiality agreement;

o Verification that the employee has signed an acknowledgment of receipt of employee handbook
document; and

o Verification that the employee has taken securily training and signed an acknowledgment of such
training.

¢ Management ulilizes termination procedures which include, but are not limited fo, the following elements:
o Collection of company property;
o Revocation of physical and system access righis; and
o Signatures of each person that performs requisite tasks.

s Evaluations are performed for employees on an annual basis.

RISK ASSESSMENT |

Security and risk management are of primary importance to Swiftch, Switch’s management has placed info
operation a risk assessment process to identify and manage risks that could affect the organization's ability to
provide reliable Colocation Services for user entities. Management is responsible for identifying the risks that
threaten the achievement of the control objectives stated in management's description of the services.
Management has implemented a process for identifying relevant risks. This process includes estimating the
significance of identified risks, assessing the likelihood of their cccurrence, and implementing measures to address
those risks.

Objective Setting

Switch faces a variety of risks from external and internal sources, and a precondition to Switch’s risk assessment
methodology is the establishment of objectives, linked at different levels and internally consistent. Objectives are
set at the strategic level, establishing a basis for operations, reporting, and compliance chjectives. Objectives are
aligned with Switch's risk appetite, which drives risk tolerance levels.

More specific objectives flow from the entity’s broad strategy. Entity-level objectives are linked and integrated with
more specific objectives established for various “activities,” such as sales, marketing, and operations, making sure
they are consistent. These sub-objectives, or activity-level objectives, include establishing goals and may deal with
product line, market, financing, and profit objectives.

By setling objectives at the entity and activity levels, Switch can identify success factors. Success factors exist for
the entity, a business unit, a function, a department, or an individual. Objective setting enables management to
identify measurement criteria for performance, with focus on success factors. Switch has established certain broad
categories including:

= Operations objectives — these pertain to effectiveness and efficiency of the operations, including
performance and delivery goals and safeguarding resocurces against loss. They vary based on
management’s choices about structure and performance.
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» Compliance objectives — these objectives pertain to adherence to laws and regulations to which Swiich and
their customers are subject. They are dependent on external faciors, such as government and indusiry
regulation.

Risk Identification

Regardless of whether an objeclive is stated or implied, Switch’s risk-assessment process considers risks that may
occur.  Switch has considered significant interactions belween itself and relevant external parties and risks that
could affect the organization’s ability to provide refiable service to ils user entiies.

Risk Factors
Management considers risks that can arise from both external and internal factors including the following:

External Factors
» Technological developments
« Changing customer needs or expectations
+ Competition that could alter marketing or service activities
+ New legislation and regulation that could force changes in policies and strategies
+ Natural catastrophes that could lead to changes in operations or information systems

s Economic changes thgat could have an impact on management decisions ;
Internal Factors | |
« Significant changes in policies, processes, or personnei
+ Types of fraud, incentives, pressures, opportunities, attitudes, and rationalizations
e Adisruption in information systems processing
« The quality of personnet hired, and methods of training utilized
+ Changes in management responsibilities

« The nature of the entity’s activities and employee accessibility to assets

The Switch risk assessment process focuses on supporting management decisions and responding to potential
threats by assessing risks and identifying important decision factors. Executive management oversees risk
management ownership and accountability. Senior management from different operational areas is involved in the
risk identification process. Management identifies elements of business risk including threats, vuinerabilities,
safeguards, and the likelihooed of a threat, to determine the actions to be taken.

Potential for Fraud

The potential for fraud is considered when assessing the risks to the company’s objectives. The potential for fraud
can occur in both financial and non-financial reporting. Other types of fraud include the misappropriation of assets
and illegal acts such as violations of governmental laws.

Management realizes that the potential for fraud can occur when employees are motivated by certain pressures or
incentivized to commit fraud. The absence of controls, or ineffective controls, provides an opportunity for fraud
when combined with an incentive to commit fraud. Documented policies and procedures are in place to guide
personnel in identifying the potential for fraud as part of the risk assessment process. Additionally, the annual risk
assessment considers the potential for fraud.



Risk Analysis

Switch's methodology for analyzing risks varies largely because many risks are difficult to quantify. Nonetheless,
the process usually includes:

+ Estimating the significance of a risk;
s Assessing the likelihood {or frequency) of the risk occurring; and
» Considering how the risk should be managed (i.e., an assessment of what actions need to be taken).

Risk analysis includes identtfication of key business processes where potential exposures of some consequence
exist. Once the significance and likelihood of risk have been assessed, management considers how the risk should
be managed. This involves judgment based on assumptions about the risk and reasonable analysis of costs
associated with reducing the level of risk.

Necessary actions are taken fo reduce the significance or likefihood of the risk occurring.

Risk Mitigation

Risk mitigation activities include the abilily to identify, select, and develop aclivities that sufficiently meet the
identified risks. However, the relative costs versus benefits should also be considered when determining the risk
mitigation activities. The organization has documented policies and procedures to guide personnel throughout this
process. The annual risk assessment and mitigation process also addresses risks arising from potential business
disruptions.

Vendors and busmess partners are also considered during the annuat risk assessment and mitigation process.
Bocumented pol:mes and procedures are in place to guide personnel in ldentlfwng risks associated with vendors
and business partners as part of the risk assessment process. Monitoring procedires are also in place to ensure
continual compliance by vendors and business partners. This includes reviewing vendor audit reports and/or
security questionnaires at least annually.

Integration with Control Objectives

Along with assessing risks, management has identified and put into effect actions needed o address those risks.
In order to address risks, control objectives have been defined for each significant risk area. Control activities are
then defined to serve as mechanisms for managing the achievement of those objectives and help ensure that the
actions associated with those risks are carried out properly and efficiently.

CONTROL OBJECTIVES AND RELATED CONTROL ACTIVITIES

Selection and Development of Control Activities

Control activities are a part of the process by which Switch strives to achieve its business objectives. Switch has
applied a risk management approach to the organization in order to select and develop control activities. After
relevant risks have been identified and evaluated, control activities are established to meet the overali objectives of
the organization.

The establishment of control activities is inclusive of general control activities over technology. The management
persornel of Switch evaluate the relationships between business processes and the use of technology to perform
those processes fo determine the dependencies on technology. The security management processes for the
technology, along with other factors, are analyzed to define and establish the necessary control activities to achieve
confrot objectives that include technology.
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The establishment of the control activities is enforced by defined policies and procedures that specifically state
management'’s directives for Swilch personnel, The policies serve as the rules that personnel must follow when
implementing certain control activities. The procedures are the series of steps the personnel should follow when
performing business or technology processes and the control activities that are components of those processes.
After the policies, procedures, and control activities are all established, each is implemented, monitored, reviewed,
and improved when necessary.

Switch’s control objectives and related control activities are included below and also in Section 4 (the “Testing
Matrices") of this report.

The description of the service auditor's tests of operating effectiveness and the resuits of those tests are also
presented in the Testing Matrices, adjacent to the service organization’s description of control activities. The
description of the tests of operating effectiveness and the resulits of those tests are the responsibility of the service
auditor and should be considered information provided by the service auditor.

Organization and Administration

Control Objective: Control activities provide reasonable assurance that discipline and structure are an integral part
of the organization and influence the control consciousness of its persennel.

A Board of Managers is in place o exercise control and management over the organization, which includes
overseeing management activities. Management has defined, developed, and communicated an organizational
chart to communicate areas of authority and responsibilities. In addition, an employee manual is in place to
communicate policies and procedures regarding codes of conduct, entity values, and behavioral standards.
Employees are required to sign an acknowledgment form upon hire indicating that they have been provided a copy
of the handbook, been informed where to access the handbook, have read the handbook, and agree to abide by
the policigs, procedures, rules, and protocols contained in the handbook. [Management also requires employees to
complete’a training program fo help ensure that employees have the necessary training to carry out their
responsibility.

HR Management

Control Objective: Control activities provide reasonable assurance that employee onboarding and offboarding
procedures are utilized to ensure compliance with company policies and security practices.

Switch has documented policies and procedures for employee onboarding and offboarding. Candidates go through
a rigorous interview process during the hiring process. To minimize the risk of malicious behavior, potential
employees and contractors who have and will have access to the data center undergo the following verifications:

« Background screenings that include examination of criminal conviction records and social security number
{SSN) verification, credit history, driving records, personal information, employment comparison, public
records check, and a global homeland security check. The background investigation commences once an
offer of employment has been communicated and accepied. Conditional employment offers are made
contingent on successful completion of background checks and no access is permitted prior to the
background check being completed.

+ Drug screening tests that include a standard five-panel plus exira tesits for “ecstasy” (MDMA) and
OxyContin / Oxycodone. Conditionai employment offers are made contingent on successful completion of
a clean drug test.

Once an employee has decided to join Switch, they attend a mandatory new hire orientation on their first day of
empioyment that includes a review of the employee handbook, the signing of the confidentiality agreement
acknowledgment form, and a security orientation. In addition, management requires a security orientation for
customers and vendors who will be granted access to the facilities using a badge.

Switch performs specific actions to remove system access and collect any company property from employees upon
their departure. During the termination process, a termination ticket is completed to document that the employee
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returned such items as their access badge, company property (e.g., laptop), and that their system accounts and
physical access privileges were removed.

Physical Security

Control Objective: Control activities provide reasonable assurance that business premises and information systems
are protected from unauthorized access, damage, and interference.

Switch has implemented various physical security protocols to protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day to control access to the
office. Predefined access groups are utilized to provide access depending on the individual's role and
responsibilities. Physical access to the data center is documented and approved by the employee's manager prior
to access being granted, while physical access to customer cages is documented and approved by the customer
prior to access being granted. Badge access attempts are logged by the system and are traceable to specific badge
access cards. Management reviews employee and customer access privileges on a semi-annual basis. The ability
to administer the badge access system is restricted to authorized security management personnel. If an individual
who has physical access to the Switch facilities is terminated, security management personnel revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and entrance gates controlied by guards or card
access. In addition, surveillance cameras are utilized by security personnel to monitor the main entrance to the
facilities in order to identify visitors and contractors prior to granting access to the facilities. Visitors must present
photo identification before being granted access to the facilities. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
non-functioning visitor badge. Prior to being granted access to the secure interior of the data centers, personnel
and authorized customers must enter a mantrap where they must scan the badge access card and provide biometric
credentials. Personnel and authorized visitors are required to provide badge access cards and biometric
identification for both entry and exit of interior doors. Visitors without badge access cards are required to be
escorted by authorized employees while within the facilities.

Switch maintains and monitors activity logs of certain physical movements within the facilities on an as needed
basis. Physical movements captured and monifored include date / time, event, badge access card details, and
device. Digital surveillance cameras are in place to monitor the facility enfrances, the building perimeters, and other
areas within the facilities. Video surveillance captured by the camera system is archived allowing the capability for
review as needed. The facilities are monitored 24 hours per day by security personnel with the use of motion-
sensitive digital surveillance cameras, alarms, and motion detectors. The physical security hardware (e.g.,
monitoring servers, DVRs) is secured behind locked server racks and physical cages. An incident reporting system
is utilized by security personnel to document any physical securily incidents.

Environmental Security

Conftrol Objective: Control activities provide reasonable assurance that critical IT infrastructure is protected from
ceriain environmental threats.

Switch has implemented various environmental security protocols to protect the business premises and information
systems from potential environmental issues. The Switch faciliies are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.
Hand-held fire extinguishers undergo maintenance inspections on an annual basis.

Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured to automatically send e-mail
notifications to operations personnel when predefined thresholds are exceeded. An inspection matrix guides the
frequency of inspection for critical infrastructure including power and cooling systems.
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The data centers are designed to optimize cool air flow and utilize redundant air conditioning units to keep
infrastructure equipment at optimal temperatures. On a quarterly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order. The facilities
are equipped with multiple UPS systems and diesel generators to provide electricity in the event of a power outage.
The data centers also contain two distinct electrical connections to the electrical company’s substation. Utility power
is run through the UPS battery systems so that customers receive clean, conditioned battery power. in the event
that a loss of utility power occurs, the generators will engage and begin supplying power to the UPS systems.
Whether it is from utility or generator power, each customer draws power from the UPS battery systems, ensuring
smooth transitions from utility to generator and back again. On a semi-annual basis, UPS inspections are
performed, and on a quarterly basis, generator inspections are performed to help ensure that the systems are in
proper working order. Additionally, internal personnel perform preventative maintenance procedures on the UPS
systems and generators on a guarterly basis.

Logical Security

Control Objective: Control activities provide reasonable assurance that logical access o network infrastructure is
restricted to authorized personnel.

Redundant routers are in place at the data center fo provide Internet connectivity for customers. Network
infrastructure devices restrict user access to Internet communication sessions originating from a predefined list of
IP addresses. In order to gain access to the routers, a user must authenticate with a user account and password
via a secure shell (SSH) program to help ensure that the sessions are encrypted. The routers may only be managed
from an internal network as SSH is not running on the public portion of the routers. SSH sessions are programmed
to terminate a session after a predefined period of inactivity.

The network engineering team manages the security administration of the routers and is required to authenticate
through a terminal access confroller access-control system plus (TACACS+) server which allows for individualized
user account access, administration, and logging. These unique user accounts are defined by the TACACS+ server
and are configured to authenticate using the corporate network domain. The network domain is configured to
enforce password requirements that include minimum length, expiration intervals, complexity, minimum history, and
invalid account lockout thresheld.

Management has restricted administrative access privileges within the routers fo authorized personnel.
Furthermore, the TACACS+ server is configured to log successful and unsuccessful login attempts and
administrator commands executed during an active session. |T management reviews these logs on an ad hoc basis
to determing if any suspicious or unauthorized activity has occurred.

Netweork Monitoring and Problem Management

Control Objective: Control activities provide reasonable assurance that customer infrastructure is available for
operation and use, and that problems are identified, investigated, and resolved in a timely manner.

Switch has implemented an internally developed custom built application cafled SYSLOG to monitor the
performance and availability of customer network infrastructure including switches, routers, servers, and media
converters. The routers are in place at the data center to provide network connectivity for customers. Routers are
configured for redundancy such that if one fails, network connectivity is still available to customers. The network
infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues. Management has
implemented procedures to guide NOC technicians in identifying and responding to network related incidents as
well as incident response and escalation procedures in the event that an event is detected.

A proprietary ticketing system, LDC, was developed and is utilized to handie network related issues in order to
manage, track, and respond to network issues until resolution. When an issue is detected, NOC technicians will
examine the issue and create a ticket to assign priority level on a scale (1-5) based on the urgency and impact of
the incident to the business and/or the customer, and to determine predefined timelines to resolve the issue.
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If the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented to get
the necessary personnel involved to resolve the issue. Once the issue is fixed, the NOC technician will update the
support ticket with full details of the issue fix.

Customer Support

Control Objective: Control activities provide reasonable assurance that dedicated customer support personnel are
in place to handle customer communications and that issues are escalated according to predefined procedures.

Switch has implemented standard procedures, including escalation procedures, to provide timely and consistent
communication to customers. These procedures apply to Swilch employees and contractors responsible for
providing customer support. In addition, NOC personnel are available 24 hours per day to respond to customer
inguiries.

Customers communicate incidents by phone, e-mail, or the LDC customer portal. NOC personnel verify that the
request was initiated by an authorized customer contact. In the event that the request was initiated by an
unauthorized customer contact, NOC personnel place the request on hold until the authorization is granted, or the
request is confirmed by the authorized contact.

Once the customer contact is confirmed, the NOC technician opens a ticket within LDC and attempts to troubleshoot
the issue. If the ticket is not responded to within a predefined timeline based on its severity, the ticketing system is
configured to notify Swich personnel of the open ticket until the ticket is addressed. |If the issue cannot be resolved,
the assigned NOC technician will notify the responsible department and/or vendor through a predetermined set of
contacts. Once the affected departments have been notified of the issue, e-mail updates are sent out on an as
needed basis until the issue is resolved and ticket is closed.

£
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Customer Provisioning f

Control Objective: Control activities provide reasonable assurance that new customer environments are provisioned
according to standardized methodologies and to mutually agreed upon criteria and contractual obligations.

A formal, documented customer provisioning set of standards and procedures are in place to guide personnel in
provisioning new customers and to help ensure that each customer receives the service(s) requested. The sales
teams consult with the customer to build an acceptable quote for desired products and services.

Once a solution with corresponding pricing has been developed, Switch requires a signed colocation facility services
agreement with the customer prior to beginning customer provisioning activities. The agreement includes the
agreed upon services to be performed as well as a provisioning questionnaire that documents key personnel contact
information, connectivity requirements, redundancy specifications, and other information relfated to the instaliation
or change of service.

Upon receiving the signed agreement from the customer, Switch assigns the responsibility to a project manager for
ensuring that the customer is provisioned according to the customer’s specifications and expectations. The project
manager works with various teams within Switch to help ensure the successful implementation of the services
requested on the customer order. The project manager, the customer, and internal depariments work together to
forecast an estimated order completion date, which is monitored through reguiar status updates. If any changes to
the estimated order completion date occur, they are communicated fo the customer during status updates or through
e-mail communications.

After the customer cage or cabinet has been set up within the data center, engineering diagrams are developed
and/or updated to reflect the proposed solution. The diagrams are maintained and available onling for the
customer's use. The project manager then schedutes a new customer welcome call. During this call, members of
the IT and operations groups go over the customer cage or cabinet set up process and provide the customer with
Switch policies and procedures.
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INFORMATION AND COMMUNICATION SYSTEMS

Relevant Information

Carriers and Connectivity
Switch has direct connections to many of the national Internet backbones. Its specific carriers are:

» Afiantic Telenetwork {Comnet) s Masergy
s 123net s Megaport
s Arelion s Packet Fabric
e Astound s Parker Fiber
«  AT&Y » Pacific Century CyberWorks {(PCCW)
e ATT Michigan (Michigan Bell Telephone Limited
Company) + Roberts
» Bandwidth Infrastructure Group (BIG) « Sky Fiber
s Casair e Tala
+ CC Communications + Telepacific
s Charter + Telia
» Cogent + Time Warner Cable
+ Comcast | + T-Mobile {formerly Sprint) i
« Cox ¢ LIS Signal
s  Crown Casftle (formerly Wilcon) + Valley Electric (VEA)
+ Everstream (formerly Comlink) s+ \Verizon
¢ Global Telecom & Technology (GTT) s Windstream
¢ IXReach »  Zayo
¢« Lumen
Network Design

Data centers are connected diversely and redundantly by Switch-owned fiber. Every data center has multiple
pathways to the other data centers to take advantage of a broad blend of multiple providers on two different
autonomous systems. This design succeeds in being dynamic, robust, and diverse.

Customers who collocate in one of the Switch facilities are provided a number of different options for internet
connectivity. These range from single drops to multiple redundant drops. Redundancy to the customer is provided
either by Border Gateway Protocol (BGP) or Hot Standby Routing Protocol (HSRF).

The network core is built upon a platform of carrier-class equipment which services Switch’s user entities. The
border routers are meshed together to the core fo maximize the ability to transport data to the optimal provider.
Conversely, by having multiple providers, a customer’s data is received in a fast and efficient method. Customers
have the ability to choose between BGP, HSRP, and single connection routing.

Switch extends its availability into Southern California to the prominent One Wilshire Building. This presence
enabies Switch to peer with more than 50 intemational telecommunications companies.
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Communication

Switch has implementad various methods of communication to help ensure that employees understand their
individual roles and responsibiiities for Colocation Services and conirols, and to help ensure that significant events
are communicated. These methods include orientation and training programs for newly hired employees and the
use of electronic mail messages to communicate time-sensitive messages and information. Managers also hold
periodic staff meetings.

MONITORING
Monitoring Activities

At the executive level, controls are monitored to consider whether they are operating as infended or require
modification for changes in conditions. Switch's management performs monitoring activities to continuously assess
the quality of internal control over time. Monitoring activities occur on a continuous basis and necessary corrective
actions are taken as required to correct deviations from company policy and procedures. This process is
accomplished through ongoing monitoring activities and separate evaluations,

The Switch management team conducts guality assurance moenitoring on a regular basis and additional training is
provided based upon results of monitoring procedures. Monitoring activities are used to initiate corrective action
through management meetings, customer conference calls, and informal notifications.

Management’s ciose involvement in the operations can identify significant variances from expectations regarding
internal controls. Upper management immediately evaluates the specific facts and circumstances with any
suspected control breakdown. A decision for addressing any confrol’'s weakness is made based on whether the
incident was isolated or requires a change in Switch's procedures or personnel. The goal of this process is fo
ensure legal and regulatory compliance, as well as to maximize the performance of Switch personnel.

Switch utilizes the LDC system for overall monitoring. The platform includes an incident ticketing system as well as
real-time monitoring capabilities. With respect to the previously mentioned control activities, the following are key
monitoring controls:

s Video surveillance for physical security

+ Physical access logs

s+ Semi-annual customer access reviews

s Motion detection sensors

+ Fire, smoke, and heat detection sensors

s Temperature and humidity monitors monitored by critical infrastructure staff

+ Air flow sensors monitored by crifical infrastructure staff

+ Network device health monitoring with real-time alerts sent to network operations staff

¢ Logical access logs identifying authorized, unauthorized, and administrative activities on key network
devices and platforms

Additionally, Switch has periodic security assessments in accordance with the Department of Homeland Security
{DHS) Argonne model.

Reporting Deficiencies

Deficiencies in an entity’s intemal control system surface from many sources, including the company’s ongoing
monitoring procedures, separate evaluations of the internal control system, and extemal parties. Management has
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developed protocols to help ensure that findings of intemal control deficiencies are reported not only to the individual
responsible for the function or activity involved, who is in the position to take corrective action, but also to at least
one level of management above the directly responsible person. This process enables that individual to provide
neaded support or oversight for taking corrective action, and to communicate with others in the organization whose
activities may be affected. Management evaluates the specific facts and circumstances related to deficiencies in
internal control procedures and makes the decision for addressing deficiencies based on whether the incident was
isolated or requires a change in the company’s procedures or personnel.

COMPLEMENTARY CONTROLS AT USER ENTITIES

Switch’s Colocation Services system is designed with the assumption that certain controls will be implemented by
user entities. Such controls are called compiementary user entity controls. 1t is not feasible for ali of the control
objectives related to Switch’s Colocation Services system to be solely achieved by Switch’s control activities.
Accordingly, user entities, in conjuncfion with the Switch Colocation Services system, should establish their own
intemal controls or procedures te complesment those of Switch.

The following complementary user entity controls should be implemented by user entities to provide additional
assurance that the specified contro! objectives described within this report are met:

Related Control
ije' ive

Control Activities Expected to be Implemented at User Entities

the user entl of actual or attempted security breaches to their network(s) a

User entities are responsible for implementing monitoring controls to detect znd alert
mfrastructure

o e B

User entities are responSIble for ensurlng that ﬂrewaﬁ and systern Iogglng are

enabled andr ‘suffic cnentifor their purposes. Logical Security

User entities are responsible for 1mplement|ng a secunty mfrastructure and prachces
to pravent unauthorized access to their internal network and limit threats from |
connectlons to extemal networks I

User entltles are respons:ble for creatlng and commumcat]ng to chtch spe(:lf C o NetworkMonltonng_and_
escalahon procedures for problems wuth thelr netwonc serwces i Problem Management

User entities are respon5|ble for notlfymg Swntch of changes to thelr pomts of

contact ! Customer Support

User entmes are responsuble for completlng the prowsmnlng queStlonneure - =
accurately and completely. Customer Provisioning

I 3
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SECTION 4

TESTING MATRICES
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TESTS OF OPERATING EFFECTIVENESS AND RESULTS OF TESTS

Scope of Testing

This report on the controls relates to the Colocation Services systemn provided by Switch. The scope of the testing
included the applicable conirols for the Switch Colocation Servicaes system considered to be relevant to the intemal
control over financial reporting of respactive user entities. Schellman & Company, LLC (Schellman) conducted the
examination testing over the period October 1, 2022, through September 30, 2023.

Tests of Operating Effectiveness

The tests applied to test the operating effectiveness of controls are listed alongside each of the respective control
activities within the Testing Matrices. Such tests were considered necessary to evaluate whether the controls were
sufficient to provide reasonable, but not absolute, assurance that the specified control objectives were achieved
during the period. In selecting the tests of controls, Schellman considered varicus factors including, but not limited
to, the foliowing:

+ the nature of the control and the frequency with which it operates;

s the controf risk mitigated by the conirol;

+ the effectivenass of entity-lavel controls, espedially controls that monitor other controls;
» the degree to which the control relies on the effectiveness of other controls; and

s  whether the control is manually performed or automated.

The types of tests performed with respect to the operational effecﬁvel»ess of the control activities detailed in this
section are briefly described below:

| Test Approach Description

Inquiry *{ Inguired of relevant personnel w'lth the re-qursnte knowledge and experrenoe regardmg
| the parformance and application of the related control activity. This included in-person
linterviews, telephone calls, e-mails, web-based conferences, or a combination of the
precedlng

QObservation

Observed the reievant processes or procedures dunng testlng ThIS mcluded but was
not limited to, witnessing the performance of controls or evidence of control

' performance with relevant personnel, systems, or locations relevant to the

‘ performance of oontrol polnc:es and procedures

Inspection Inspected the relevant avidentiary matter records Thus mcluded but was not Ilmrted
to, documents, system configurations and settings, or the existence of sampling
attributes, such as signaturas, approvals, or logged events. In some cases, inspection
testing involved tracing events forward to consequent system documentation or

- processes (e.g., resolution, detailed documentation, alanms, etc.} or vouching
backwards for prerequisite events (e.g., approvais, authorizations, stc.).

Sampling

Consistent with American Institute of Cerified Public Accountants (AICPA) authoritative literature, Schellman
utilizes professional judgment to consider the tolerable deviation rate, the expected deviation rate, the audit risk,
the characteristics of the population, and other factors, in order to determine the number of items to be selected in
a sample for a particular test. Schellman, in accordance with AICPA authoritative literature, selected samples in
such a way that the samples were expected to be reprasentative of the population. This included judgmentat
selection methods, where applicable, to ensure representative samples were obtained.
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System-generated population listings were obtained whenever possible and evaluated for accuracy and
completeness prior to selecting samples. In some instances, full populations were tested in cases including but not
limited to, the uniqueness of the event or low overall population size.

Test Results

The resuits of each test applied are listed alongside each respactive test applied within the Testing Matrices. Test
results not deemed as control deviations are noted by the phrase “No exceptions noted.” in the test result column
of the Testing Matrices. Any phrase other than the aforementioned constitutas a test result that is the resuit of a
changs in the application of the control activity, a deficiency in the operating effectivenass of the control activity, or
a disclosure related to the non-occurrence of the condition(s) that would warrant the operation of the control. Testing
deviations identified within the Testing Matrices are not necessarily weaknesses in the total system of controls at
user entities, as this determination can only be made afier consideration of controls in place at user entities, and
other factors. Control considerations that should be implemented by user entities in order to compiement the control
activities and achieve the stated control objective are presented in the “Complementary Controls at User Entities”
within Section 3.

ORGANIZATION AND ADMINISTRATION

Control Objective Specified Confrol activities provide reasonable assurance that discipline and structure are
by the Service Organization: an integral part of the organization and influence the control consciousness of its

personnel.
| Control Activity Specified TestAppliedby | . N
- by the Service Organization the Service Auditor : Fast Results
1.01 | Organizational charis are in Inquired of the Director of IT No exceptions noted.

place to communicate key Compliance regarding the
areas of authority, communication of
responsibility, and appropriate organizational charts to

fines of reporting 1o personnel. employees to determine that
These charls are communicated | crganizational charts were in
to employees and updated as place to communicate key
needed. - areas of authority,
rasponsibility, and appropriate
 lines of reporting fo personnel |
' and that thesa charis were
communicated to employees
and updated as needed. |
. Inspected the organizational ' No exceptions noted.
i charts to determine that 5
, organizational charts were in
‘ place and communicated key
; : areas of authority,

! ! _ responsibility, and lines of

| j - reporting.
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Specified
by the Service Organization

Control Activity

An employee manual is utilized
to document organizational
policy statements and codes of
conduct and to communicate
entity values and behavioral
standards to personnal.

Test Applied by 7

the Service Auditor Test Results

t Inspected the employee manual | No exceptions noted.
to determine that an smployee
manual was utilized to
document organizational policy
statements and codes of
conduct and to communicate
entity values and behaviorat
standards to personnel.

Policies and proceduras require
that employees sign an
acknowledgment form upon hire
indicating that they have been
given access to the employee
manual and understand their
rasponsibility for adhering to the
policies and procedures
contained within the manual.

Management ensures that
employees have adequate
training to carry out their job
rasponsibilities.

A Board of Managers is in place
to oversee management
activities.

No exceptiornsr n;ted.

Inspected the employee
handbook acknowledgment
form for a sample of employees
hired during the period to
determine that each employese
sampled signed an
acknowledgment form upon hire
indicating that they had been
given access to the employee
manual and understood their
responsibility for adhering to the
policies and procedures
contained within the manual.

Inspected the training No exceptions noted.
expenditures during the period
and the departmental training
materials available to
employees to determine that
employees had fraining to camry
out their job responsibiiities.
inquired of the Legal
Administrator regarding the
Board of Managers to
determine that a Board of
Managers was in place to
oversee management aclivities.

Nec exceptions noted.

i Observed the most recent
* Board of Managers meeting !
' minutes to determine that a
- Board of Managers was in place !
" and met to oversea i
- management activities during

. the period.

i No exceptions noted. -
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HR MANAGEMENT

Control Objective Specified Control activities provide reasonable assurance that employee onboarding and
by the Service Organization: offboarding procedures are utilized to ensure compliance with company policies
and security practices.

201

2.04

202 |

i to help ensure that security and
. safety requirements are
: communicated.

Cont-rpl Actix;i“éy. Sp

by th

Background screenings are
performed for employee
candidates as a component of
the hiring process.

Organization

Drug screening tests are
performed for employee
candidates as a component of
the hiring process.

|

Employees must sign a
confidentiality statement upon
hire agreeing not to disclose
proprietary or confidential
information, including client
information, to unauthorized
parties.

. | f,ecg

" Test Applied by
he Servi tor

Inspected the background
investigation procedures and
the completed background
screening for a sample of
employees hired during the
period to determine that
background screenings were
performed for employes
candidates as a component of
the hiring process for sach
employee sampled.

Inspected the combleiéa drug h

screaning test for a sample of

¢ employees hired during the

pericd {o defermine that drug
screening tests were performed
for employee candidates as a
component of the hiring process

for each empioyee sampled.

Inspected the signed
confidentiality statement for a
sample of employees hired
during the pericd to determine
that each employee sampled
signed a confidentiality
statement upon hire agreeing

i not to disclose proprietary or

Employees, customers, and
vendors undergo orientation
prior to accessing a data center

confidential information,
including client information, to
unauthorized parties.

- Inquired of the Director of T
. Compliance regarding

communication of security and

' safety requirements to
. determine that employees,

customers, and vendors
underwent orientation prior to

. accessing a data center to

ensure that security and safety

. requirements were
- communicated.

No excaptions noted.

Test Resuits

No exceptions noted. '

No exceptions noted.

No excaptions noted.




Control Activity Specified

by the Service Organization

Iﬁspected the information

i hire.

Teét A‘ppl’ri‘éd by

the Service Auditor
Inspected the sacurity
crientation materials to
determine that security
crientation included the
following topics:

s Building perimeter securniy
« Customer and guest access
e« Maniraps, tin-styles, and

other physical bammiers to
entry

+« Fire safely

»  Security points of contact
for emergencies

security policy and the
information security policy
acknowiedgment for a sample
of employses hired during the
period to determine that each
employee sampled
acknowledged their
responsibilities with respect to
information security and safety
requirements upon hire.

Inspected the completed
security orientation form for a
sample of employees hired
during the period to determine
that each employee sampled
underwent orientation upon

Inspected the arc flash safety

procedures and the completed
arc flash training roster for a
sample of employees hired
during the period to determine
that each employee sampled
completed alsctrical system
safety training upon hire.

Inspacted the phyéica! access

request evidence for a sample
of customers and vendors
granted access during the
period to determine that each
customer and vendor sampled
underwent orientation prior to

! accessing the data centers.

Test Resuilts

No exceptions noted.

No exceptions hdted.

No exceptions noted.

No exceptions noted.
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Test Results

- Control Activity Specified Test Applied by

by the Service Organization the Service Auditor
2.05 | Access to buildings and Inquired of the Director of IT No exceptions noted.
systems is revoked for Compliance regarding
employees upon resignation or | termination of access privileges
termination. to determine that access to

buildings and corporate
systems was revoked for
employees upon resignation or
termination.

Inspected the separation
clearance checklist and the user
account listing for the badge
access system and for a sample
of in-scope systems and
employses terminated during
the period to determine that
access was revoked upon
resignation or termination for
each in-scope system and
employee sampled.

No exceptions noted,

|
PHYSICAL SE&UR!TY
Control Objective Specified Control aclivities provide reasonable assurance that business premises and

by the Service Organization: information systems are protected from unauthorized access, damage, and
interference.

Control Activity Specified TestAppiledby b

Test Resulls

for granting, controlling, and
monitoring physical access to
- the data centers.

by the Service Organization the Service Auditor
3.01 | Security policies and ¢ Inspected the security policies ;| No exceptions noted.

procedures are documented to ! and procedures to determine I
guide employee activities for - that security policies and E
granting, controlling, and ! procedures were documented E
monitoring physical accessto | and included guidance :
the data centers. regarding empioyee activities E

£

£

|

3.02 | Security policies and - Inspected the security policies No exceptions noted,
! ! procedures are documented to | and procedures to determine
i ! guide customer, vendor, and i that security policies and
‘ guest activities for access procedures were documented
control. ' to guide customer, vendor, and

i guest activities for access to the
: . data centers.
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3.03

304

305

306

Centrol Acﬁﬁty Specified

by the Service Organization

A sacurity badge policy is in
placse to define the appropriate
use of the badge access cards.

Badge Access Management

The ability to create modify, or
delete user badge access
privileges to the facilities is
restricted to user accounts
accessible by authorized
personnel.

A fuII review of employee and

stomer access privileges is
%rformed on a semi-annual
basis.

Badge access card privileges
ars assigned to users using
predefined access zones to
help ensure that access
privileges are consistently
assigned based on job
responsibilities and/or where
customer equipment is located.

f

. most recent user access review
- to determine that a review of

. the six months preceding the
: end of the peno-d

+ card privileges and zone

“Test Applied by

the Service Auditor '

inspected the access control
procedures to determine that a
security badge policy was in
place that defined the
appropriate use of the badge
access cards.

Inspected the badge system
configurations and the listing of
usar accounts with the ability to
create, modify, or delete user
hadge access privilages with
the assistance of the Director of
IT Compliance to determine that
the ability to create, modify, or
delete user badge access
privileges to the facilities was
restricted to user accounts
accessible by authorized
personnel

Inquired of the Dlrector of IT
Compliance regarding the semi-
annual accass review to
determine that a full review of!
employee and customer access
privileges was performed on a
semi annual basns

Inspected the results of the

employee and customer access
privileges was performed during

lnspected the badge access

definition configurations to

- card privileges wers assigned to
. users using predefined access
+ zones to ensure that access

determine that badge access t
I
|
i

privileges were consistently

. assigned based on job j

responsibilities and/or where

. customer equipment was

: located.

Test Results

No exceptions noted.

No exceptlons noted

No exceptlens noted

No ex’ceptirons noted. h

No axcaptions noted.
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310

Control Actiﬁity Specifie-d

by the Service Organization
Badge access privileges
assigned to terminated
employesas are revoked within

24 hours as a compenent of the
amployee termination process.

Bullding Penmeter and InItIaI Access

The buﬂdlng penmeters for the
facilities include a minimum set
of physical barriers that include:

+ Fences /walls

+ Entrance gates conirofled
by guards or card access

Security personnel utilize
surveillance cameras to monitor
the main entrance to the data
centers and identify visitors and
coniractors prior 1o granting
them access into the facilities.

Visitors are required fo present

a picture identification card,
which is either retained or
digitally scanned, and must be
escorted by authorized

" individuals before being granted

access to the facilities.

7 Observed the data center

Test Applied by

the Serwce Audztor :

lnqmred of the Dlrector of IT
Compliance regarding
termination of badgs access to
determine that badge access
privileges assigned to
terminated employees were
revoked within 24 hours as a
component of the employee
terrnlnatlon process.

inspected the separation
clearance checklist and the
badge access user account
listing for a sample of
employeas terminated during
the period to determine that
badge access privileges were
revoked within 24 hours for
each employee sampled

Observed Ihe bunldlng penmeter
for the in-scope facilities to
determine that each facility
included the follcmnr’g physical
barriers:

e Fencas /walls

» Entrance gates controlled
by guards or card access |

entrance process for the in-
scope facilities to determine that
security personnel utilized

i surveillance cameras to monitor
i the main entrance to the data

' centers and identified visitors

i and contractors prior to granting

them access lnto lhe faculltles

Inqu1red of the SVP of SecOps
r - regarding the visitor sign-in

. process to determine that
l visitors were required to present

. a picture identification card that
i would be sither retained or
digitally scanned, and would be
ascorted by authorized
individuals before being granted |
access to the facilities and while |
in the facilities.

Test Resulis

No exceptions noted.

No exwptlons noted

No ekcept'iiensi noted.

No exceptions noted.

No exceptlons noted 7




Access Within the Facilities

Control Aétivity Specified
by the Service Organization

Physical access to the data

center is documented and
approved by the employes’s
manager prior to access being
granted.

Personnel at the facilities are
distinguished as being either an
employee, customer, or
confractor with a functioning
color-coded badge access card
or a visitor with a non-
functioning visitor badge.

sign-in process.

contractor sampled.

 Test Applied by

Observed the visitor sign-in
process for the in-scope
facilities with the assistance of
tha SVP of SecOps to
determine that visitors were
required to present a picture
identification card, which was
either retained or digitally
scanned, and were escorted by
authorized personnel during the

Inspected the physical access
request approval for a sample
of employees and contractors
granted access during the
pericd o determine that
physical access to the data
center was documented and
approved by the employee’s
manager prior to access baing
granted for each employee and

Inquired of the SVP of SecOps |

regarding access to the in-
scope facilities to determine that
persennel at the facilities were
distinguished as one of the
following:

+ Employee with badge
access card

+ Customer with badge
access card

+ Contractor with badge
access card
Visitor with non-functioning
visitor badge

the_Service Auditor

Test Resulis

No exceptions noted.

No exceptions noted.

No exceptions noted.
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3.15

314

" Control Activity Specified

by the Service Organization

Personnel and authonzed
customers and contractors are
raquired to enter a mantrap
where they must provide the
badge access card and a
biometric credential prior {o
being granted access to the
secure interior of the data
canters.

Personnel and authorized

visitors are required to provide
badge access cards and

biometric identification for both
eniry and exit of interior doors.

Visitors without badge access
cards are required to be

i escorted by authorized

I employees while within the
i facilities.

Test Applied by
the Serv;ce Audi

Observed personnel WIthm the

in-scope facilities to determine

that personnel were
distinguished by the following
badge access card
designations:

» Employees — red colored
badge access cards and
lanyards — Security had red-
colored badges and black
lanyards

s Customers — blue colored
badge access cards and
lanyards

» Contractors — black colored
badge access cards and
lanyards

+ \Visitors — yellow colored
badge access cards labeled
"vnsrtor' wnh yeuow [anyads

Observed the data canter
entrance process for the in-

ope faciiilies to determina that

rsonnel and authorized
customers and contractors were
required to enter a mantrap
where they provided a badge
access card and a biometric
credential prior to being granted
access to the secure interior of
the data centers

Observed the mterlor deor entry
and exit access process for the
in-scope facilities to determine

: that personnel and authorized

' visitors were required 1o provide

. badge access cards and

i biometric identification for both

entry and ex1t of mtenor doors

Observed the visitor access
procedures for the in-scope
facilities with the assistance of

: the SVP of SecOps to
. determine that visitors without
: badge access cards were

. escorted by authorized
emptoyees while within the

i facilities.

No exceptlons noted.

No exceptions noted.

| No exceptions noted.




316 ||

3417

318

Physucal access to c:ustomer
cages is documented and
approved by the customer prior
to access being granted.

T

Monitorlng and Incident Management

Test ppl:ed by .

the Serwce Audli:or

policy to determine that
procedures were in place to
require visitors to be escorted
by authorized employees while
within the facilities.

Inspected the physical access
request approval to customer
cages for a sample of vendors
and customers granted access
during the period to determine
that physical access to the
customer cages was
documented and approved by
the customer prior to access
being granted for each sample
selected

| Insted the accass controE o

Test Results

No exceptions noted.

No exceptlons noted

Activity logs of certaln physical
movements within the facilities
are monitored and maintained.

Digital surveillance video
cameras record activities at

; facility entrances, the building
i perimeters, and other areas
within the facilities.

regarding physical access
monitoring to determine that
activity logs for movement
witjin the facilities were logged
and that personnel reviewed
logs on an ad hoc basis in
response to incidents and
alarms

inspected example actmty Iogs
recorded during the period to
determine that tha following

i attributes for physical

| movements within the facilities
were captured and maintained

during the period:
» Date/time
¢ FEvent

e Badgs access card details
e Device

Observed the digital

i surveillance video camera

- dashboard within the security
command center at the in-scope
facilities to determine that digital
| surveillance video cameras

I recorded activities at facility
entrances, the building
perimetars, and other areas
within the facilities.

Inquured of the SVP of SecOps

No exceptlons noted

No exceptions noted.

No e#ceptions noted.
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320

322

) ”Irlr)igitarl suNeiIlanca video

for ad hoc investigations.

The data centers are monitored

by the Service Orgariization

camera recordings are
archived, allowing the capability

the Service Auditor
Inspected the digital
surveillance recording
configurations to determine that
digital surveillance video
camera recordings were
archived, allowing the capability
for ad hoc investigations.

24 hours per day with the use of
motion-sensitive digital
surveillanca cameras, alarms,
and motion detectors.

Observed the monitoring tools
at the in-scope facilities to
determine that the data centers
were monitored 24 hours per
day with the use of motion-
sensitive digital surveillance
cameras, alarms, and motion
detectors.

Security parsonnel utilize an !

Security personnel monitor
access to facility enfrances and
manage visitor access 24 hours

per day.

incident reporting system to
document physical security
incidents.

Observed the security
personnel at the security
command center for the in-
scope facilities to determine that
security parsonnel monitored
access {o facility entrances and
managed visitor access.

Inspected the most recent
master shift schedule for
security personnel across the
in-scope facilities to determine
that security personnet were
staffed to monitor access to the
facilities on a 24 hour per day

basis during the period.

Inspected the listing of physical
security incidents during the
period within the incident
reporting system to determine

i that security personnel utilized
¢ an incident reporting system to
: document physical security

; incidents during the period.

The physical security hardware
{e.g., monitoring servers, DVRs)
is secured bsehind locked server
racks and physical cages.

]
i

i
i
PR

physical cages.

Observed the secured server

Test Results

No exceptions noted.

No exceptions noted.

No exceptions noted.l

racks and physical cages for the

: in-scopae facilities to determine

that the physical security
hardware was secured behind
locked server racks and

{

MNo exceptions noted.

No exceptions noted. 7

No exceptions noted.




ENVIRONMENTAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that critical 1T infrastructure is
by the Service Organization: protected from certain environmental threats.

 Control Activity Specified | Test Applied by Test Results

by the Serwce Orgamzation the Service Auditor

E Flre Detection and Suppression

4.01 Flre safety procedures are Inspected the fire safety No exceptlons noted
documented to guide employee, | procedures to determine that
contractor, and visitor activities | fire safety procedures were

for fire preventicn, detection, documented and included

and response. guidance regarding employes,
contractor, and visitor activities
for fire prevention, deteclion,
and response.

) E— [P e e smr SR S e e e oo

| 4.02 The data center fac:lltles are Observed the ﬁre detect;on and No excephons noted
protected by fire detection and suppression devices at the in-

suppression controls that scope faciliies to determine that
include the following: the data center facilities were
e Fire alarms protected by fire detection and

_ . suppression controls that
s  Dry-pipe water sprinklers included the following:

« Fire detectors » Firealarms
» Hand-held fire extinguishers | Dry-pipe water sprinklers
« Smoke and heat sensors Fire detectors

+« Hand-held fire extinguishers
. Smoke and heat SeNsors

4.03 | Dual-interlock (pre-action) dry' Vlnqwrad of the SVP ofVSecunty No excephonsnoted- -

; pipe water sprinklers, which regarding fire suppression at
require an cccurrence of the in-scope facilities to
pressure loss (heat) and a determine that dual-interiock

secondary smoke detection
event to release water into the
pipes, are located throughout
the data centers.

{pre-action) dry pipe water
sprinklers were located
throughout the data centers.

_\_..__.._.___._

¢ Observed the pre-action dry : No excaptions noted.
' pipe water sprinklers at the in- |
- scope facilities to determine that !
} . dual-interlock (pre-action) dry |
t pipe water sprinklers were i
located throughout the data ’

; i | centers. I
f 4.04 “ The busmess process dlrector Inspected the ﬁre suppressuon No exceptions noted.
‘[ 1 obtains inspection reports as . system inspection report fora

£ evidence that the fire ! sample of quarters during the

g suppression systems undergo | period for the in-scope facilities

maintenance inspections on a to determine that the fire

quarterly basis. suppression systems underwent

maintenance inspections for
each guarter sampled.

0 L.
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405

Control Activity Specified

by the Service Organization

The business process director
obtains inspection reports as
evidence that the fire alarm
systems undergo maintenance
inspections on a quarterly basis.

TestAppliedby

the Service Auditor

Inspected the fire alarm system
inspection report for a sample of
quarters during the period for
the in-scope facilities to
determine that the fire alarm
systems underwent
maintenance inspections for
each quarter sampied.

4.06

408

.

4.09 |

| Temperature and Humidity

The business process director
obtains inspection tags as
evidence that the hand-held fire
extinguishers undergo
maintenance inspections on an
annual basis.

Observed the inspection tag for

a sample of hand-held fire
extinguishers at the in-scope
faciliies to determine that each
hand-held fire extinguisher
sampted underwent
maintenance inspections during
the period.

Critical infrastructure policies
and procedures are
documented to establish
rasponsibility and proceduraes
for power and environmental
systems *ﬁanagement.

An inspection matrix guides the
frequency of inspection for
critical infrastructure including
power and cooling systems.

The data centers’ temperature
and humidity levels are
systematically monitored.
Operations personnel are
notified via e-mail and text
message when predefined
minimum and maximum
thresholds are exceeded.

and cooling systems.

Inspected the critical
infrastructure policies and
procedures fo determine that
critical infrastructure policies
and procedures were
documented to establish
responsibility and procedures
for power and environmental

systerns management.

Inspected the critical
infrastructure maintenance
matrix to determine that an
inspection matrix was
maintained that included
guidancs for the frequency of
inspection for critical
infrastructure including power

rlnquired of the SVP ofr SecOps;
regarding the monitoring of
temperature and humidity levels

* at the in-scope facllities to

¢ determine that the data centers’
. temperature and humidity levels
. were systematically monitored
_and that operations personnel

werg notified via e-mail and text

" message when predefined
- minimum and maximum

thresholds were exceeded.

Test Resuits

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

Noexceptions noted.
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410

411

Control Activity Spec-i:fieé.
by the Service Organization

The data ceniers are designed
to optimize cool air flow and
utilize redundant air
conditioning units to keep
infrastructure equipment at
optimai temperatures,

The business process director
obtains inspection reports as
evidence that the air
conditioning systems undergo
maintenance inspection on a
quarterly basis.

Internal personnel inspect and
maintain the air conditioning
systems on at least a quarterly
basis to help ensure that they
are functioning properly.

thresholds were exceeded.

redundant air conditioning units.

i climate control.

the Service Auditor Test Resulis
Inspected the monitoring No exceptions noted.
system configurations and
example alerts generated

during the period for the in-
scope facilities to determine that
the data centers’ temperature
and humidity levels were
systematically monitored and
that operations personnel were
nofified via e-mail and text
message when predefined
minimum and maximum

Observed the redundant air No exceptions noted.
conditioning units at the in-
scope facilities to determine that
the data centers utilized

Observed the server farm layout | No exceptions noted.
at the in-scope facilities with the
assistance of the SVP of
SecOps to determine that the
data centers utilized thermat
separate compartmentaliza}ion
te pull warm air from behin
saver racks and pull it up
through centralized cooling
towers.

No excaptions noted.
and associated pump skid at
the in-scope facilities to
determine that the data centers
had devices in place to maintain

Inspected the air conditioning No exceptions noted.
system inspection report for a
sample of quarters during the
period for the in-scope facilities
to determine that the air

: conditioning systems undarwent .
| maintenance inspection for !
each quarter sampled. i

Inspected the air condmomng 7 : No é);ception's noted -

system inspection report fora |
sample of quarters during the
peariod for the in-scope facilities
to determine that intemal .
personnel inspected and
maintained the air conditioning
systems for each quarter
sampled.

41

Observed the ceoling towers

o
1
i




Gontrol Activity Specifed o Samies Audn

Test Resuits

by the Service Organization | the Service Auditor

Power Failure and Surge Control

41 3 The data centers provide Observed the power generators No exceptions noted
uninterrupted power through the | at the in-scope facilities to
combined use of redundant determine that redundant diesel
diesel generators as well as power generators were in place
multiple UPS systems. to provide power in the event of
a power outage

Observed the UPS systems at No axceptions noted.

the in-scope facilities to
determine that the data centers
were connectad to muliiple UPS
systems to provide temporary
eleciricity in the event of a

power outage
414 Power Ievels are systematlcaﬂy Inspected the monltonng No exceptions noted,
monitored and configured to system configurations and an
alert personnel when pradefined | example alert generated during
minirmum and maximum the period to determine that
thresholds are exceeded. power levels were

systematically monitored and
configured to alert personnel

¢ when predefined minimum and
maximum threshadlds were

exceeded
4.15 | The business process director Inspected the generator No exceptions noted.
obtains inspection reports as inspection report for a sample of
evidence that the generators quarters during the period for
undergo maintenance the in-scope facilities to

inspections on a quarterly basis. | determine that the generators
underwent maintenance
| Inspections for each quarter

sampled
416 | internal personnel perform Inspected the generator i No exceptions noted.
preventative maintenance inspection report for a sample of
| procedures on the generators quarters during the period for
| on a quarterly basis. the in-scope facilities to

| ¢ determine that internal

' parsonnel performed
preventative maintenance

- procedures on the generators
| 1 . for each quarter sampled. j
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417

418

C-oﬁifo'l Activity Specified

[ by the Service Organization

UPS systems undergo
documented maintenance
inspections on a semi-annual
basis.

The data centers contain two

distinct electrical connections to
the electrical company's
substation.

Inspected the most recent UPS | No exceplions noted.
system inspaction report for the
in-scope facilities to determine
that the UPS systems
undarwent documented
maintenance inspections during
the six months preceding the
end of the period for the
following in-scope data center
facilities:
« LASZ
s LAS4
e LASS
« LAS7
« LASS

ie LASO
s LAS10
« LAS 11
e LAS12
« LAS15
. RN? 1
» GRR1
+ ATLA1

Test Applied by 7

the Service Auditor Test Resuits

Inspected the data center operations maintenance schedule and

the go-live date of the RNO 2 data center facility with the
assistance of the VP of Data Center Operations and determined

i that there were no UPS maintenance inspections required for RNO

2 during the periad since the systems were nawly installed;

therefore, no testing of operating effectiveness was performed.

Inquired of the SVP of SecOps No exceplions noted.
regarding electrical connectivity
for the in-scope fadilities to
determine that the data centers
contained two distinct electrical
connections to the electrical
company's substation.

* Observed the power No exceptions noted.

; electric company’s substation.

connections at the in-scope
facilities to determine that the
data centers had a redundant
elactrical connection to the
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LOGICAL SECURITY

Control Objective Specified Control activities provide reasonable assurance that logical access to network

by the Service Organization: infrastructure is restricted to authorized personnel.

5.01

502

503

Control Activity Specified

by the Service Organization

Documented logical security
policies are in place to guide
personnel in areas that include,
but are not limited to, the
following:

s Acceptable usage
 Password management
+ User access management

Network infrastructure devices
restrict user access to Internet
communication sessions
originating from a predefined list
of IP addresses.

Users communicate with
network infrastructure devices
via an SSH program to hsip
ensure that communication
sessions are encrypted using a
cryptographic hash function.

Inspected the network

Test Applied by
the Service Auditor

) Useraccessmanagemept -

infrastructure device
configurations for a sample of
network infrastructure devices
to determine that each network
infrastructure device sampled
restricted user access to
Internet communication
sessions originating from a

predefined list of IP addresses.

Inquired of the Director of IT
Compliance regarding togical
access to network infrastructure
to determine that users
communicated with network
infrastructure devices via an
SSH program to ensure that
communication sessions were
encrypted using a cryptographic
hash function.

- infrastructure device

: configurations for a sample of

. hetwork infrastructure devices

- to determine that

i communication sessions for

. each network infrastructure

: device sampled were encrypted
" using a cryptographic hash

¢ function.

b
)
!

Test Results

" No xcoptons nctod

No exceptions noted.

No exceptions noted.

' Noexceptions noted.




506

507

504

508

Control Activity Specified

Network infrastructure devices
are programmsd to end a
communication session after a
predefined period of user
inactivity.

A centralized authentication 7

system is utitized to
authenticate users accessing
network infrastructure devices.

Access to the centraltzed
authentication system requires
the use of a unigque username
and password.

Authentlcatlon parameters for

the centralized authentication
system are derived from the
corporate network domain
controller.

The network domain is
configured to enforce the
following user account and
password conirols;

» Password minimum length

» Password expiration
intervals

| » Password complexity

+ Password history

s Invalld password account
{lockout thrashold

by the Service Organization

Test Aopliedroy
i:he Serwce Audltor

Inspected the network devuce

infrastructure configurations for
a sample of network
infrastructure devices to
determine that each network
infrastructure device sampled
was programmed fo end a
communication session after a
predefined period of user
inactlvsty

Inspected the oentrallzed
authentication system
configurations for a sample of
network infrastructure devices
to detarmine that a centralized
authentication system was
utilized to authenticate users
accessing each network
mfrastructure devlce sampled

Test Resuits

No exceptions noted.

No exceptions noted,

Inspected the centrallzed
authentication system user
account listing and
authentication configurations to
determine that access to the
centralized authentication
system required the use of a
unique usemams and
password

Inspected the centratlzed
authentication system
configurations to determine that

r authentication parameters for

¢ the centralized authentication

system were derived from the
corporate network domain
oontroIIer

Inspected Ihe network domaln
user account listing and

- authentication configurations to
: determine that the network

domain was configured to
enforce the following user

. account and passwaord controls:
i o Password minimum length

s Password expiration
intervals

» Password complaxity
s Password history

¢ [Invalid password account
lockout threshold

No exceptlons noted

No exceptlons noted

No exceptions noted.
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~ Control Activity Specified

by the Service Organization

The ability to access and
administer network
infrastructure is restricted to
user accounts accessible by
authorized personnef.

The centralized authentication

system is configured to log
events that include, but are not
limited to, the following:

e Successful logins

« Faited logins

¢ Administrator commands
executed during an active
session

IT management reviews central
authentication system event
logs on an ad hoc basis.

Test Applied by

th

inspected the network
infrastructure administrator user
account fisting with the
assistance of the Director of IT
Compliance to determine that
the ability to access and
administer network
infrastructure was resfricted to
user accounts accessible by
authorized personnel.

Inquired of the Director of IT
Compliance regarding the
review of the centralized
authentication system logs to
determine that IT management
reviewed central authentication
i system event logs on an ad hoc
| basis during the period.

Inspected the centralized
authentication system logging
configurations and example

i logs generated during the

! period to determine that the
centralized authentication

: system was configured to log
the following events:

s Successful logins

» Failed logins

e Administrator commands
§ executed during an active
, sassion

Tast Resuits

No exceptions noted.

N;ex* nmed e

No exceptio.ns- n_oted.




NETWORK MONITORING AND PROBLEM MANAGEMENT

Control Objective Specified Control activities provide reasonable assurance that customer infrastructure is
by the Service Organization: available for operation and use, and that problems are identified, investigated,
and resolved in a timely manner.

Documented network momtonng
and problem management
procedures are in placs to guide
personnel in identifying,
investigating, and rasolving

6.02 Routers are conf gured for
redundancy such that if one fails,
network connectivity is still
available to customers.

6.03
are utilized to monitor network
: devices and are configured to
| notify operations personnel via e-
i mail when predefined events
i occur on the network.

A dedicataed NOC is staffed 24
hours per day to respond to
customer inquiries, support
issues, and incidents.

customer infrastruciure problems.

Network rnonitoring applications

sampied.

Test Applied by

the Se ce Audltor

! Inspected the network monttonng

and problem management
procedures to determine that
documented network monitoring
and problem managemaeant

. procedures were in place to

- guide personnel in identifying,
investigating, and resolving
customer mfrastructure problems

S

Inspected the router redundancy
configurations for a sample of
routers to determine that each
router sampled was configured
for redundancy such that if one
failed, network connectivity was
Sllll avallable to customers

Enspooted the network monltonng
application configurations and
example alerts generated during
- the period to determine that

! network monitoring applications

i were utilized to monitor network

. devices and were configured to

Test Resuits

No exceptlons noted

'
b
i
t
I
1

i

No exceptlons noted

No exoept;ons noted

 notify operations personnel via e- !

mail when predefined avents
. oceurred on the network.

" Inquired of the SVP of SecOps

regarding customer support to
determine that a dedicated NOC
- was staffed 24 hours per day to
respond to customer inquiries,
support issues, and incidents.
Inspected the NOC staffing
schedule and the smployee time
report for a sample of weeks
during the period to determine
that the NOC was staffed 24
hours per day for each week

© Noexceptions noted.

j No exceptions noted.
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Ccntfcl .Actwlty Specmed
by the Semce Orgamza '

Operatlons personnel utilize a

6.05
j tlcketlng system to track the
. status of incidents and service
; disruptions.
|
6.06 I Operations personnel record

information regarding incidents
and service disruptions in an
incident ticket as a component of
the customer support process,

the following:;
+ Date and time of the incident
« Problem type

« Description of event

¢ Cormrespondence with
customers

RTsdution details

Operations personnel configure
priority ratings for tickets created
. by the ticketing system
depending on urgency and
impact levels.

that includes, but is not limited to,

| impact levels.

Inspected the ticketing system
dashboard and the incident ticket
for a sample of incidents that
occurred during the period to
determine that operations
personnel utilized a ticketing
system fo track the status of
incidents and service disruptions
for each mmdent sampied

lnspected the incident ficket for a
sample of incidents that cccurred
during the period to determine
that operations personnel
recorded information regarding
incidents and service disruptions
in an incident ticket as a
component of the customer
support process that included the
following for each incident
sampled:

« Date and time of the incident

« Problem type
. »  Description of event
|« Comespondence with
: customers
!L * Resolution details
i Inspected the tlcketlng syslem

; mapping and filter configurations
- o determine that priority ratings

. for tickets created by the ticketing

. system were configured
' depending on urgency and

7 No éx;ﬁébtrioﬂnrsiﬁoitéar.

Test Results

No exceptions noted.

No excephons nded




CUSTOMER SUPPORT

Control Objective Specified Control activities provide reasonable assurance that dedicated customer support
by the Service Organization: personnel are in place to handle customer communications and that issues are

7.01

7.02| |

Documented customer support

ascalated according to predefined procedures.

Control Activity Specified

by the Service Organization
Documented customer support
procadures are in place to guide
personnel in customer support
activities that include, but are
not limited to, the following:

e Ticketing

« Communication to
cusfomers

+ Customer complaint
resclution

« Maintenance

¢ Event response

procedures are in place to guide
personnel in verifying that
customer inquiries and support
requests ara initiated by
authorized customer parsonnel,

hours per day to respond to
customer inquiries, support
issues, and incidents.

A dedicated NOC is staffed 24

the Service Auditor

7 the customer suppoﬁ -

procedures {o determine that
documented customer suppori

procedures were in place to

guide personnd in customer

support activities that included

the following:

+ Ticketing

+ Communication o
customers

+ Customer complaint
resolution

s+ Maintenance

+ Eventresponse

inspected the customer s1upport
procedures to determine that
documented customer support
procedures were in place to
guide personnel in verifying that
customer inquiries and support
requests were initiated by
authorized personnel.

Inquired of the SVP of SecOps
¢ regarding customer support to

i determine that a dedicated

- NOC was staffed 24 hours per
© day to respond to customer

¢ inguiries, support issues, and

- incidents.

Inspected the NOCstafﬁng 7

- schedule and the employee
. time report for a sample of

. weeks during the period to

: determine that the NOC was

staffed 24 hours per day for

: each week sampled.

No exceptions noted.

No exceptions noted.

' No excaptions noted.

Test Results
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Operations personnel utilize a

Control Activity Specified

b

ticketing system to {rack the
status of incidents and service
disruptions.

Operations personnel record

information regarding incidents
and service disruptions in an
incident ticket as a component
of the customer support
process, that includes, but is not
limited to, the following:

= Date and time of the
incident

s+ Problem type

« Description of event

» Comrespondence with
customers

+ Resolution details

The ticketing system is
configured for NOC personnel
to perform reai-time monitoring
of apen tickets that have not
been addressed within
predefined time frames based
on the severity of the ticket.

 Test Applied by

dashboard and the incident
! ticket for a sample of incidents
! that occurred during the period
to determine that operations
personnel utilized a ticketing
system to track the status of
incidents and service
disruptions for each incident
sampled.

Inspected the incident ticket for
a sample of incidents that
occurred during the period to
determine that operations
personnel recorded information
regarding incidents and service
disruptions in an incident ticket
as a component of the customer
support process that included
the following for each incident
sampled:

» Date and time of the
incident

. Problem

Description of event

Comrespondence with
customers

+ Resolution detarili

Inspected the ticketing system
notification configurations to
determine that the ticketing
system was configured for NOC
personnel to perform real-time
+ monitoring of open tickets that
! had not been addrassed within
the predefined time frames
I based on the saverity of the

ticket.

i Inspected the ticketing system

Test Resulis

No exceptions noted.

No exceptions noted.

No exceptions noted.




CUSTOMER PROVISIONING

Control Objective Specified Control activities provide reasonable assurance that new customer environments
by the Service Organization: are provisioned according to standardized methedologies and to mutually agreed

Operations personnel require a

upon criteria and contractual obligations.

Céntml‘ Activity Specified

by the Service Organization
Documented policies and
proceduras are in place to guide
IT and operations personnel in

the customer provisioning
process.

Test Applied by
the Service Auditor

Inspected the customer
provisioning policies and
procedures and the customer
provisioning thank you template
to determine that documented
policies and procedures were in
place to guide IT and operations
personnel in the customer
provisioning process.

customer service agreament to
be executed in order to bagin
the implementation process.

A completed engineering 7

document and client contact
form is required prior to the
provisioning process that
includes, but is not limited to,
the following:

« Contact information

+«  Network connectivity
requirements

« Network redundancy
requirements

+ Customer cabinet layout

agreement for a sample of
customers provisioned during
the period to determine that a
customer service agreement
was executed prior to
operations personnel beginning
the implementation process for
each customer sampled.

Compliance regarding the
customer implementation
process to determine that a
completed engineering
document and client contact
form was obtained prior to the
provisioning process that
included the following:

e Contact information

+ Neatwork connactivity
requirements

Network redundancy
requirements

. » Customer cabinet layout

. Inspected the completed

| provisioning guestionnaire for a
| sample of customers

¢ provisioned during the period to
1 determine that a completed
provisioning questionnaire was
obtained for each customer
sampled.

]

Inspected the executed service

Inquired of-the Manager ofl IT h

Test Results

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.
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Members of the IT and
operations groups conduct a
new customer welcome call with
new customers {o review
requested settings to help
ensure that the services to be
provisioned match the
customer's expectations.

Control Activity Specified
by :hg. ,5??’3’"@ Qrgani;atipnr 7

customer's expectations.

Test Applied by

the Service Auditor
Inquired of the Director of IT
Compliance regarding the
customer impiementation
process to determine that
members of the IT and
cperations groups conducted a
new customer welcome call with
new customers to review
requested settings to ensure
that the services to be
provisioned matched the

Inspected evidence of a
customer welcome call for a
sample of customers
provisioned during the period to
determine that members of the
IT and operations groups
conducted a new customer
welcome call with each

customer sampled.

Test Results

No exceptions noted.

No exceptions noted.
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DISASTER AVOIDANCE

Nevada provides an ideal setting for data center facilities as the area is considered a “safe-zone” from natural
disasters. Nevada also has a highly sophisticated power grid and is a prime gateway for data flow from the West
Coast tc the East Coast.

NevapA POWER GRID

Why Nevada for Power?

Nevada's alternative energy capacity is unique in the United States with a rare and rich blend of solar, wind and
geothermal resources. These resources and capacities set Nevada apart as an ideal state for sustainable energy.
Specifically, Nevada offers the nation’s leading solar radiance and temperate windows, perfect for photovoltaic and
solar concentration solutions.! Additionally, Nevada's wind capacity alone has been estimated as capable of
supporting 60 percent of the state’s needs.? Lastly, Nevada's geothermal solutions are among the oldest in the
nation and growing. As the Las Viegas Sun has reported, “Nevada is poised to overtake California as the American
geothermal energy leader. All of this is undergirded with natural gas lines that run through Las Vegas, Carson City,
and Reno to supply the major population centers. In short, Nevada is perfectly poised to provide clean, affordable,
and renewable energy.

Nevada’s electrical grid is also robust and resilient. Nevada's climate, predictable and moderate weather patterns,
and lack of natural disasters make Nevada ideal for electrical distribution and transmission and telecommunications
networks. While other states are constantly required to repair, refurbish, and rebuild electrical systems to compete
with corrosion and severe weather, Nevada's grids enjoy the mild seasonality and humidity of Nevada's temperate
deserts.

Energy sustainability and self-sufficiency are becoming increasingly important for mission critical services. As the
world begins to stir out of the global recession, industrialized nations' need for oil to fuetl their factories and
transportation and economies will continue to increase. The United States is not yet self-sufficient when it comes
to oil. Month after month, the United States still imports about two-thirds of the cif consumed and 70 percent of that
use is for transportation fuel. Nevada’s unique renewable energy capabilities offer environmental responsibility and
economic stability in the face of national dependence on fluctuating oil prices.

Where Does Switch Power Cormne from in Nevada?

Switch is committed to supporting its operations with 100 percent renewable and clean power, including power from
Switch Station 1 and Switch Station 2, to provide 180 megawatts of photovoltaic generation. Securing 100 percent
of Switch’s energy from renewable sources is a central part of Switch’s strategy and commitment to being planet
friendly.

! See data provided by NREL, available at:
http:/finterestingenergyfacts.blogspot.com/2008/04/us-solar-energy-map.html

2 See data provided by NREL, available at:
hitp:/fapps2 eere.energy.goviwind/windexchangefwind_resource_maps.asp?stateab=nv
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SECTION |

INDEPENDENT SERVICE
AUDITOR’S REPORT



dschellman

INDEPENDENT SERVICE AUDITOR’S REPORT

To Switch, Ltd.:

Scope

We have examined Switch, Ltd.’s ("Swiich” or the “service organization”) accompanying description of its Swilch
Colocation Services system, in Section 3, throughout the period October 1, 2022, to September 30, 2023, (the
“description”), based on the criteria for a description of a service organization's system in DC section 200, 2018
Description Criteria for a Description of a Service Organization’s System in a SOC 2® Report (MCPA, Description
Criteria) {"description criteria”} and the suitability of the design and operating effectiveness of controls stated in the
description throughout the period October 1, 2022, to September 30, 2023, to provide reasonable assurance that
Switch's service commitments and system requiremenis were achieved based on the trust services criteria relevant
to security and availability ("applicable trust services criteria”) set forth in TSP section 100, Trust Services Criteria
for Security, Availability, Processing Integrity, Confidentiality, and Privacy {AICPA, Trust Services Criteria).

The information included in Section 5, "Other Information Provided by Switch” is presented by Switch management
to provide additional information and is not a part of the description. Information about Switch’s disaster avoidance
and Nevada power grid has not been subjected to the procedures applied in the examination of the description, the
suitabilily of the design of controls, and the operaling effectiveness of the controls to achieve Switch’s service
commitments and system requirements based on the applicable trust services criteria.

Service Organization's Respons.'bfifties

Switch is responsible for its service commztmenis and system requirements and for designing, mpiementmg and
operating effective controls within the system to provide reasconable assurance that Switch's service commitments
and system requirements were achieved. Switch has provided the accompanying assertion, in Section 2,
(“assertion”} about the description and the suitability of design and operating effectiveness of controls stated therein.
Switch is also responsible for preparing the description and assertion, including the completeness, accuracy, and
method of presentation of the description and assertion; providing the services covered by the description; selecting
the applicable trust services criteria and stating the related controls in the description; and identifying the risks that
threaten the achievement of the service organization’'s service commitments and system requirements.

Service Auditor’'s Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating
effectiveness of controls stated in the description based on our examination. Our examination was conducted in
accordance with attestation standards established by the American Institute of Certified Public Accountants (AICPA)
and in accordance with Internafional Standard on Assurance Engagements 3000 (Revised), Assurance
Engagements Other Than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. Those standards require that we plan and perform our examination to obtain
reasonable assurance about whether, in all material respects, the description is presented in accordance with the
description criteria and the controls stated therein were suitably designed and operated effectively to provide
reasonable assurance that the service organization’s service commitments and system requirements were
achieved based on the applicable trust services criteria. We believe that the evidence we obtained is sufficient and
appropriate to provide a reasonable basis for our opinion.

An examination of the description of a service organization’s system and the suitability of the design and operating
effectiveness of controls involves the following:

s Obfaining an understanding of the system and the service organization’s service commitments and system
requirements.

» Assessing the risks that the description is not presented in accordance with the description criteria and that
controls were not suitably designed or did not operate effectively.



+ Performing procedures to obtain evidence about whether the descripfion is presented in accordance with
the: description criteria,

« Performing procedures fo obiain evidence about whether controls stated in the description were suitably
designed to provide reasonable assurance that the service ergamzaﬁon achieved ifs service cormmitments
and system requiremenis based on the applicable rust services criteria.

s Testing the operating effectiveness of confrols stated in the description to provide reasonable assurance
that the service organization achieved its service commitments and system requirements based on the
applicable trust services criteria.

+ FEvaluating the overall presentation of the description.
Our examination also included performing such other procedures as we considered necessary in the circumstances.

Service Auditor’'s Independence and Quality Controf

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant ethical
requirements relating to the engagement, including the Code of Professional Conduct established by the AICPA
and the Intemational Ethics Standards Board for Accountants’ Code of Ethics for Professional Accountants.

We applied the Statements on Quality Control Standards established by the AICPA and, accordingly, maintain a
comprehensive system of quality control. '

Inherent Limitations

The description is prepared to meet the commeon needs of a broad range of report users and may not, therefore,
include every aspect of the system that individual users may consider important to meet their informational needs.

There are inherent Ilmltataonsun the effectiveness of any system of internal control, including tﬁe possibility of human
error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonabie assurance that the
service organization's service commitments and system raquirements are achieved based on the applicable trust
services criteria. Also, the projection to the future of any conclusions about the suitability of the design and operating
effectiveness of controis is subject to the risk that controis may become inadequate because of changes in
conditions or that the degree of compliance with the policies or procedures may deteriorate.

Description of Test of Controls

The specific controls we tested, and the nature, timing, and resulis of those tests are presented in Section 4 of our
report titled “Testing Matrices.”

Opintion

In our opinion, in ali material respects:

a. the description presents Switch’'s Colocation Services system that was designed and implemented
throughout the period Cctober 1, 2022, to September 30, 2023, in accordance with the description criteria;

b. the controis stated in the description were suitably designed throughout the period October 1, 2022, to
September 30, 2023, o provide reasonable assurance that Switch’s service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its controls operated
effectively throughout the peried; and

¢. the controls stated in the description operated effectively throughout the period October 1, 2022, to
September 30, 2023, to provide reasonable assurance that Swilch’s service commitments and system
requirements were achieved based on the applicable trust services criteria.

Restricted Use

This report, including the description of tests of controls and resulis thereof in Section 4, is intended soiely for the
information and use of Switch; user entities of Switch’s Colocation Services system during some or all of the period
Qctober 1, 2022, to September 30, 2023, business partnars of Switch subject to risks arising from interactions with

3



the Switch Colocation Services system, practitioners providing services to such user entities and business partners,
prospective user entities and business partners, and regulators who have sufficient knowledge and understanding
of the following:

the nature of the service provided by the service organization;

how the service organization's system inleracts with user enfities, business partners, subservice
organizations, and other pariies;

internal conirol and s limitations;

user enfity responsibiliies and how they may affect the user entity’s abilily to effectively use the service
organization’s services;
the applicable trust services criteria; and

the risks that may threaten the achievement of the service organization’s service commitments and system
requirements, and how conirols address those risks.

This report is not infended to be, and should not be, used by anyone other than these specified parties.

I R § Conbra], 11 c

Tampa, Florida
November 8, 2023
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o
sw‘ﬁch

MANAGEMENT’S ASSERTION

We have prepared the accompanying description of Switch’s Colocation Services system, in Section 3, throughout
the period October 1, 2022, to September 30, 2023, (the "description”) based on the criteria for a description of a
service organization's system in DC section 200, 2018 Description Criteria for a Description of a Service
Organization’s System in a SOC 2° Report (AICPA, Descripiion Criteria}, ("description criteria”). The description is
intended to provide report users with information about the Switch Colocation Services system that may be useful
when assessing the risks arising from interactions with Switch's system, particularly information about system
controls that Switch has designed, implemented, and operated to provide reasonable assurance that its service
commitments and system reguirements were achieved based on the trust services criteria relevant tc security and
availability (*applicable trust services criteria”) set forth in TSP section 100, Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy {AICPA, Trust Services Criteria).

We confirm, to the bast of our knowledge and belief, that:

a. the description presents Switch's Colocation Services system that was designed and implemented
throughout the period October 1, 2022, to September 30, 2023, in accordance with the description criteria;

b. the controls stated in the description were suitably designed throughout the period October 1, 2022, to
September 30, 2023, to provide reasonable assurance that Switch's service commitments and system
requirements would be achieved based on the applicable trust services criteria, if its conirols operated
effectively throughout that period; and

c. the controls stated in the description operated effectively throughout the period October 1, 2022, to
September 30, 2023, to provide reasonable assurance that Switch's service commitments and system
requirements would be achieved based on the applicable trust services criteria.
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OVERVIEW OF OPERATIONS

Company Background

Switch is a technology infrastructure ecosystem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquartered in Las Vegas, Nevada, Switch is built on the
intelligent and sustainable growth of the Internet. The Founder and CEO, Rob Roy, has developed more than 700
issued and pending patent claims covering data center designs that manifested into Switch data centers and
technology solution ecosystems. Since the opening of their first colocation facility, Switch has delivered 100%
uptime across their faciliies. At Swilch, every team member is driven to produce real results for their clients —
technologically and financially. Switch data center ecosystems empower their clients with numerous options for
innovation, economies of scale, risk mitigation, sustainability, and investment protection.

Company Profile

Switch’s advanced data cenfers are the center of their platform and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the only carrier-neutral colocation facilities in the world to be certified Tier IV Design, Tier IV Facility, and Tier
{V Gold in Operational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
IV standards. Switch's platform has powerful network effects and nuriures a technology ecosystem that benefits
its participants. Switch continues to further enhance these benefits as they innovate and expand their platform
ecosystem. Switch currently has over 1,000 customers, including technelogy and digital media companies, cloud,
and managed service providers, financial institutions, and telecommunications providers.

The growing nexus between Internet connectivity, ;internet—based services, data and analylics, and the
advancement of computational processing power is rapidly expanding the amount of data that enterprises can
access and manage. At the same time, the Internet of Everything is exponentially expanding the available data
sources, as utility grids, automobiles, aircraft, home appliances, wearable devices, and numerous other sources
are all connecting to the Internet. The compute capacity necessary to manage and analyze this data is also
advancing and demanding increasing amounts of power to operate. Switch believes that traditional technology
infrastructure is not capable of supporting the growing wave of mission critical data and increasingly powerful IT
equipment.

Switch presently owns and operates four primary campus Iocations, called Primes, which encompass fourteen
colocation facilities with an aggregate of over 5.3 million gross square feet (GSF) of space. These facilities have
approximately 470 megawatts (MW) of power available to them. Primes consist of The Core Campus in L as Vegas,
Nevada; The Citadel Campus near Reno, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep
Campus in Atlanta, Georgia. Primes are strategically located in geographies that combine a low risk of natural
disaster, favorable tax policies for customers deploying computing infrastructure, and low latency connectivity to
major metropolitan markets, such as Los Angeles, San Francisco, Silicon Valley, Chicago, New York, Northern
Virginia, and Miami. As a result, customers in these metfropolitan markets can access Switch’s colocation facilities
while reducing exposure 1o higher taxes, higher cost of power, and higher risk of natural disaster that might be
prevalent in other markets. Switch can also use their Switch Modular Optimized Design (MOD) technology to build
single-user facilities and are actively pursuing opportunities to deploy this technology in a build-to-suit offering for
their enterprise customers.

As additional locations and sectors within the four existing Prime campus locations are opened for Colocation
Services, the same / similar controls tested within this report are implemented / in place.



Description of Services Provided

Physical Security
Exterior Barriers

From well-defined perimeters consisting of signage, blast walls, and gates, to clear avenues of approach and
backup perimeter barriers, the first layer of physical security is extensive. Exterior walls are constructed of either
steel reinforced poured concrete or masonry reinforced beyond building code reguirements. Enlry points are kept
to a minimum and each exterior door is reinforced, alarmed, access-controlied, and viewed by two dedicated fixed
cameras.

Interior Barriers and Customer Compartrmentalization

Exterior doors lead into specially engineered mantraps built over fire corridor wall construction. The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor bipmetric authentication of the card holder and are controlled via a 24 hour per day security officer and
mantrap relay logic. Each mantrap includes fixed cameras viewing each door,

Each customer space, whether it is 2 cage, cabinet, or suite, is individually locked, protected, and monitored.
Additional security safeguards, such as mantraps, intrusion sensors, and surveiliance cameras, can be added to
these spaces at the cusfomer's request.

Positive Access Control

Positive Access Control is the application of a two-fold access principle stemming from the questions, "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walls, turnstiles, cameras, intercoms, and
biometric readers, Switch's access control talﬁes on further hardening by the Positive Access Control procedures
deployed at the facilities. Positive Access Control requires that a proprietary 24 hours per day officer staffed security
command center (SECOM) verifies that the person standing in the mantrap matches a file photo. After confirmation,
the officer activates the second proximity and biometric reader for use.

The access process is further continued with periodic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of personnel with
access to the facilities is conducted by the Security Director on a semi-annual basis.

Surveillance

Surveiltance equipment for the facilities follows an elite standard set by a board-certified security professional. Fixed
cameras are high-resolution color (520 lines) or digital high definition (HD) with automatic low light switching,
capable of viewing up to 0.1 lux. Pan/tit / zoom (PTZ) cameras are used on the exterior and areas of sensitivity.
Video is digitally recorded at common interchange format (CIF) resolution at 15 images per second (IPS) upon
motion at 4CIF 30 IPS upon operator command or at select zones requiring enhanced video. Video is retained for
100 +/- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the Identify, Observe and Understand {ICU} methodology. The 10U methodology includes constant
monitoring, use of cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeter and sensitive area intrusion.
Sensor types include infrared motion, ultrasonic motion, photoelectric motion, electromechanical, internal lock, and
seismic. These sensors are installed based on the environment or profection needs,

Security Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system insfruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was
developed in accordance with the current American Society for Industrial Security (ASIS) International Guideline on
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Private Security Officer Selection and Training (ASIS GDL PS0-2010) and the 90-day field training officer (FTO)
program. A securily supervisor oversees each shift and reports to the campus security manager. Security
supervisors are required to attend a Security Management course, and officers in management positions are
required to be active members of ASIS International.

Please refer o the following link for related pictures and detailed information: hitp:/fwww, switch.com.

Infrastructur: erations {Environmental Securi

Switch employs the latest advanced environmental controls fo protect the systems of its customers as well as
operating with energy efficiency. These systems are managed and monitored by the Data Center Operations (DCO)
and Energy Management Systems (EMS) teams.

Fire Protection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnef and a third-party monitoring company
for response. Data center areas are protected by aspirating smoke detectors, which are programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interiock
pre-action sprinklers require both a smoke detection event and the activation of sprinklers to release water into the
pipes. This allows for quick response to a fire with a lower risk of water damage in the case of a smaller fire or false
alarm.

Heating, Ventilation, and Cooling (HVAC)

Switch utilizes advanced, patented techniques starting with a custom-designed thermal separate compartment in
facility or (t-scif) air-flow system, Thig airflow system pulls the warm air away from customer systems into a separate
compartment. The warm air is taken out of the core SUPERNAP facility designed for 74 high-grade Switch-designed
and patented TSC-600 and TSC-1000 HVAC units which are physically adjacent to the data center, each containing
six types of air conditioning systems. Within the data centers, areas where warm or hot air travels are marked in
red.

Please refer to the following link for related pictures and detailed information: http:/fwww. switch.com.

Power Management

Switch utilizes multiple in-bound connections from electricity providers. Tri-redundant power systems, which
balance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply {(UPS) devices which are fed by
generators across the campuses. .Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for quick and succinct identification of circuits and to assist with
froubleshooting.

Please refer to the following link for related pictures and detailed information: hitp://www.switch.com.

Support for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NOC).
NOC and engineering staff are available to assist with network troubleshooting and provide "hands-on" services to
support customers,

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication
of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.
NOC representatives monitor customer inquiries, support issues, and incidents on a real-ime basis. Issues are
documented in the Living Data Center (LDC) ticketing system and tracked to resolution.

The ticketing system / customer relationship management (CRM) system contains a complete purchased product
hierarchy, installed equipment, and the physical and logical infrastructure layouts of individual customer solutions.
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The complete history of customer service requests and incidents are recorded in the ticketing system. Customer-
specific information is handled confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthermore, volume analysis, response times, and procedural adherence are monitored to help ensure
customer obligations are met.

Network Management and Monitoring {{ cgical Security}

Since Swilch has no logicatl access to any customer's eguipment or data, each customer is responsible for its own
network security. Swilch manages the network connectivity to the Internet via its multiple providers. Switch’s core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are
configured for high availability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS

Switch designs business processes and procedures to meet its objectives for its Colocation Services. Those
objectives are based on the service commitments that Switch makes o user entities, the laws and regulations that
govern the provisioning of Colocation Services, and the financial, operational, and compliance requirements that
Switch has established for the services.

Principal Service Commifments

Security and availability commitments to user eniities are documented and communlcated in Service Level
Agreements (SLAs) and other customer agreements, as well as in the description of the serwce offering provided
online. Switch makes the fo!Eowang principal service commitments to their customers:

« Make available Switch's colocation andfor other services fo customers for the service term

« Establish, implement, and maintain commercially reasonable industry standards designed to protect the
customers’ equipment

¢ Provide services to customers in accordance with the service leve! goals
« Make available Switch's colocation space 24 hours per day, 7 days a week

» Offer service to customers regarding network availability, network latency, packet delivery, and power
delivery

o Provide 92.99% availability of the Switch network in any calendar month
s Provide 100% power availability

¢ Availability of HVAC capacity to maintain temperatures in the area around the colocation space

System Requirements

Switch establishes operational requirements that support the achievement of the principal service commitments,
relevant laws and regulations, and other system requirements. These requirements include account and password
management processes, vulnerabilily assessment and remediation processes, and employee background
screening and security awareness firaining.  Additional requiremenis are the necessary system change
management procedures to support the requisite authorization, documentation, testing, and approval of system
changes.

System requirements are communicated in Switch’s policies and procedures, system design documentation, and
confracts with customers. Information security policies define an organization-wide approach to how systems and
data are protected. These include policies around how the service is designed and developed, how the system is
operated, how the internal business systems and networks are managed, and how employees are hired, trained,
and managed. Switch alsc has procedures in place to review documentation from third-party providers to ensure
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that they are in compliance with security and avallability policies. Commitments and requirements of Switch are
documented in customer contracts and are updated and signed upon any changes in the practices.

In accordance with Switch's assertion, and the description criteria, the aforementioned service commitments and
requirements are those principal service commitments and requirements common to the broad base of users of the
systern and may therefore not fully address the specific service commitments and requirements made to all system
users, in each individual case.

COMPONENTS OF THE SYSTEM USED TO PROVIDE THE SERVICE

System Boundaries

The scope of this report is limited to the Colocation Services for the following facilities:

» Las Vegas, Nevada

o]

O

o

O

0

Las Vegas 2 (LAS 2}
fLas Vegas 4 (LAS 4}
{as Vegas 5 (LAS 5}
iasVegas 7 (LAS 7}
Las Vegas 8 (LAS 8)
éras Vegas 9 (LAS 9)
L.as Vegas 10 (LAS 10}
Las Vegas 11 {LAS 11}
t.as Vegas 12 {LAS 12)
Las Vegas 15 (LAS 15)

-

Reno, Nevada

o Reno 1 (RNO 1}

o Reno 2{RNO 2)
Grand Rapids, Michigan

o Grand Rapids 1 (GRR 1)
Atlanta, Georgia.

o Atlanta 1 (ATL 1)

A system is designed, implemented, and operated fo achieve specific business objectives in accordance with
management-specified requirements. The purpose of the system description is to delineate the boundaries of the
system, which includes the services outlined above and the systern components described below.

{intentionally Blank]}



Infrastructure and Software

The in-scope infrastructure consists of multiple applications and operating system platforms, as shown in the table
below:

Buslness Funct]on Doscrlption Platform'

The lemg Data i Overall enwronmental condnhons momtonng as weli

Center {(LDC) | as ticketing system capability to track incidents and ‘ Linux
Appllcatlon reso!utlons }
Microsoft . L Las Vegas,
. . Network domain supporting internal systems ‘ . Nevada
AC{“BB Directory applicable to the Cclocation Services. 1 Windows
omain :
Cisco Border Network dewces in place to direct traff ic and fi Iter s’ CISCO Intemetwork Reno,
and Private ! unauthorized inbound network traffic from the ' Operating System Nevada
_ Routers Internet f (I0S)
Physmal access control supportmg the Colocation ; Grand
Honevwell | Services at the Las Vegas, Reno, and Grand Rapids Rapids,
Badge chess ! faciliies that was decommissioned during November Michigan
g stom 1 2022, The in-scope facilities using Honeywell '
y ; transitioned to C-Cure prior to the end of November : Windows Atlanta,
| 2022, Georgia

C -Cljre Badge F’hysucal aceess control supportmg the Colocatlon Ld
Access System

. Services at the Las Vegas, Reno, Grand Rapids, a
Atlanta facmtles

In addition, Switch utilizes CrowdStrike antivirus software for antivirus protection for the Windows production servers
and workstations. Furthermore, Switch utilizes Milestone Video Management System (VMS) for managing the
security cameras for the interior and exterior of the data centers.

People

Switch utilizes specific functional areas of operations that support the scope of this review that include, but are not
limited to, the following:

Executive Management — responsible for overseeing company-wide activities, establishing and
accomplishing goals, and overseeing objectives.

Security Operations (SecOps) department — responsible for monitoring and protecting the facility from
unauthorized access, damage, and interference.

Nstwork Operations {NetOps) department — responsible for implementation of product devefopment and
optimization, client implementation, and technical operations,

Data Center Operations (DCO) — responsible for monitaring and maintaining critical infrastructure including
electrical and cooling infrastructure. Also responsible for preparing customer environment (cage, cabinet)
and performing everyday maintenance of the facility.

Energy Management Systems (EMS) department — responsible for monitoring and maintaining critical
infrastructure including power equipment and infrastructure.

Network Engineering department — responsible for managing network architecture.

Facilities Services department — responsible for providing user entities with assistance before and after the
initial sale by providing information, guidance, and continued support.



s Human Resowrces (HR) department — responsible for HR policies, praciices, and processes with a focus
on key HR depariment delivery areas (e g., falent acquisiions, employee refention, compensation,
employee benefits, performance management, employee relations, development, and employee-related

incidents and investigations).
« Legal department — responsible for legal and regulatory issues involving corporate risk and corporate
compliance.
Procedures

Access, Authentication, and Authorization

In order fo gain access to the firewalls and routers, a user must authenticate with a user account and password via
a secure shell (SSH} program {o help ensure that the sessions are encrypted. The routers may only be managed
from an irdemnal network as SSH is not running on the public portion of the routers. SSH sessions are programmed
to terminate a session afier a predefined period of inactivity.

The network engineering tearm manages the security administration of the firewalls and routers and is required to
authenticate through a terminal access controlier access-confrol system plus (TACACS+) server which allows for
individualized user account access, administration, and logging. These unigue user accounts are defined by the
TACACS+ server and are configured to authenticate using the corporate network domain.

The network domain is configured to enforce password requirements that include minimum length, expiration
intervals, complexity, minimum history, and invalid account lockout threshold. Additionally, the operating system
and badge access system are also configured o inherit credentials from the corporate network domain. Encrypted
VPNs are required for remote access to production and enforce two-factor authentication.

Predefined access groups are employed within the network domam operating system, badge access system, VPN
system, and centralized authentication system to limit access based on job responsibilities. Additionally,
administrator access to the aforementioned systems is restricted to only those personnel responsible for those
activities via user account permissions and group assignments. Management reviews empioyee access privileges
on a semi-annual basis.

IT management has configured the network domain, operating system, badge access system, VPN system,
firewalls, and centralized authentication system to log access related events. IT management reviews these logs
on an ad hoc basis to determine if any suspicious or unauthorized activity has occurred.

Access Requests and Access Revocation

Upon hire, an employee’s production system access is requested, communicated, and approved by the employee’s
manager. The system access request details the specific production systems and required levels of access
privileges. When an employee ends their employment, a termination checklist is completed to document the
offboarding procedures performed and production system access is revoked.

Physical Asset Disposal

Documented data retention and destruction policies and procedures are in place to define retention periods and
destruction procedures for assets that are no longer needed. When technology assets reach the end of their useful
life, they are sent {o the tocal IT team for disposal. IT personnel securely erase storage media in accordance with
data destruction policies and procedures. Depending on the level of sensitivity of data contained on equipment
being destroyed, physical destruction may be required. Destruction of computer equipment is performed off-site by
a third-party vendor which issues ceriificates of destruction to confirm the destruction.

Physical Security

Switch has implemented various physical security protocols to protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day fo control access fo the
office. Predefined access groups are utilized to provide access depending on the individual's role and
responsibitities. Physical access fo the data center is documented and approved by the employee’s manager prior
to access being granted, while physical access to customer cages is documented and approved by the customer
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prior to access being granted. Badge access attempts are logged by the system and are traceable to specific badge
access cards. Management reviews employee and customer access privileges on a semi-annual basis. The ability
to administer the badge access system is restricted fo authorized security management personnel. if an individual
who has physical access to the Swiich facilities is terminated, security management personnel revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and entrance gates controlled by guards or card
access. In addition, surveillance cameras are utilized by security personnel to monitor the main entrance to the
facilities in order to identify visitors and contractors prior {0 granting access to the facilities. Visitors must present
photo identification before being granted access to the facilities. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
non-functioning visitor badge. Prior to being granted access to the secure interior of the data centers, personnel
and authorized customers must enter a mantrap where they must scan the badge access card and provide biometric
credentials, Personnel and authorized visitors are required to provide badge access cards and biometric
identification for both entry and exit of interior doors. Visitors without badge access cards are required to be
escorted by authorized employees while within the facilities.

Switch maintains and monitors activity logs of certain physical movements within the facilities on an as needed
basis. Physical movements captured and monitored include date / time, event, badge access card details, and
device. Digital surveillance cameras are in place to monitor the facility entrances, the building perimeters, and other
areas within the facilities. Video surveillance captured by the camera systern is archived allowing the capability for
review as needed. The facilities are monitored 24 hours per day by security personnel with the use of motion-
sensitive digital surveillance cameras, alarms, and motion detectors. The physical security hardware (e.g.,
monitoring servers, DVRs) is secured behind locked server racks and physical cages. An incident reporting system
is utilized by security personnel to document any physical security incidents.

Environmental Security |

Switch has implementad various environmental sec:Eurity protocols to protect the business premises and information,
systems from potential environmental issues. The Switch facilities are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.
Hand-held fire extinguishers undergo maintenance inspections on an annual basis.

Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured o automatically send e-mail
notifications to operations personnel when predefined thresholds are exceeded. An inspection matrix guides the
frequency of inspection for critical infrastructure including power and cooling systems.

The data centers are designed to optimize cool air flow and utilize redundant air conditioning units to keep
infrastructure equipment at opfimal temperatures. On a quarterly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order. The facilities
are equipped with multiple UPS systems and diesel generators to provide electricity in the event of a power outage.
The data centers also contain two distinct electrical connections to the electrical company’s substation. Utility power
is run through the UPS battery systems so that customers receive clean, conditioned battery power. In the event
that a loss of utility power occurs, the generators will engage and begin supplying power to the UPS systems.
Whether it is from utility or generator power, each customer draws power from the UPS battery systems, ensuring
smooth transitions from utility to generator and back again. On a semi-annual basis, UPS inspections are
performed, and on a quarterly basis, generator inspections are performed to help ensure that the systems are in
proper working order. Additionally, internal personnel perform preventative maintenance procedures on the UPS
systems and generators on a gquarterly basis.

Malicious Software Management

Windows production servers and workstations are configured with CrowdStrike antivirus software which is
configured to scan for updates to antivirus definitions and update signatures on a real-time basis and has on-access
scanning of executables and files.



Change Management

infrastructure changes follow formal change control procedures to help ensure that only tested (when applicable)
and authorized changes are implemented. Change control procedures include;

« [dentification and recording of significant changes;

« Planning and testing of changes;

+ Assessment of the potential impacts, including security impacts, of such changes;

+« Format approval procedure for proposed changes from system or business owners;
+ Communication of change details to relevant persons; and

= Audit frail of changes.

Changes are documenied in ficketing systems with requirements for specific mandatory fields {o be completed to
perform risk assessments and to enable effective coordination and communication within the change process. IT
management will review the ticket and provide their approval or rejection based on the change request. Changes
are required 1o be tested prior to being implemented and post implementation to help ensure there is no adverse
effect or impact on the system. Change control documentation reflects an audit trail of the change including the
date and time of change, reason for change, the name of the person making the change, and the person or persons
who authorized the change.

The ability to implement infrastructure changes is restricted to user accounts granted permissions and group
assignments assigned fo authorized executive management, IT, and NetOps personnel. Change management
meetings are held on a weekly basis to discuss and communicate the ongoing and upcoming infrastructure changes
and projects affecting the system. Meeting minutes are retained and approval for upcoming changes by the Change

Advisory Board are documented within the respective change request ticket. %

Disaster Recovery

Business resiliency plans, including disaster recovery plans, and contingency plans are in place to guide personnel
in procedures to protect against disruptions caused by an unexpected event. The plans include roles and
responsibilities, recovery time objecfives (RTQ), procedures for various scenarios, and task checklists in the event
of an emergency. Additionally, disaster recovery tests are performed on an annual basis. The results of the annual
disaster plan are recorded and tracked to identify and monitor potential threats to the critical infrastructure
supporting the Colocation Services.

Ongoing Monitoring

The entity’s IT security group monitors the security impact of emerging technologies, and the impact of applicable
faws or regulations are considered by senior management. Ongoing monitoring consists of iT personnel receiving
e-mail notifications and subscriptions, as well as following blogs {o stay informed of the latest IT trends which could
affect system security and availability. IT security personnel utilize a third-party ulility to perform a vuinerability scan
of the preduction servers on a monthly basis to identify threats and assess their potential impact to the production
environment. Any security vulnerabilities that are identified are iriaged by T securily personnel and monitored
through resolution.

Capacity and Availability Monitoring

Switch has implemented an intemally developed custom built application called SYSLOG 1o monitor the network
devices’ capacity and availability levels (e.g., cenfral processing unit (CPU)} levels, uptime, etc.) and alert operations
personnel when predefined thresholds have been met. Switch uses an enterprise monitoring tool to log and monitor
network availability and security incidents.

On-call personnet are notified via e-mail by SYSLOG of availability issues that exceed predefined thresholds on
monitored network devices. The NOC is staffed on a 24 hour a day on-call basis to respond to availability issues.
Addifionally, operations meetings are held on a weekly basis to review availability trends and availability forecasts
as compared to system commitments.



Incident Response

The network infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues and to
respond to customer inquiries and incidents. Management has implemented procedures to guide NOC technicians
in identifying and responding to network related incidents, as well as incident response and escalation procedures
in the event that an event is detected, to provide timely and consistent communication to the business and
customers.

A proprietary ticketing system, LDC, was developed and is utilized to handle network related issues in order to
manage, track, and respond fo network issues until resolution. When an issue is detecied, NOC technicians will
examineg the issue and create a ticket to assign priority level on a scale (1-5) based on the urgency and impact of
the incident to the business and/or the customer, and to determine predefined timelines to resolve the issue. If the
ticket is not responded to within a predefined timsline based on its severity, the ticketing system is configured to
notify NOC technicians of the open ticket until the ticket is addressed. Incidents identified by customers can be
communicated to the NOC by phone, e-mail, or on the LDC portal.

if the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented for
the assigned NOC technician {o notify the responsible department and/or vendor through a predetermined set of
contacts. Once the affected departments have been notified of the issue, e-mail updates are sent out o the
business or customers on an as needed basis untll the issue is resolved. Once the issue is fixed, the NOC
technician will update the support ticket with full details of the issue resolution and ciose the ticket. Additionally,
management meetings are held on a biweekly basis to discuss incidents and corrective measures to help ensure
that incidents are resolved.

Data

Badge access logs and video surveillance recordings are a key component of the Colocation Services provii;ied by
Switch. The logs and recordings are reviewed on a real-time basis by SECOM and retained for forensic purposes.
Customer data was not included in the scope of this examination as Switch is not responsible for the administration
or maintenance of customer systems or data.

Significant Changes During the Period

The RNO 2 data center facility was operational as of May 1, 2023. The test of controls at the facility only apply to
the facility's dates of operation during the specified reporting period of May 1, 2023, to September 30, 2023, for the
RNO 2 data center facility.

Subservice Organizations

No subservice organizations were applicable to the scope of this examination whose controls were necessary, in

combination with controls at Switch, {o provide reasonable assurance that Switch's service commitments and
system requirements were achieved.

CONTROL ENVIRONMENT

The control environment at Switch is the foundation for the other areas of internal control. It sets the tone of the
organization and influences the control consciousness of its personnel. The components of the control environment
factors include the integrity and ethical values, management’s commitment to competence, its organizational
structure, the assignment of authority and responsibility, and the oversight and direction provided by the Board of
Managers and Operations Management.
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Integrity and Ethical Vatues

The effectiveness of controls cannot rise above the integrity and ethical values of the people who create, administer,
and monitor them. Integrity and ethical values are essential elements of Switch’s controt environment, affecting the
design, administration, and monitoring of other components.

Integrity and ethical behavior are the product of Switch's ethical and behavioral standards, how they are
communicated, and how they are reinforced in practices. They include management's actions to remove or reduce
incentives and temptations that might prompt personnel {0 engage in dishonest, illegal, or unethical acts. They also
include the communication of entity values and behavioral standards to personnel through policy statements and
codes of conduct. Specific control activities that Switch has implemented in this area are described below:

+ An employee manual is utilized to document organizational policy statements and codes of conduct and
communicate entity values and behavioral standards {o personnel.

e Policies and procedures require that employees sign an acknowledgment form indicating that they have
been given access to the employee manual and understand their responsibility for adhering to the policies
and procedures contained within the manual.

= Employees must sign a confidentialily stalement agreeing not o disclose proprietary or confidential
information, including customer information, to unauthorized parties.

« PBackground screenings are performed for employee candidates as a component of the hiring process.
+ Drug screening tests are performed for employee candidates as a component of the hiring process.

» As secunty is core to Switch’'s services, employees and contractors are required to attend security
orientation and awareness fraining as a component of the hiring process and on an cngoing basis.

i |

Board of Managers and Executi\%re Management Oversight

Switch’s contro! consciousness is influenced significantly by its Owners and Board of Managers’ participation. A
Board of Managers is in place to oversee management aclivities and meels on a quarterly basis.

Organizational Structure and Assignment of Authority and Responsibility

Switch’s organizational structure provides the framework within which its activilies for achieving entity-wide
objectives are planned, executed, controlied, and monitored. Switch's management believes that establishing a
relevant organizational structure includes considering key areas of authority and responsibility and lines of reporting.
Switch has developed an organizational structure suited to its needs. This organizational structure is based, in part,
on its size and the nature of its activities.

Switch’s assignment of authority and responsibility activities include factors such as how authority and responsibility
for operating aclivities are assigned and how reporiing relationships and authorization hierarchies are established.
It also includes policies relating to business practices, knowledge and experience of key personnel, and resources
provided for carrying out duties.

in addition, it includes policies and communications directed at ensuring that personne! understand the entity’s
objectives, know how their individual actions interrelate and contribute fo those objectives, and recognize how and
for what they will be held accountable. Organizational charts are in place to communicate key areas of authority,
responsibility, and lines of reporting to personnel. The charts are communicated to employees and updated as
needed.

Commitment to Competence

Switch management defines competence as the knowledge and skills necessary to accomplish tasks that define
an employee’s roles and responsibilifies. Switch’s commitment fo competence includes management’s



consideration of the competence levels for particular jobs and how those levels translate into requisite skills and
knowledge.

Management ensures employees have adequate training to carry out their job responsibilities. This includes
Switch's self-developed Security Academy where security personnel undergo incremental training in facilities
security as well as Switch’s physical security processes and supporting technology.

Accountability

Switch’'s management philosophy and operating style encompasses a broad range of characteristics. Such
characteristics include management's approach to taking and monitoring business risks, and management’s
attitudes toward information processing, accounting functions, and personnel. Specific control activities that Switch
has implemenied in this area are described below;

+ Input and feedback are actively sought from and provided by Switch customers and partners.
« Management is periodically briefed on regulatory and industry changes affecting the services provided.
» Management meetings are held on a periodic basis to discuss operational issues.
Switch’s HR policies and practices relate o employee hiring, orientation, training, evaluation, counseling, promotion,

compensation, and disciplinary activities. Specific confrol activities that Switch has implemented in this area are
described below:

» Management has established pre-hire screening procedures which are performed for employee candidates.
+ New hire onboarding includes, butis not limited to, the following clements:

0 VPﬁﬁcatim that the employee has signed the employee agreement;

0 \;eriﬂcation that the employee has signed the confidentiality agreément;

o Verification that the employee has signed an acknowledgment of receipt of employee handbook
document; and

o Verification that the employee has taken security training and signed an acknowledgment of such
fraining.

Management utilizes termination procedures which include, but are not limited to, the following elements:
o Collection of company property;
o Revocation of physical and system access rights; and

o - Signatures of each person that performs requisite tasks.

Evaluations are performed for employees on an annual basis.

RiSK ASSESSMENT

Security and risk management are of primary importance to Switch. Switch’s management has placed into
operation a risk assessment process to identify and manage risks that could affect the organization's ability to
provide reliable Colocation Services for user entities. This process requires management fo identify significant risks
in their areas of responsibility and to implement sufficient measures to address those risks.

Objective Setfing

Switch faces a variety of risks from external and internal sources, and a precondition to Switch's risk assessment
methodology is the establishment of objectives, linked at different levels and intemally consistent. Objectives are
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set at the strategic level, establishing a basis for operations, reporting, and compliance objectives. Objectives are
aligned with Switch's risk appetite, which drives risk {olerance levels.

More specific objectives flow from the entity’s broad strategy. Entitydevel objectives are linked and integrated with
more specific objectives established for various "activities,” such as sales, marketing, and operations, making sure
they are consistent. These sub-objectives, or activity-level objectives, include establishing goals and may deal with
product line, market, financing, and profit objectives.

By setting objectives at the entity and activity levels, Swiich can identify success factors. Success factors exist for
the entity, a business unit, a function, a depariment, or an individual. Objective setting enables management to
identify measurement criteria for performance, with focus on success factors. Switch has established certain broad
categories including:

« Operations objeclives — these pertain fo effecliveness and efficiency of the operations, including
performance and delivery goals and safeguarding resources against loss. They vary based on
management’s choices about structure and performance.

+ Compliance objectives —these objectives pertain to adherence o laws and regulations to which Switch and
their customers are subject. They are dependent on extemnal factors, such as government and industry
regulation.

Risk Identification and Analysis

Regardiess of whether an objective is stated or implied, Swifch's risk assessment process considers risks that may
occur. Switch has considered significant interactions between itself and relevant external parties and risks that
could affect the organization's abilify to provide reliable service to its user entities.

Switch’é methodology for analyzing risks varies largely because many irisks are difficult to quantify. Nonetheless,
the process usually includes:

» Estimating the significance of a risk
+ Assessing the likelihood (or frequency) of the risk occurring

+ Considering how the risk should be managed (i.e., an assessment of what actions need to be taken)

Risk analysis includes identification of key business processes where potential exposures of some consequence
exist. Once the significance and likelihood of risk have been assessed, management considers how the risk should
be managed. This involves judgment based on assumptions about the risk, and reascnable analysis of costs
associated with reducing the level of risk.

NeceSsary actions are taken to reduce the significance or likelihcod of the risk occurring.

Risk Factors
Management considers risks that can arise from both external and internal factors including the following:

External Factors
= Technological developments
s Changing customer needs or expectations
+» Competition that could alter marketing or service activities
s+ New legislation and regulation that could force c¢hanges in policies and strategies
» Natural catastrophes that could lead to changes in operations or information systems

+ Economic changes that could have an impact on management decisions
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Internal Factors
» Sigmificant changes in policies, processes, or personnel
» Types of fraud, incentives, pressures, opportunities, attitudes, and rationalizations
= A dissuption in information systems processing
+« The qualily of personnel hired, and methods of training utilized
¢ Changes in management responsibilities
» The nature of the entily’s aclivilies and employee accessibility to assets

The Swilch risk assessment process focuses on supporling management decisions and responding to potential
threats by assessing risks and ideniifying important decision factors. Executive management oversees risk
management ownership and accountability. Senior management from different operational areas is involved in the
risk identification process. Management identifies elements of business risk including threats, vulnerabilities,
safeguards, and the likelihood of a threat, to determine the actions to be faken.

Potential for Fraud

The potential for fraud is considered when assessing the risks to the company's objectives. The potential for fraud
can cccur in both financial and non-financial reporting. Other types of fraud include the misappropriation of assets
and illegal acts such as violations of governmental laws.

Management realizes that the potential for fraud can occur when employees are motivated by certain pressures or
incentivized to commit fraud. The absence of controls, or ineffective conirols, provides an opportunity for fraud
| when combined with an incentive to commit fraud. Documeénted policies and procedures are in place to guide
. personnel in identifying the potential for fraud as part of the risk assessment process. Additionally, the annual risk
assessment considers the potential for fraud.

Risk Mitigation

Risk mitigation activiies include the ability to identify, select, and develop activities that sufficiently meet the
identified risks. However, the relative costs versus benefits shouid also be considered when determining the risk
mitigation activities. The organization has documented policies and procedures to guide personnel throughout this
process. The annual risk assessment and mitigation process also addresses risks arising from potential business
disruptions.

Vendors and business partners are also considered during the annual risk assessment and mitigafion process.
Documented policies and procedures are in place fo guide personnel in identifying risks associated with vendors
and business partners as part of the risk assessment process. Monitoring procedures are also in place to ensure
continual compliance by vendors and business partners. This includes reviewing vendor audit reports and/or
security questionnaires at least annually.

TRUST SERVICES CRITERIA AND RELATED CONTROL ACTIVITIES

Integration with Risk Assessment

Along with assessing risks, management has identified and put into effect actions needed to address those risks.
In order to address risks, control activities have been placed into operation to help ensure that the actions are
carried out properly and efficiently. Control activities serve as mechanisms for managing the achievement of the
security and availability categories.
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Selection and Development of Control Activities

The applicable trust services criteria and related control activities are included in Section 4 of this report to eliminate
the redundancy that would result from listing the items in this section and repeating them in Section 4, Although
the applicable frust services criteria and related control activities are included in Section 4, they are, nevertheless,
an integral part of Switch's description of the system.

The description of the service auditor's tesis of operating effectiveness and the results of those fests are also
presented in Section 4, the Testing Matrices, adjacent to the service organization’s description of controls. The
description of the tests of operating effectiveness and the results of those tests are the responsibility of the service

auditor and should be considered information provided by the service auditor.

Trust Services Criteria Not Applicable to the In-Scope System

All criteria within the security and availability categories are applicable to the Switch Colocation Services system.

INFORMATION AND COMMUNICATION SYSTEMS

Relevant Information

Carriers and Connectivity

Switch has direct connections to many of the nation;at Internet backbones. lts specific carriers are;

+ Aflantic Telenetwork (Comnet) e Masergy

e 123net « Megaport

+» Arelion s Packet Fabric

s Astound s Parker Fiber

»  AT&T « Pacific Century CyberWorks {(PCCW)

ATT Michigan (Michigan Bell Telephone

Limited

Company) + Roberis
+ Bandwidth Infrastructure Group (BIG) + Sky Fiber
+ Casair e Tata
e« CC Communications ¢« Telepacific
e Charter « Telia
+ Cogent ¢ Tirme Wamer Cable
+ Comcast + T-Mobile {formerly Sprint)
s Cox ¢ US Signal
¢+ Crown Castle (formerly Wilcon) ¢ Valley Electric (VEA)
s Everstream {formerly Comilink) s Verizon
+ (Global Telecom & Technology (GTT) + Windstream
+ [XReach s Zayo

Lumen
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Network Design

Data centers are connected diversely and redundantly by Switch-owned fiber. Every data center has multiple
pathways to the other data centers to take advantage of a broad blend of multiple providers on two different
autonomous systems. This design succeeds in being dynamic, robust, and diverse.

Customers who coliocate in one of the Switch facilities are provided a number of different options for Internet
connectivity. These range from single drops to muitipte redundant drops. Redundancy to the customer is provided
either by Border Gateway Protocol (BGP) ar Hot Standby Routing Protocol (HSRP).

The network core is built upon a platform of carrier-class equipment which services Switch’s user entities. The
border routers are meshed together to the core to maximize the ability to transport data fo the optimal provider.
Conversely, by having multiple providers, a customer’s data is received in a fast and efficient method. Customers
have the ability to choose between BGP, HSRP, and single connection routing.

Switch extends its availability into Southern California to the prominent One Wilshire Building. This presence
enables Switch to peer with more than 50 international telecommunications companies.

Comrmunication

Switch has implemented various methods of communication to help ensure that employees understand their
individual roles and responsibilities for Colocation Services and controls, and to help ensure that significant events
are communicated. These methods include orientation and training programs for newly hired employees and the
use of electronic mail messages to communicate time-sensitive messages and information. Managers also hold
periodic staff meetings.

MONITORING

At the executive level, controls are monitored to consider whether they are operating as intended or require
modification for changes in conditions. Switch's management performs monitoring activities to continucusly assess
the quality of intemnal control over time. Moniforing activities occur on a continuous basis and necessary corrective
actions are taken as required to correct deviations from company policy and procedures. This process is
accomplished through ongoing monitoring activities and separate evaluations.

Ongoing Monitoring and Separate Evaluations

The Switch management team conducts quality assurance monitoring on a regular basis and additional training is
provided based upon results of monitoring procedures. Monitoring activities are used to initiate corrective action
through management meetings, customer conference calls, and informal notifications.

The Board of Managers reviews internal control performance metrics provided by management on an annuai basis.
Management's close involvement in the operations can identify significant variances from expectations regarding
internal controls, Upper management immediately evaluates the specific facts and circumstances with any
suspected control breakdown. A decision for addressing any control's weakness is made based on whether the
incident was isolated or requires a change in Swilch’s procedures or personnel. The goal of this process is to
ensure legal and regulatory compliance, as well as to maximize the performance of Swilch personnel,

Switch utilizes the LDC system for overall monitoring. The platform includes an incident ticketing system as well as
real-time monitoring capabilities. With respect to the previously mentioned control activities, the following are key
monitoring controls:

¢ \ideo surveillance for physical security;
s Physical access logs;

o  Semi-annual customer access reviews;
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+ Motion defection sensors;

« Fire, smoke, and heat detection sensors;

» Temperature and humidity monitors monifored by crifical infrastructure staff;

+ Air flow sensors monitored by crifical infrastruciure staff;

« Network device health monitoring with real-ime alests sent to network operations staff. and

» Logical access logs identifying authorized, unauthorized, and administralive aclivifies on key network
devices and platforms.

Additionally, Switch has periodic security assessments in accordance with the Department of Homeland Security
{DHS) Argonne model. intemal audits are performed on an annual basis to help ensure that intemal controls are
designed and operaling effeclively to achieve organizational objectives. The results of audits are reviewed by
management to develop and implement corrective action plans for control weaknesses as needed.

Evaluating and Communicating Deficiencies

Deficiencies in an entity’s internal control system surface from many sources, including the company’s ongoing
monitoring procedures, separate evaluations of the internal controt system, and extemnal parties. Management has
developed protocols to help ensure that findings of internal control deficiencies are reported not only to the individual
responsible for the function or activity involved, who is in the position to take corrective action, but also to at least
one level of management above the directly responsible person. This process enables that individual to provide
needed support or oversight for taking corrective action, and to communicate with others in the organization whose
activities may be affected. Management evaluates the specific facts and circumstances related to deficiencies in
internal control procedures and makes the decision for addressing deficiencies based on whether the incident was
isolated or requires a change in the company’s procedures or personnel. ;

COMPLEMENTARY CONTROLS AT USER ENTITIES

Switch’s controls are designed to provide reasonable assurance that the principal service commitments and system
requirements can be achieved without the implementation of complementary controls at user entities. As a result,
complementary user entity controls are not required, or significant, fo achieve the principal service commitments
and system requirements based on the applicable trust services criteria.
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SECTION 4

TESTING MATRICES
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TESTS OF OPERATING EFFECTIVENESS AND RESULTS OF TESTS
Scope of Testing

This report on the controls relates to the Colocation Services system provided by Swilch. The scope of the testing
was restricted to the Switch Colocation Services system and its boundaries as defined in Section 3. Schellman
conducted the examination testing over the pericd October 1, 2022, to September 30, 2023.

Tests of Operating Effectiveness

The tests applied to test the operating effectiveness of controls are listed alongside each of the respective control
activities within the Testing Matrices. Such tests were considerad necessary to evaluate whether the controls were
sufficient to provide reasonable, but not absolute, assurance that the applicable trust services criteria were achieved
during the period. In selecting the tests of controls, Schellman considered various factors including, but not limited
to, the following;

» the nature of the control and the frequency with which it operates;

+ the control risk mitigated by the control;

s the effectiveness of entity-level controls, especially controls that monitor other controls;
+ the degree to which the control relies on the effectiveness of other controls; and

» whether the control is manually performed or automated.

The types Olt tests performed with respect to the operational effectiveness |of the control activities detailed in this
riefly described below:

section are

'i'eét Ap.pro-acii 7 Be‘sé-ri’ptio-n
Inquiry Inquired of relevant personnel with the requisite knowledge and experience regarding
the performance and application of the related control activity. This included in-person

interviews, telephone calls, e-mails, web-based conferences, or a combination of the
preceding.

Observation Observed the relevant processes or procedures during fieldwork. This included, but
was not limited o, withessing the performance of controls or evidence of controt
| performance with relevant personnel, systems, or locations relevant to the

IL performance of control policies and procedures,

: Inspected the relevant audit records. This included, but was nbt Iimitéd to documents 7
! i system configurations and settings, or the existence of sampling attributes, such as

\ - signatures, approvals, or logged events. In some cases, inspection festing involved

|

Inspection

- tracing events forward to consequent system documentation or processes {e.g.,
- resolution, detailed documentation, alarms, etc.) or vouching backwards for
: prerequisite events {e.g., approvals, authorizations, efc.).

Sampling

Consistent with American Institute of Certified Public Accountants {AICPA) authoritative literature, Schellman
utilizes professional judgment to consider the tolerable deviation rate, the expected deviation rate, the audit risk,
the characteristics of the population, and other factors, in order to determine the number of iteams to be selected in
a sample for a particular test. Schellman, in accordance with AICPA authoritative literature, selected samples in
such a way that the samples were expected to be representative of the population. This included judgmental
selection methods, where applicable, to ensure representative samples were obtained.
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System-generated population listings were obtained whenever possible to ensure completeness prior to selecting
samples. In some instances, full populations were tested in cases including but not limited to, the uniqueness of
the event or low overall population size,

Reliability of Information Provided by the Service Organization

Observation and inspection procedures were performed related to ceriain system-generated reports, listings, and
queries to assess the accuracy and completenass (reliability) of the information used in the performance of our
testing of the controls.

Test Results

The results of each test applied are listed alongside sach respective test applied within the Testing Matrices. Test
results not deemed as control deviations are noted by the phrase “No exceptions noted.” in the test result column
of the Testing Matrices. Any phrase other than the aforementioned, constitutes sither a test result that is the result
of non-occurrence, a change in the application of the control activity, or a deficiency in the operating effactiveness
of the control activity. Testing deviations identified within the Testing Matrices are not necessarily weaknesses in
the total system of controls, as this determination can only be made after consideration of controls in place at user
entities and subservice organizations, if applicable, and other factors.

SECURITY CATEGORY

|

Coniro! Activity Specified Test Apphed by I
by the Serv;ce {)rgamzatlon _ the Sarvice Auditor

Control # Test Results

sy

| Control Envlronment
| CC1 1 COSO Pnncnple 1 The entily demonstrates a oomrmtment to mtegrity and ethlcal values
CC1 1.1 E Policies and procedures require Inspected lhe empioyee No exceplrons noled
: ¢ that employees sign an handbook acknowledgment form
i ’ acknowledgment form upon hire for a sample of employees hired
! indicating that they have been during the period to determine
j given access to the employee that each employee sampled
: manual and understand their signed an acknowledgment form

responsibility for adhering to the upon hire indicating that they had '
policies and procedures contained ] been given access to the i
: within the manual. employee manual and understood
‘ thelr responsibility for adhering to 1
; the policies and procedures
j contained within the manual. 1

i CCt1.12  Background screenings are : Inspected lhe background i No exceptions noted.
i ! performed for employes investigation procedures and the
candidates as a component of the | completed background screening
i hiring process. - for a sample of employees hired

i during the period to determine ;
! : i that background screenings were i

: performed for employee

‘ ; i candidates as a component of the
hiring process for each employee
sampled. |
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. {:ontro'i Activity Specified Test Applied by

Test Resuits

by the Service Organization the Serv;ce Audntcr
CC1.13 Drug screening tests are Inspected the completed drug No exceptions noted.
performed for employee screening test for a sample of
candidates as a component of the | employees hired during the period
hiring process. to determine that drug screening
tests were performed for

employee candidates as a
component of the hiring process
for each emp!oyee sampled

CCii4 Employees must srgn a Inspected the signed No exceptions noted.
confidentiality staterment upon hire | confidentiality statement for a2
agreeing not 1o disclose sample of employees hired during
proprietary or confidential the period to determine that each
information, including client employee sampled signed a
information, to unauthorized confidentiality statement upon hire
parties. agreeing not to disclose

! proprietary or confidential
information, including client
information, to unauthorized

E
partles {‘
CC115 An empioyee sanclron pollcy is in Inspected the oode of oonduot No exoeptrons noted
place that addresses remedial and business ethics to determine
actions for lack of compliance with | that an employee sanction policy
policies and procedures. was in place that addressed

remedial actions for lack of
compliance with policies and
procedures,

CC1.2 COSO Pnnorple 2 The board of directors demonstrates mdepmdence from management and exercises oversrght of
the development and performance of mternal oontrol

on an annual basis. attested to their independence i
i from management and objectivity
in evaluations and decision '
i : makmg durlng lhe period
cc1.23 Board of Managers establish
performance measures,

CC1.2.1 E The Board of Managers Inspeded the oorporate No exceptions noted.
i establishes and maintains a govermnance charter to determine
formal charter and set of bylaws that the Board of Managers
i which dascribes their established and maintained a ‘
¢ responsibilities and oversight of formal charter and set of bylaws |
I management’s intemal control which describad their |
i environment. responsibilities and oversightof |
management’s internal control
: environment, |
CC1.22 | Externat board members attest to Inspected the Ilstlng of ¢ No exceptions noted.
their independence from managemeni members and the t
; management and objectivity in Board of Managers to determine |
evaluations and decision making ; that extemal board members {

Inspected the Board of Managers No exceptions noted. -
meeting minutes for a sample of
incentives, and other rewards for : quarters during the period to

|

|

: responsibilities at the entity, determine that Board of Managers : !

i reflecting dimensions of | established performance : !

i performance and expecied | measures, incentives, and other | |

| standards of conduct. | rewards for responsibilities at the i
i i entity, reflecting dimensions of : !
; i i performance and expected : |
i ! i standards of conduct for each ; ‘
i | | quarter sampled. E |
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Control #

- cc133

| VDocumented posmon descnp'uons

Management has assigned

B Coﬁtro!’ Activity Specnfie&

by the Semce Orgamzanon _

Test Applied by

the Semce Auditor

Board of Managers establish
performance measures,
incentives, and other rewards for
responsibilities at the entity,
reflecting dimensions of
performance and expected
standards of conduct.

Organtzatlonal charts arein piace
to communicate key areas of
authority, responsibility, and
appropriate lines of reporting to
personnel. These charis are
communicated to employeas and
updated as needed.

are in place to define the skills,
responsibilities, and knowledge
levels required for particular jobs.

responsibility of the maintenance

- and enforcement of the security

. and availability palicies and

| procedures to the members of the
. SecOps, DCO, and NetOps

: leams.

Test Resulis

Insp-eoled the Board of Managers
meeting minutes for a sample of
quarters during the pericd to
determine that Board of Managers
established performance
measures, incentives, and other
rewards for responsibilities at the
entity, reflecting dimensions of
performance and expected
standards of conduct for each
quarter sampled.

No exceptions noted.

Inquired of the Director of IT
Compliance regarding the
communication of organizaticnal
charts to employees to determine
that organizational charts were in
place to communicate key areas
of authority, respensibility, and
appropriate lines of reporting to
personne! and that these charts
were communicated to employess
and updated as needed.

No excaptions noted.

i
I
1
|

charts to determine that
organizational charts were in
place and communicated key
areas of authority, responsibility,

Inspecled gle organizational

: and Ilnes of reportlng
; Inspected the posmon descrlptlon

for a sample of job positions to
determine that each position
sampled had a documented
position description that defined

. the skills, responsibilities, and
; know[edge Iavels requured

. Inspected the mfonnatlon secunty

management system scope

" document and security roles and
responsibilities poficy to determine |
' that management assigned '

responsibility of the rmaintenance
and enforcement of the security
and availability poficies and

§

procedures to the members of the
 SecOps, DCO, and NetOps
' teams.

No excepﬂons n:oted

CC1 3 COSO Pdnmple 3: Management estabhshes w:th bomd oversught structures reportmg |ln9$ ancl appropnate
authontles and responsmlhtres in the pursuit of objec‘uves

No exceptions noted.

No exceptions noted.
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l CC‘I 4 COSO Pnncipie 4 The entity demonstrates a oornmitment to attrac:t develop,

by the Servsce Orgamzatton

allgnment wlth objectwee

cctaz |

CC1.43
. employees have adequate

coraa |

New employee oheckllsts are
utilized to guide the hiring process
and include verification that
candidates possess the reguired
qualifications to perform the duties
as outlined in the job description.

New employee hmng procedures
are in place to guide the hiring
process and include verification
that candidates possess the
required qualifications o perform
the duties as outlined in the job
description.

Management ensures that

training to carry out their job

responsibilities.

Employees, customers, and
vendors undergo orfentation prior
0 accessing a data center to help
ensure that security and safety

; requiremants are communicated.

responelblhlles

Test ApphEd by
the Serwce Auditor

Inspected the naw emp!oyee
checklist for a sample of
employees hired during the period
to determine that new employee
checklists were utilized to guide
the hiring process and included
verification that candidates
possessed the required
qualifications to perform the duties
as outlined in the job description
for each emponee sampled.

Inspected the hiring policy to
determine that new employee
hiring procedures were in place to
guide the hiring process and
induded verification that
candidates possessed the
required qualifications to perform
the duties as outlined in the job
descnptlon

inspected the tratntng
aexpenditures during the period
and the departmental training
r:faterials available to employees
to determine that employees had
training to carry out their job

Inquired of the Dlrector of IT
Compliance regarding
communication of security and
safety requirements to determine
that employees, customers, and

1 vendors underwent orientation

' prior to accessing a data center to
. ensure that security and safety

© requirements weare
oommunlcaled

§ Inspected the secunty onentatton

' materials to determine that

i security orientation included the
. following topics:

+  Building perimeter security

. ¢ Customer and guest access
! o Mantraps, tum-styles, and
other physical barriers to
entry

+ Fire safety
| ® Security points of contact for
N emefgencies

Test Results

and retain oompetent mdtwduals in

No excepttons noted

No exoeptrons noted

No exceptlons noted

No exceptlons noted




Control # Controt Activity Specified

} CC1.45 % Empbyees are requ:red to

I 7 : complete security awareness

; : training on an annual basls to

| | understand their obligations and

| . responsibilites to comply with the
i ¢ corporate and business unit

! - security policies,
t H
|

| objectives.

i CC1.51
. o communicate key areas of

. authority, responsibility, and

. appropiiate lines of reporting to

: personnel. These charts are

- communicated to employees and
! | updated as needed.

by the Service Organization

Test Applied by
the Serwce Aud{tor

policy and the information security
policy acknowledgment for a
sample of employees hired during
the period to determine thal each
employee sampled acknowledged
their responsibilities with respect
to information security and safety
requirements upon hlre

Inspected the |rrformat|on secunty

Test Results

Inspected the completed security
orientation form for a sample of
employess hired during the period
to detemmine that each employee
sampled underwent orientation

upon hlre

Inspected the arc ﬂash safety
procedures and the completed arc
flash training roster for a sample
of employees hired during the
period to determine thal each
employes sampled completed
electrical system safety training
upon hire.

Inspected the physscal access
request evidencs for a sample of
customers and vendors granted
access during the pericd to
determine that each customer and
vendor sampled underwent
orientation prior to accessing the
data oenters

No exceptrons noted

No exceptrons noted

No exceptrons noted.

Inspected evidence of secunty
awareness training completion for
a sample of employees to
determine that each employee
sampled completed security
awareness ftraining to understand
their obligations and
responsibilities to comply with the
corparate and business unit

J ang updated as needed.

secmty pohcaes dunng the penod

: Organizational charts are in place | lnquired of the Dﬁrectof of .lT

Compliance regarding the
i communication of organizational
: charts to employess to determine
| that organizational charts were in
: place to communicate key areas
. of authority, responsibility, and
| appropriate lines of reporting to
! personnel and that these charts
! were communicated to employses

No exceptlons noted

CC1 5 COSO Prlncuple 5 The entlty holds lndlwduats aMntabie for their mtemal oontrol respmslblhtles in the pursun of -

No exceptions noted.

H

No exceptions noted.




Control #

Control Activity Specified

| by the Service Organization

Test Applied by
the Sewlce Audltor

Test Results

! Inspec:ted the orgamzalmnal No exceptions noted.
: charts to determine that
[ organizational charts were in
ptace and communicated key
areas of authority, responsibility,
and lines of reportmg
CC1.52 Documented posmon descnpttons Inspected the position descrlpuon No exceptlons noted
are in place to define the skills, for a sample of job positions to
responsibilities, and knowledge determine that each position
levels required for particular jobs. | sampled had a documented
position description that defined
the skills, responsibilities, and
knowledge Ieve!s reqwred
CC1.53 An employee sanctlon polacy is in rInspecﬁed the code of oonduct No exoepluons noted
place that addresses remedial and business ethics to determine
actions for lack of compliance with | that an employee sanction policy
policles and procedures. was in place that addressed
i remedial actions for lack of
f compliance with policies and
procedures.
CC154 Management formally documents | Inspected the securnty No exceptions noted.
an organization strategy and management recurring mesting
parformance policy and updates it | calendar invitation, example
| on an annual basis to align mesting notes, and the
intemal control responsibilities, information security policy to
performance measures, and determine that management
¢ Incentives with company business | formally documented an
| objectives. organization sirategy and
! performance policy and updated it
d to align internal controt
responsibilities, performance
measures, and incentives with
company business objectives
during the peflod
CC1.55 Board of Managers establish Inspected the Board of Managers No exceptmns noted
performance measures, mesting minutes for a sample of
incentives, and other rewards for quarters during the period to
: responsibilitios at the entity, determine that Board of Managers
' reflecting dimensions of established performance '
j performance and expeded measures, incentives, and othar
: standards of conduct. rewards for responsibilities at the
; antily, reflecting dimensions of
j performance and expected
standards of conduct for each j
:; quarter sampled. .

1 Communlcation and Infonnation

CCZ 1 COSO Prmc:ple 13 The entlty obtatns or generates and uses relevant quallty mformahon to support the funct:onmg

1} of internal control ;

‘w CC2 11 An mformallon c:lassrf' cahon poilcy ] Inspected the information

3 is formally documented that classification policy to determine

! identifies Information required to 1 that an information classification

. support the functioning of internal | policy was formally documented
control and achievement of that identified information required

No excepttons noted

i objectives and associated to support the functioning of
irternal control and achievement
of objectives and associated

|
E
| protection and access rights.
l
[}

|
CE protectlon and access nghts
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Control #

cc213

cca14

- Power levels are. eystematically
t monitored and configured to alert
: personnel when predefined

Gontfoﬂl Activi'ty Specified

by the Service Organization

Network moritoring applications
are utilized to monitor network
devices and are configured to
notify operations personnel via e-
mail when predefined events
occur on the network.

Test Applied by

the Serwce Auditor
Inspected lhe network momtonng
application configurations and
axample alerts generated during
the period to determine that
network monitoring applications
were utilized 10 monitor network
devices and wera configured to
notify operations personnel via e-
mail when predefined events
occurred on the network.,

Test Results

No exceptions noted.

Sewnty personnel monrtor
access to facility entrances and
manage visitor access 24 hours
per day.

The ata cemers temperalure
and hhm!duty lgvels are
systematically monitored.
Operations personnel are notified
via e-mail ang text message when
predefined minimum and
maximum thresholds are
exceeded,

Observed the securily personnel
at the security command center
for the in-scope facilities to
detarmine that security personnel
monitored access 1o facility
entrances and managed visitor
access.

Inspected the mesl recent masler
shift schedule for security
personnel across the in-scope
facilities lo determine that security
personnel were staffed to monitor
access to the facilities on a 24
hour per day basis during the
period.

Inquued of the SVIlD{ of SecOps o

regarding the monitoring of
temperature and humidity levels
at the in-scope facilities to
determine that the data centers’
temperature and humidity {evels
were systematically monitored
and that operations personnel
were nofified via e-mail and text
message when predefined
minimum and maximum
threshoids were exceeded

Inspected the monﬂonng system

configurations and example alerts
generated during the period for
the in-scope facilities to detemine

¢ ihat the data centers’ temperature

and humidity levels were
systematically monitored and that
operations personnel were

i notified via e-mail and text
. message when predefined

¢ minimum and maximum i

. thresholds are exceeded. :

minimum and maximum
lhresholds were exceeded.

Inspected the monitoring system
¢ configurations and an example
: alert generated during the period

to determine that power levels
were systematically monitored
and configured to alert parsonnel
when predefined minimum and
maximum thresholds were

No exceptions noted.

No exceptlons neted

[} exceptlons noted

No exoeptions noted

|

J‘
| |

I No exceptions noted. |
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Control #

- cc216

Control Activity Specified

by the Service Organization

The entity's IT security group
monitors the security impact of
emerging technologies, and the
impact of applicable laws and

i regulations are considered by

senior managemant.

cc2.21

CC22T

cc223

cC224

i
S

A system descnptlon is
documented that includes the
services provided, data, people,
software, infrastructure,
procedures, control environment,
risk assessment, menitoring, and
informaticn and communication
systems. The system description
is communicated to internal and
external users via the customer-
facing website.

A documented mformat:on
security policy is in place to guide
personnal in the entity’'s security
and availability commitments and
the associated system
requirements. The policy is
communicated to intemal
personnel via the intranet.

i Employees are required to

complete security awareness

i training on an annual basis to

understand their obligations and
responsibilities to comply with the
corporate and business unit
security policies.

I Policies and procedures require

© that employees sign an-

. acknowledgment form upon hire
. indicating that they have been

. given access to the employee

" manual and understand their

. responsibility for adhering to the

' policies and procedures contained

within the manual.

CC2 2 C0OS0 Pnncaple 14: The entrty |nlernaliy commumcale.s |nfonnat|0n |ncludmg ObJGdIVBS and responsnbmtles for -
|nt9mal control, necessary to support the functioning of internal control.

Lo e e

Test Applied by

the Serv:ce Aud*tor
tnspected exampfe security
update e-mail notifications
received during the period to
determine that the entity's T
security group monitored the
security impact of emerging
technologies, and the impact of
applicable laws and regulations
were considered by senior
managernent

Test Results

Inspected the customer-facing
website to determine that a
system description was
documented that included
services provided, data, people,
software, infrastructure,
procedures, control environment,
risk assessment, monitoring, and
information and communication
systems and was communicated
{o internal and external users via
the oustomer -facing websnle

Inspecled the information 3;@4 ty

policy available on the company
intranet to determine that a
documented information security
policy was in place 1o guide

| personnel in the entity's security

. and availability commitments and
the associated system
requirements, and that the policy
was communicated to internal

{ personnel wa the |ntrane{

Inspected evadence of secunty

awareness training completion for

| @ sample of employees to

. determine that each employee
sampled completed security

. awareness training to understand

. their obligations and

responsibilities to comply with the

corporate and business unif

.; Inspected the employee

handbook acknowiadgment form
for a sample of employees hired
! during the period to determine
that each employee sampled
signed an acknowledgment form
| upon hire indicating that they had
been given access to the
employee manual and understood
their responsibility for adhering to
. the policies and procedures
1 contained within the manual.

security policies during the period. :

No excephms noted

No exceptrons noted.

No excepttons noted

. No exceptions noted.

No exceptions noted.




cc227

- cc228

Management meetings are held

Control Activity Specified

by the Service Organization

Documented escalation

procedures for reporting security
and availability incidents are
provided to intemal and external
users to guide users in identifying
and reporting failures, incidents,
concerns, and other complaints.

are held on a weekly basis to
discuss and communicate the
ongoing and upcoming projects
that affect the system.

on a biweekly basis to discuss
incidents and corrective measures
to help ensure that incidents are
resolved.

Doéumented position descriptions

are in place fo define the skills,
responsibilities, and knowledge
levels required for particuiar jobs.

Change managemsnt meetings

“ Inépeéled the escalation

Test Applicd by
the Service Auditor

procedures available on the
company Intranet and the
customer-facing website to
determine that documented
escalation procedures for
reporting security and avallability
Incidents were provided to internal
and external users to guide users
in identifying and reporting
failures, incidents, concemns, and
other complaints.

Inspected the recurring calendar
meeting invitation, agenda, and
minutes for a sample of weeks
during the pericd to determine
that change management
meetings were held to discuss
and communicate the ongoing
and upcoming projects that
affected the system for each week
sampled.

Inquired of the Director of IT
Compliance regarding
management meetings to
determine that management
meetings were held on a biweekly
hasis to discuss incidents and
corractive measures o ensure
that incidents were resolved.

Inspected the management
meeting minutes for a sample of
weeks during the period to
determine that management
meetings were held to discuss
incidents and corrective measures
for each week sampled.

Inspected the position description
for a sample of job positions to

i determine that each position

sampled had a documented
position description that defined
the skitls, responsibilities, and
knowledge levels required.

%

f

Test Results

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

[

No exceptions noted.



Control #

Control Activity Specified

by the Service Organization

intemal control,

cc233

CC2.31

cc23z2

A systerm description is
documented that includes the
services provided, data, people,
software, infrastructure,
procedures, control environment,
risk assessment, monitoring, and
information and communication
systems. The systern description
s communicated to internal and
external users via the customer-
facing website.

The entity's security and
avallability commitments and the
associated system requirements
are documented in customer
contracts.

Test Applied by
the Service Auditor

Test Results

webslte to determine that a
system description was
documented that included
sarvices provided, data, people,
software, infrastructure,
procedures, controf environment,
risk assessment, monitoring, and
information and communication
systems and was communicated
to internal and external users via
the customer-facing website.

customer service agreement to
determine that the entity's security
and availability commitments and
the associated system
requirements were documented in
customer contracls.

MembersofthelT anc; Voiberationsr

groups conduct a new customer
welcome call with new customers
to review requested setlings o
help ensure that the services to
be provisioned match the
customer's expectations.

. Documented escalation

i procedures for reporting security

and availability incidenis are
provided to internal and external
users to guide users in identifying

: and reporting failures, incidents,
- concerns, and other complaints.

Inquired of the Director of IT
Compliance regarding the
customer implementation process
to determine that members of the
IT and operations groups
conducted a new custormer
welcome call with new customers
to review requested settings to
ensure that the services to be
provisionaed matched the
customer's expectations.

welcome call for a sample of
customers provisioned during the
period to determine that members
of the IT and operations groups
conducted a new customer
welcome call with each customer
sampled.

Inspected the escalation
procedures available on the
company intranet and the
customer-facing website to
determine that documented
escalation procedures for
reporting security and availability

i incidents were provided to internal
and external users to gulde users
in identifying and reporting
failures, incidents, concerns, and
other complaints.

Inspected the standard executed

Inspected evidence of a customer

No exceptions noted.

€C2.3 COSO Principle 15: The entity communicates with extemal parties regarding matters affecting the functioning of

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

H
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Control #

| CC.-.I-3.5“

- cc236

-A-compteted engineering

A dedicated NOC Is staffed 24

CC2.3.7 | Operations personnel utilize a

Control Activity Specified

document and client contact form

is required prior to the

provisioning process that

includes, but is not limited to, the

following:

s Contact imformation

+  Network connectivity
requirements

+  Network redundancy
requirements

+ Customer cabinet layout

hours per day to respond to
customer inquiries, support
issuas, and incidents.

ticketing system to track the
status of incidents and service
disruptions.

by the Service Organization

inspecied the complated

Test Applied by
the Service Auditor

¢  Network connectivity
requirements

e  Network redundancy
requirements

¢ Customer cabinet layout

provisioning questionnaire for a
sample of customers provisioned
during the period to determine
that a completed provisioning
questionnaire was obtained for
each customer sampled.

Inquired of the SVP of”SecO[:;s -

regarding customer support to
determine that a dedicated NOC
was staff%d 24 hours per day to
respond tp customer inquiries,

Inspected the NOC staffing
schedule and the employee time
report for a sample of weeks
during the period fo determine

I that the NOC was slaffed 24

hours per day for each week
sampled.

Inspected the ticketing system

dashboard and the incident ticket

. for 2 sample of incidents that

occurred during the period to
determine that operations

' personnel utilized a ticketing
! system fo track the status of

incidents and service disruptions

for each incident sampled.

support issues, and incidents.

Test Results

No exceptions noted.

No excaptions noted.

No exceptions noted.

No exceptions noted.
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Confrol #

Control Activity Specified

Test App‘ﬁeﬁ by B

Test Resuits

cc238 |

Operatrons personnel record
information regarding incidents
and service disruptions in an
incident ticket as a component of
the customer support process,
that includes, but is not limited to,
the following:

+ Date and time of the: incident

s  Problem type

s  Description of event

» Comrespondence with
customers

* Resoluticn details

i
U

7R!sk Assessment

€C3.1 C0s0 Pnnc;ple 6: The entity spec:ﬁes objectives wlth suﬁlment clarity to enabie the ldennﬁcatlon and assessment of 7
nsks fe!atlng to objectives.

ccarz |

003 2 COSO Pnncnpie 7 The entlty |dent1f ies rnsks to the achqevement of its ob;eotwes
as a basns for delerm:nmg how the nsks shoulcl be

CC321

hy the Semce Orgamzataon

support process that inchuded the
sampled:

Date and time of the incident
Problem type
Description of evertt
Corespondence with

customers

Resolutnondetm?s

Information security objectives are
established by management to

! align internal control

responsibilities, performance, and

' incentives with company business
| objectives.

Documented procedures are in
| place 1o guide personnet in

i identifying business objective
risks, assessing changes to the
| system, and developing risk

I management strategies as a part

of the risk assessment process.

i A systems inventory is mamtalned
. that includes physical devices and
. systems, virtual devices, software,
i data and dala flows, external

© information systems, and
organizational roles.

the Service Auditor

Inspec:ted the mformatlon security
management system scope
document to determine that
information security objectives
were established by management
to align Internal control
responsibilities, performance, and
incentives with company business
objectJves

Inspected the risk assessment
procedures o determine that
documented procedures were in
ptace to gulde personnel in
identifying business chjective
risks, assessing changes to the
system, and developing risk
management strategies as a part
of the nsk assessment process,

managed

Compliance regarding the risk
assessment process to determine
that a systems inventory was
maintained that included physical
devices and systems, virtual
devices, software, data and data
flows, external information

Inquired of the Direclor of IT o

systems, and organizational roles.

No exceptnons noted

No exceplmns no{ed

across the entity and analyzes risks

No excaptions noted.




—

cCa2z2

| Control #

cc323

ccaz4

cc325

place to guide personnel in
identifying business objective
risks, assessing changes to the
system, and developing risk
management stralegies as a part
of the risk assessment process.

Documented procedures are in

Control Activity Specified |
by the Service Organization |

Test Applied by
the Semce Aud;tor

Inspected the most recent nsk

assessment to determine that a
systems inventory was maintained
that included physical devices and
systems, virtual devices, software,
data and data flows, external
information systems, and
orgamzatlonat roles.

Inspacted tha risk assessmenl
procedures to determine that
documented procedures were in
place to guide personnel in
identifying business objective
risks, assessing changes to the
system, and developing risk
management strategies as a part
of the risk assessment process.

A formal nsk assessment is
performed on an annual basis.
Risks that are identified are rated
; using a risk evaluation process
and are formally documented,
along with mitigation strategies,
for management review.

the impact of applicable laws or
regulations are considered by
senior management as part of the
annual risk assessment and IT
sacurity planning process.

The entity’s IT security group
monifors the security impact of
emerging technologies, and the
impact of applicable taws and
regulations are considerad by
senior management.

Developments in technology and

Insp-ected the most recent risk

assessment documentation to
determine that a formal risk
assessment was performed and
that risks that were identified were
rated using a risk evaluation
process and were formally
documented, along with mitigation
strategies, for management

review dumg the penod

Inqumad of the Dlredorof IT o

Compliance regarding the risk
assessment and IT security
planning process to determine
that developments in technology
and the impact of applicable laws
or regulations were considered by
senior management as part of the
annual risk assessment and iT
secunty planmng process.

i Inspected the most recent rlsk

assessment documentation to
determine that a risk assessment
was performed that considered
developrments in technology and
the impact of applicable laws or

Inspected example security
update e-mail notifications
received during the period to
determine that the entity’s IT
security group monitored the

. security impact of emerging

. technologies, and the impact of
. applicable laws and regulations
- were considered by senior

management.

regulations during the period.

No exceptions noted.

Test Resuits

No exceptions noted.

No excepllons noled

No exoeptlons noted

No exceptions noted.

© No exceptions noted.




Control #

* Control Activity Specified |

testApplied by
ihe Semce Audltor

Test Results

CCS 3 COSO Pnncipie B The entnty oonsnders the potential for fraud in assessmg nsks to the achlevement of Ob}eCtIV&S
No excaptions noted.

CC3.3.1

| by the Service Grgamzatmn

Management performs a nsk
assessment on an annual basis
that includes consideration of the
potential for fraud.

CC3 4 COSO Pnncipie 9 The entity |dent1f|es and assesses changes that could sngnlﬁcantly impacl the system of mtemal

oontrol
CC3 4 1

- cc342

Monltorlng Actlvitles “
CC4.1 COSO Pnnmp!e 16 The entlty selects deveiops and performs ongonng and!or separale evaluallons to ascertain

inspected the mosl recent risk
assessment documentation to
determine that management
performed a risk assessment that
included consideration of the
potential for fraud during the
period.

Davelopments in technology and
the Impact of applicable laws or
reguiations are considered by
senior management as part of the
annual risk assessment and [T
security planning process.

The entity's IT éecurily group .

{ monitors the security impact of

emerging technologies, and the
impact of applicable laws and
regulations are considered by
senior managemsent.

I
|
I
|
1

inquired of the Director of IT
Compliance regarding the risk
assessment and IT security
planning process to determine
that developments in technology
and the impact of applicable laws
or regulations were considered by
senior management as part of the
annual risk assessment and IT
security planning process.

P

. Inspected the most recent risk
assessment documentation to
determine that a risk assessment
i was performed thal considered
developments in technology and
the impact of applicable laws or

reguiallons dunng the penod

Inspected axample security
update e-mail notifications
received during the period to
determine that the enfity’s IT

i security group monitored the
security impact of emerging
technologies, and the impact of
applicable laws and regulations
were consldered by senior

J whether lhe components of internal control are present and functlonlng

CC411

. IT security personnel utilize a

. third-party utility to perform a
vulnerability scan of the
production servers on a monthly
basis to identify threats and

. assess their potential impact o

. the produdtion environment. Any
. security vulnerabilities that are

- identifled are triaged by IT

. security personnal and monitored
. through resolution.

\ samplad.

Inspected the vulnerabllity scan
report and an example
. remediation ticket for a sample of
months during the period to
determine that IT personnel
utilized a third-panty utifity to
* perform a vulnerability scan of the
. production servers to identify
. threats and assess their potential
© impact to the production
environment and that security
. vulnerabilities that were identified
were triaged by 1T security
personnet and monitored through
resolution for each month

No exoepnons noted

No exoept:ons noted.

No exceptions noted.

management.

No exceptions noted.

SR ——

. ,ﬂ{
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Control #

Control Activity Specified

?ést Applied by

Tost Results

CC412

cC41s

by the Service Organization |

] cumented policies and

j

i
;
!

procedures are in place to guide
parsonnal in defining the audit
scope and performing the internal
system audit process.

audit process.

ihe Semce Audlter

) lnspected the |ntemal audlt

policies and proceduraes to
determine that documented
policies and procedures were in
place to guide personnel in
defining the audit scope and
performing the intemal system

Intemal audlts are performed on
an annual basis to help ensure
that internal controls are designed
and operating effectively to
achieve organizational objectives.
Tha results of audits are reviewed
by management to develop and
implement corrective action plans

i for control weaknesses as
! needed.

Inqured of the Director of IT
Compliance regarding internat
audits to determine that internal
audits were performed on an
annual basis 1o ensure that
intarnal controls were designed
and operating effectivaly to
achieve organizational objectives
and that the resulis of audits were
reviewed by management to
develop and implement corrective
action plans for control

weaknesses as neaded.

Inspected the most recent mtemal

audit report to determine that
internal audits were performed to
ensure that internal controls were
designed and operating effeclively
to achieve organizational
objectives and that the results of
audits were reviewed by
management to develop and
implement corrective action plans
for control weaknesseas during the
pertod

No excaptions noted.

No exceplions noted

No exceptions noted

004 2 COSO Pnncuple 1? The ent:ty evaluates and oomrmnlcates lntemai oonlrol def iciencies ina t|me1y manner to those

pames responsuble for takmg oorreclwe achon mcludmg semor management and the board ef dlrectors as apprepnate

CC4.21

Internal audlts are performed on
an annual basis to help ensure

i that imemnal controls are designed
! and operating effectively to

! achieve organizational cbjectives.
i The results of audits are reviewed
i by management to develop and

implement corrective action plans

. for control weaknesses as

i needed.

‘ Inqutred of the Director of IT

i Compliance regarding intemal

| audits to determine that internal

. audits were performed on an

: annual basis to aensure that

© internal controls were designed

. and operating effectively to

i achieve crganizationa! objectives
. and that the results of audits were
_ reviewed by management to

! develop and implement corrective
i action plans for control

| weaknesses as needed.

No exceptlons noted
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Control #

cosis

o ccazz

Coﬁtrol Activities -

CC5.1 COSO Principle 10: The entity selects and develops control activities that contribute to the mitigation of risks to the
achievement of objectives to acceptable levels.

o ccsa2

Contrbl Actmty S;Seéifie&

by the Service Organization |

The Board of Managers reviews
internal control performance
metrics provided by management
on an annuai basls.

pariod.

the period.

Test Applied by

the Service Auditor
Inspected the most recent intemal
audit report to determine that
intemal audits were performed to
ensure that internal controls were
designed and operating effectively
to achieve organizational
objectives and that the resufts of
audits were reviewed by
management to develop and
implement corractive action plans
for control weaknesses during the

Inspected the most recent Board
of Managers meeting minutes to
determine that the Board of
Managers reviewed internal
control performance metrics
provided by management during

Test Resuits

No exceptions noted.

No exceptions noted.

Documented procedures arein

identifying business objective
risks, assessing changes to the
system, and developing risk
management strategies as a part
of the risk assessment process.

1

| .

‘ place to guide personnel in
!

i Aformal risk assessment is
performed on an annual basis.

i Risks that are identified are rated
using a risk evaluation process
and are formally documented,
along with mitigation strategies,
for management review.

assigned to users using
predefined access zonses to help
ensure that access priviteges are
consistently assigned based on
job responsibilities and/or where
customer equipment is located.

Badge access card privileges are

of the risk assessment process.

i review during the period.
i Inspected the badge access card |

Inspected the risk assessmeant
procedures to determine that
documented procedures were in
place to guide personnel in
identifying business objective
risks, assessing changes {o the
system, and developing risk
management sirategies as a part

Inspected the most recent risk
assessment documentation to
determine that a formal risk
assessment was parformed and
that risks that were identified were |
rated using a risk evaluation !
process and were formally
documented, along with mitigation
strategies, for managemert i

privileges and zone definition
configurations to determine that

f badge access card privileges
| were assigned to users using
- predefined access zones to

; ensure that access privileges

were consistently assigned based

. on job responsibilities and/or

where customer equipment was |

; located. ;

Eioexcephonsnoted

No excaptions noted.

No exceptions noted.
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| Control #

 CC5.14

CC515

© CCs16

|
|
1

-Personnel and aurhonzed

Personnel and authorized visitors

- Centrei' AC;.I\th Snecrfsed

by the Semce {Jrgamzatnon

Secunty personnei utilize
surveitlance cameras to monitor
the main entrance to the data
centers and identify visitors and
contractors prior to granting them
access into the facilities.

Test Applied by
the Serv;ce Audltor

Observed the data center
entrance process for the in-scope
facilities to determine that security
personnel utilized surveillance
cameras {o monitor the main
entrance to the data centers and
identified visitors and contractors
prior to granting them access into
the facilities.

customers and contractors are
required to enter a mantrap where
they must provide the badge
access card and a biometric
credential prior to being granted
access to the secure inlerior of
the data centers.

Observed the data center
entrance process for the in-scope
facilities to determine that
personnal and authorized
customers and conlraclors were
required to enter a mantrap where
they provided a badge access
card and a biometric credential
prior {o being granted access to
the secure Interior of the data
centars.

are required to provide badge
access cards and biometric
identification for both entry and

. exit of interior doors.

Observed the interior door entry
and exit access process for the in-
scope facilities to determine that
personnel and authorized visitors
were required to provide badge
access cards and biometric
identification for both entry and
axit of mtenor doors

Y .

Test Results

NO exceptlons noted

No exceptlons noted

No exoeptions noted

CCS 2 COSO Pnncuple 11 The enmy aise selects and devebps general oontrol aclwmes over technology le support the
achaevement of ob;ectwes

CCS21

Control aCtIVItIE!S over techno!ogy
are identified as part of the risk
assessment process to support
the achievement of objectives and

i are documented within the risk
i assessment,

Inquired of the Director of IT
Compliance regarding the risk
assessment process to determine

1 that control activities over

i tachnology were identified as part
i of the risk assessment process to
1 support the achievement of

- objectives and were documented
\ wsthln the nsk assessment

‘ Inspected the nsk asseesment
. policy and the most recent risk
" assessment to determine that
| controd activities over technology
| were identified as parl of the risk
| assessment process to support
i the achievement of objectives and
i were documented within the risk

|
|
i
f

No exceptions .n.oted.

. assessment during the period. ‘

No exceptions noted.
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Control #

Control Activity Spécified

————— S

Test Results

%)y the Semce Orgamzation
CCS 3 COSO Pnncuple 12: The entity deploys oonlrol actlvmes through pohc:les that estabiish what ls expectecl and in

procedures lhat put pohcies into acﬂon

CC532 | f

CC533

“etaia

€C5.35

the Serwce Audltor

A documented mfonnatlon
security policy is in place to guide
personnel in the entity's security
and availability commitments and
the associated system
requirements. The policy is
communicated to internal
personnel via the intranet.

inspected the information security i
policy available on the company
intranet to determine that a
documented information security
policy was in place to guide
personnél in the entity's security
and availability commitments and
the associated system
requirements, and that the policy
was communicated o internal
personnel via the intranet.

No excepuons noted

An mformahon classnf catlon pohcy
is formally documented that
identifies information required to
support the functioning of intemnal
control and achievement of
objectives and associated
protection and access rights.

Poﬂdes and procedures are in
place to document organizational
policy statements, codes of
conduct, and communicate entity
values and behavioral standards
to personnel,

: Pohcues and procedures require

that employees sign an
acknowledgment form upon hire
indicating that they have been

. given access to the employee

manual and understand their
responsibility for adhering to the
policies and procedures contained
within the manual.

. place that addresses remedial
- actions for lack of compliance with

policies and procedures.

CAn employee sanction policy is in

contalned withm the manual

! remedial actions for lack of
| compliance with policies and |
procedures. ;

Inspacted the information
classification policy to determine
that an information classification
policy was formally documented
that identified information required
to support the functioning of
intemmal control and achievement
of objectives and associated
protechon and access rights.

Inspected the code of oonduct
and business ethics to determine
that policies and procedures were
in place to document
organizational policy statements,
codes of conduct, and
communicate entity values and
behavioral standards 1o
personnel

Inspected the emptoyee
handhook acknowledgment form
for a sample of employees hired
during the period to determine
that each employee sampled
signed an acknowledgment form
upon hire indicating that they had
been given access to the
employee manual and understood
their responsibility for adhering to
the policles and procedures

Inspected the oode of oonduct
and business athics to determine
that an employee sanclion policy

was in place that addressed

No exceptuons noted

No exceptlons noted

No exoepltons noted

No excaptions noted.




Control #

Control Activity Specified

by i:he Semce Orgamzatlon

Logicai and Physlcal Access Controls

Test Applied by

- cee2

- CCB.13

CcCe.14

A systems |nventory is malntalned
l that includes physical devices and
‘ systems, virlual devices, software,
‘ data and data flows, external
| Information systems, and
i organizational roles.
|
\
\

SO S, J—

An mforrnatlon ciassmcatlon pohcy
. is formally documented that
identifies information required to
suppaort the functioning of intemal
controd and achievement of
objectives and associated |
protection and access rights.

Access to the network domain
requires the use of a unique
username and password.

; The network domain is configured

i to enforce the following user

i account and password controls:

; + Password minimum length

: »  Password expiration intervals
« Password complexity

" s Password history

Invalid password account
lockout threshold

Test Results

the Service Auditor '

Inquired of the Director of IT
Compliance regarding the risk
assassment process to determine
that a systems inventory was
maintained that included physical
devices and systems, virtual
devices, software, data and data
flows, external information

! systemns, and organizational roles.

No exceptmns noted

Inspected the most racent risk
assessment to determine that a
systems inventory was maintained
that included physical devices and
syslems, virtual devices, software,
data and data flows, external
information systems, and
organizational roles,

S __;

Inspected the information
classification policy to determine
that an information classification
policy was formally documented
that identified information required
to support the functioning of
intemal control and achievement
of objectives and associated
protectlon and access rlghls

Inspected the network domain
user account listing and
authentication configurations to
determine that access to the
network domain required the use
of a unique usemame and
password

Inspected the network domam
user account listing and
authentication configurations 1o
determine that the network

i domain was configured to enforce
. the following user account and
. password controls:

o  Password minimum length
¢ Password expiration intervals

1 o« Password complexity

s Password history

; o Invalid password account

lockoutthreshold

H

No exceptrons noled

No excepllons noted

No exceptmns noted

No exceptions noted. N

CC6.1 The entily implements logical access secunty software mfrastructure and archltectures over protected |nformat|on
assets to proteot thern from security events to rneel the entity s objectlves
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Control #

CC6.1.5

- CCei6

| ceea9

CC6.1.10

- cceaar

Cohtroi Activity Sp‘ei:ﬁﬁed

Access to the operaling system
requires the use of a unique
username and password.

by the Service Qrganization

Inspected the operating system

Test Applied by
the Service Auditor

user account listing and
authentication configurations for a
sample of production servers to
determine that access {0 each
server sampled required the use
of a unique usemame and
password.

Authentication parameters for the
operating system are derived from
the corporate network domain
controfler.

Accass to the badge access
system requires the use of a
unique username and password.

Authentication parameters for the
hadge access system are derived
from the corporate network
domain controller.

remote access to production and
enforce two-factor authentication.

system is utilized to authenticate
users accassing network
infrastructure devices.

Access to the centralized
! authentication system requires the
| use of a unique usermname and

password.

Encrypted VPN are required for

A cantralized authentication

Inspected the operating system
authentication configurations for a
sample of production servers to
determine that authentication
parameters were derived from the
corporate network domain
controller for each server
sampled.

Inspected the badge access
system user account listing and
authentication configurations to
determine that access to the
badge access system required the
use of a unique usemame and
password.

Inspected the badge access
system authentication
configurations to determine that
authentication parameters for the
badge access system were
derived from the corporate
network domain controller.
Inspected the VPN encryption and
authentication configurations to
determine that encrypted VPNs
were utilized for remote access to
production and enforced two-
factor authentication.

Inspected the centralized
authentication system
configurations for a sample of
neitwork infrastructure devices to
determine that a centralized
authentication system was utilized |
to authenticate users accessing |
each network infrastructure device |
sampled. ‘
inspected the centralized
authentication system user

account listing and authentication
configurations to determine that |
access to the centralized '
authentication system required [
the use of a unique userame and |
password. :

Test Results

No exceptions noted.

Nd exoebtioné notea. R

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No excaptions noted.
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Controt #

S cCe112 |/

CCB.113

- CCBA14

CCB.A.15 |

ceeae |

C06.1.17

Confrol Activity Specified

Authentication parameters for the
centralized authentication system
are derived from the corporate
network domain controller.

Administrative access privileges

within the network domain are
resfricted to user accounts
accessible by authorized
personnel.

Administrative access pnivileges
within the operating system are
restricted to user accounts
accessible by authorized
personnel.

by the Service Organization

Test Applied by
the Service Auditor
Inspected the centralized
authentication system
configurations to determine that
authentication parameters for the
centralized authentication system
were derived from the corporate

network domain controller.

Inspected the network domain
administrator user account listing
with the assistance of the Director
of IT Compliance to determine
that administrative access
priviteges within the network
domain were restricted to user
acoounts accessible by authorized
personnel.

Inspected the operating system
administrator user account listing
for a sample of production servers
with the assistance of the Director
of iT Compliance fo determine
that administrative access
privileges were restricted to user
accounts accessible by authorized
personne! for each server
sampled.

The ability to create, n*odify. or
delete user badge access
privileges to the facilities is
restricted to user accounts
accessible by authorized
personnel.

Administrative access privileges

within the VPN system are
restricted to user accounts

. accessible by authorized

personnel.

The ability to access and

. administer network infrastructure

Is restricted to user accounts
accessible by authorized
personnel.

¢ configurations and the listing of

user accounts with the ability to
create, modify, or delete user
badge access privileges with the
assistance of the Direclor of IT
Compliance to determine that the

: ability to create, modify, or delete
¢ user badge access privileges to

; personnel.

the facilities was restricted to user
accounts accessible by authorized

administrator user acoount listing
with the assistance of the

i Manager of IT Compliance to
' determine that administrative

access privileges within the VPN
system were resiricted to user

accounts accessible by authorized '

; personnel,
+ Inspected the network
¢ infrastructure administrator user

| account listing with the assistance
. of the Diractor of IT Compliance to

| determine that the ability to

access and administer network

- infrastructure was restricted to

user accounts accessible by

authorized personnel.

No exceptions noted.

Test Results

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.
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Control #

Control Activity Spec;ﬁd |

Test Applied by

Test Results

CC6.1.18

by tha Sennce Qrganlzataon

Predef ned secunly groups are
utiized to assign role-based
access privikeges and restrict
access to data to the network

the Semce Aud:tor

user account listing and role
assignments {o determine that
predefined security groups were
utilized to assign role-based
access privileges and restrict
access 1o data to the network
domain.

Predef ned security groups are
utilized to assign role-based
access privileges and restrict
access lo data to the operating

CCh.1.22 { Predefined secuﬁly greups ai;e” .

- CC6.1.23 |

Predefmed seouraly groups are
utilized to assign role-based

i access priviteges and restrict
access to data to the badge

domain,
€C6.1.19 | Predefi
system.
CCB120
access systam.
o2t

!

; utilized o assign role-based

i access privileges and restrict

{ access to data to the centralized
. authentication system.

l
|
l
|

| utilized o assign role-based

i access privileges and restrict
¢ access 1o data to the VPN

! system.

[

|

¢ filter unauthorized inbound
' network traffic from the Intemet.

user account listing and role
assignments for a sample of
production servers to datermine
that predefined security groups

access privileges and restrict
access to data for each server
sampled.

Inspected f.he network domam

Inspected the operating system

were utilized to assign role-based

No exceptions noted.

No exoepnons no{ed

i Predef ned Lecunly groups are '

A firewall system is in place to

Inspected the badge access
system user account listing and
rolg assignments to determine
that predefined security groups

access privileges and restrict
access to data to the badge
| access system

lnspected the centrallzed
authentication system user
account listing and role
assignments to determine that
predefined security groups were
utilized to assign role-based
access privileges and restrict
access 1o data to the centralized

] authenucation system
lnspec:ted the VPN system user

account listing and role
assignments to determine that
predefined security groups were
utilized to assign role-based
access privileges and restrict

i access 1o data to the VPN
system

!nspected the fi rewall system
. ruleset for a sample of in-scope
- firewalls to determine that each
- firewall system sampled was
¢ configured to filter unauthorized
¢ inbound network traffic from the
. Internet.

were utilized to assign role-based

e

No exceptions noted

No BXO%DHOHS noted.

No exceptions noted.

. No exceptions noted.

l48




Control #

00621

cce22 |4

- cce2s |

Control Activity Specified

by the Sewice {)rgamzatlon

Depanment managers oompiete a
new hire onboarding checklist
prior to granting system access
privileges to new employees.

A full review of employee and
customer access privileges is
performed on a semi-annual
basis.

A completed engineering
document and dient contact form
is required prior lo the
provisioning process that
incdludes, but is not limited to, the
following:

+ (Contact information

s Network connectivity
requirements

o  Network redundancy
requirements

+ Customer cabinet layoul

Test Applied by
the Senﬂce Audltor

Inquired of the Dlrector of IT
Compliance regarding the access
provisioning process to determine
that [T personnel required
department managers to complete
a new hire enboarding checklist
prior to granting system access
pnvileges to new emptoyees

Inspected the new hire
onboarding checklist for a sample
of employees hired during the
period to determine that a new
hire onboarding checklist was
completed for each employes
sampled

Inquired of the Direo'tor of IT
Compliance regarding the semi-
annual access review to
determine that a full review of
employee and customer access
privileges was performed on a
semr—annual baSIS

Inspected the reeults of the rnost
i recant user access review to

i determine that a review of

| employee and customer access

¢ privileges was performed during

| the six months preceding the end

iofthep-edod

¢ Inquired of Ihe Manager of lT

: Compliance regarding the
: customer implementation process
! to determine that a completed
| engineering document and client
- contact fonm was obtained prior to
| the provisioning process that
- induded the following:

X Contact information
: +«  Network connectivity

requirements
«  Network redundancy
. requirements
: . Cuslomer cablnet Iayom
inspecied the oompteted

. provisioning questionnaire for a
* sample of customers provisioned
* during the pericd to determine
. that a compleated provisioning
. questionnaire was obtained for
; each customer sampled

Test Results

CCG 2 Prior to issuing system credentlals and grantmg system access, the enmy reglstere and authonzes new Intemai and
external users whose access is administered by the entity. For those users whose access is administered by the entity,
user system credentlais are removed when user accass |s no Ionger authonzed

No exceptions noted.

No excephons noted

No except:ons noted

No excepttons noted

: No exceptions noted.

No exceptions noted.
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Control #

- cCe24

CC632 |

;ontrol Activity Specified

by th Semce Orgamzatmn

A tenmnatson checkllst is
completed, and access Is revoked
for employees as a component of
the employee termination
process.

Department managers complete a
new hire onboarding checklist
prior to granting system access
privileges to new employees.

A full review of employee and

customer accass privileges is
performed on a semi-annual
basls.

Test Applied by
th' Servic Aud;tor

inspected the termination

checklist for a sample of
employees terminated during the
period to determine that a
termination checklist was
completed as a component of the
employee termination process for
each employes sampled.

Test Results

Inspected the user account Ilsting
for a sample of in-scope systems
and employees terminated during
the period to determine that
accoss was revoked for each in-
scope system and employee
sampled

Inquired of the Director of IT
Compliance regarding the access
provisioning process to determine
that iT personnel required
department managers to complete
a new hire onboarding checklist
prior to granting system access
pnwleges to new empl yeas.

Inspected lhe new hire
onboarding checkiist for a sample
of empioyees hired during the
period to determine that a new
hire onboarding checklist was
completed for each employee

sampled

Inquired of the Dlrector of IT
Compliance regarding the semi-
annual access review to
determine that a full review of
employee and customer access
privileges was performed on a
seml-annual basrs

Inspecled lhe resuits of the most

© recent user access review to
. determine that a review of

employee and customer access
privileges was performed during
the six months preceding the end
of the period.

No exoeptrons noled

No exceplmns noted

No exceptions noted.

No exceptions noted.

MNo exceplions noted.

No exceptions noted.

CCS 3 The entrty authonzes modlf as, of ramoves access to data soﬂware functlons and other protected mfor:ﬁatien
assets based on rotes, responsibilities, or the system design and changes, giving consideration to the concepts of least
privlege and segregat:on of cluues lo meet the entrty s objectlves




 CCe33

Control #

CC634

C0636

Cbhtfol Actmty Speéﬁifi’é(i

A completed engineering
document and dient contact form
is required prior to the

[ provisioning process that

i includes, but is not fimited to, the
following:

: »  Contact mformation

%. Network connectivity

| requirements

+  Network redundancy
FECRITEMETHS

« Customer cabinet layout

A termination checklist is
completed, and access is revoked
for employees as a component of
the employee termination
process.

. Administrative access privileges
* within the network domain are

- restricted to user accounts

- accessible by authorized

by the Service QOrganization

" personnel.

Test Applied by
the Service Auditor

+« Customer cabinet layout

Test Resulis

Inspected the completed
provisioning guestionnaire for a
sample of customers provisioned
during the period to determine
that a completed provisioning
questionnaire was obtained for
each customer sampled.

Inspacted the termination
checklist for a sample of
employees terminated during the
period to deliennine that a
termination checklist was
completed as a component of the
employee termination process for

each employes sampled.

Inspected the user account listing
for a sample of in-scope systems
and employees terminated during

| the period to determine that

access was revoked for each in-
scope system and employee
sampled.

Inspected the network domain
administrator user account listing

i with the assistance of the Director

of IT Compliance to determine
that administrative access
privileges within the network
domain were restricted to user

© accounts accessible by authorized

Administrative access privileges ‘
within the operating system are
restricted o user accounts
, accessible by authorized

‘ personnel.

; personngl.

Inspected the operating system

- administrator user account listing
- for a sample of production servers

with the assistance of the Director

. of IT Compliance to determine

that administrative access

© privileges were restricted to user

accounts accessible by authorized
personnel for each server
sampled.

|

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

i No exceptions noted.
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©C638

The ability to craate, medify, or

ty Specified

by the Service Organization

delete user badge access
privileges to the facilities is
restricted to user accounts
accessible by authorized
personnel.

Administrative access privileges

within the VPN system are
restricled to user accounts
accessible by authorized
personnal.

The ability to access and

administer network infrastructure
is restricted to user accounts
accessible by authorized
personnei.

Predefined security groups are

utilized to assign role-based
access privileges and restrict
access to data to the network
gomain.

! Predefined security groups are

utilized to assign role-based
access privileges and restrict
access to data to the operating
system.

Predefined security groups are
utilized to assign role-based
access privileges and restrict
access to data to the badge
access system.

Inspected therbadge system

personnel.

authorized personnel.

Test Applied by

configurations and the listing of
user accounts with the ability to
create, modify, or delete user
badge access privileges with the
assistance of the Director of IT
Compliance to determine that the
ability to create, modify, or delete
user badge access privileges to
the facilities was restricted to user
accourts accessible by authorized

personnel.

Inspected the VPN system
administrator user account listing
with the assistance of the
Manager of IT Compliance to
determine that administrative
access privileges within the VPN
system were restricted to user
accounis accessible by authorized

Inspected the network
infrastructure administrator user
account listing with the assistance
of the Director of IT Compliance to
qeterrnine that the ability to

ccass and administer network
infrastructure was restricted to
user accounts accessible by

domain.

sampled.

access system.

Inspected the network domain
user account listing and role
assignments to determine that
predefined security groups were
utilized to assign role-based
access privileges and restrict
access 1o data to the network

Inspected the aperating system
user account listing and role
assignmenits for a sample of
production servers to determine
that predefined security groups
were utilized fo assign role-based
access privileges and restrict
access to data for each server

Inspected the badge access
system user account listing and
role assignments to determine
that predefined security groups
were utilized to assign role-based
access privileges and restrict
access to data to the badge

the Service Auditor

No exceptions noted.

1
!
|
[
i

No exceptions note-d.." -

¢ No exceptions noted.

Test Resulis

No exceptions noted.

No exceptions noted.

No exceptions noted.
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Control #

Control Aet;v;ty Specified

Test Applied by

Test Resulls

6313 |

coeae |

CCG 4 The entuty restnc:ts physncal access to facatmes and protected tnformatton assets (for example data center factlmes

bad( -up medta storage and other sensntwe Iocattons) to authorized personnel to meet the entttyfs objecttves

CCG.4.1

© cosa2

 CC643

- Co6.44

! The abllity to create, modify, or

by the Serv;ce Orgamza’aen

Predeﬂned security groups are
utilized to assign role-based
access priviteges and restrict
access to data to the centralized
authentication system.

the Semce Audltor

Inspected the centraltzed
authentication system user
accourt listing and role
assignments 1o determine that
predefined security groups were
utilized to assign role-based
access privileges and restrict
access to data to the centralized
authenttcatlon system.

Predefined security groups are
utilized to assign role-based
access privileges and restrict
access to data to the VPN
systemn.

Security policies and pmcedures
are documented to guide
employee activities for granting,
controfling, and monitoting
physical access to the data
centers.

Sectlrity policies and procedures
: are documented to guide

customer, vendor, and guesi
activities for access control,

A securlty badge poltcy is in place
to define the appropriate use of
the badge access cards.

© delete user badge access

- privileges to the facilities is
' restricted to user accounts
. accessible by authorized

. personnel.

CcCe45

A full review of employee and
customer access privileges is
performed on a semi-annual
basis.

l

Inspec.ted the VPN system user
account listing and role
assignments to determine that
predefined security groups were

i utilized to assign role-based

access privileges and resfrict
access 1o data to the VPN
system

Inspected the security policies
and procedures to determine that
security policies and procedures
were documented and included
guidance regarding employee
activities for granting, controlling,
and monitoring physical access to

the data centers

Inspected the security polacaes
and procedures to determine that
security policies and procedures
were documented to guide
customer, vendor, and guest

. activities for access to the data

centers.

Inspected the access oontrol
. procedures to determine that a

security badge policy was in place

that defined the appropriate use of
the badge access cards. |

Inspected the badge system

configurations and the listing of

- usar accounts with the ability to

create, modify, or defete user

- badge access privileges with the

" assistance of the Director of {T

" Compliance to determine that the

. ability to create, modify, or delete

. user badge access privileges to

i the facilities was restricted to user
: accounts accessible by authorized

personnet

- Inquired of the Director of T

Compliance regarding the semi-

© annual access review o

* determine that a full review of

- employee and customer accass
. privileges was performed on a

. semi-annual basis.

B Y

No exceptlons noted

S

No exceptions noted

No exceptions noted.

No exceptions noted.

No exceptions noted.

No excepttons noted.

i No exceptions noted.
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Control #

Contfoi Activity Specified

Test Appiied by

Test Results

| CCB48

CC6.4.9

- CcCe46

CC64T |

vice Grgamzatmn

Badge access card privileges are

assigned to users using
predefined access zones fo help
ensura that access privileges are
consistently assigned based on
job responsibilities and/or where
customer equipment is located.

Badge access priwleges assrgned
to terminated employees are
revoked within 24 hours as a
component of the employee
{ermination process.

VThe bundlng pemneters for the

facilities include a minimum set of
physical barriers that include:

¢ Fences/walls

+ Entrance gates conirolled by
guards or card access

! Security personnel utilize

. surveillance cameras 1o monitor

: the main entrance to the data

. centers and identify visitors and

. contractors prior to granting them
| access into the facilities.

the S nnce Audltor

lnspected the results of the most -

recent user access review o
determine that a review of
employeea and customer access
privileges was performed during
the six menths preceding the end
of the penod

inspected the baclge access card 7

privileges and zone definition
configurations to determine that
badge access card privileges
were assigned to users using
predefined access zones to
ensure that access privileges
were consistently assigned based
on job responsibilities andfor
where cusiomer equipment was
Iocated

Inqunred of the Dlreclor of IT
Compliance regarding termination
of badge access to determine that
| badge access privileges assigned
| to teminated employeas were
revoked within 24 hours as a
component of the employee
lermlnatron process

Inspected the separation

¢ clearance checklist and the badge
| access user account listing for a

i sample of employees terminated

| during the period to determine

! thal badge access privileges were
: revoked within 24 hours for each

| employee sampled.

. Observed the buildmé penmeter
- for the in-scope fagilities to

{ determine that each facility
. included the following physical
. barriers:

- Fences/walls
. « Enfrance gates controlled by

guards or card access

Obsewed the data center
entrance procass for the in-scope
facilities to determine that security

. personne! ufilized surveillance
. cameras to monitor the main
. entrance fo the data centers and

identified visitors and contractors

. prior to granting them access into
. the facilities.

|

b
|

No exoeptlons noted

No exceptions noted.

No exceptlons noted

No excepuis noted.

| Noexceptions noted.

. No exceptions noted.




Control #

CCB4A1

CC6.4.10

Visitors are reguired to present a

picture identification card, which is
either retained or digitally
scanned, and must be escorted
by authorized individuals before
being granted access to the
faciities.

Personnel at the facilities are
distinguished as belng either an
employes, customer, or contractor
with a functioning color-coded
badge access card or a visitor
with q non-functioning visitor
badg@.

Inguired of the SVP of SecOps
regarding the visitor sign-in
process to determine that visitors
were required o present a picture
identification card that would be
either retained or digitally
scanned, and would be escorted
by authorized Individuals before
being granted access to the
facilities and while in the facilities.

Observed the visitor sign-in
process for the in-scope faciities
with the assistance of the SVP of
SecOps to determine that visitors
were required to present a picture
identification card, which was

aither retained or digitally

scanned, and were escorted by
authorized personnel during the
sign-n process.

Test Results

No exceptions noted.

No exceptions noted.

Inquired of the SVP of SecOps
regarding access to the in-scope
facilities to determine that
personnel at the facilities were

distinguished as one of the

following:

» Employee with badge access
card

+ Customer with badge access
card

+« Contractor with badge access
card

+  Visitor with non-functioning
visitor badge

Observed personnel within the in-

scope facilities to determine that

personnel wera distinguished by

the following badge access card

designations:

+ Employees —red colored
badge access cards and
lanyards — Security had red-

colored badges and black

| lanyards

j » Customers — blue colored

{ badge access cards and

| lanyards

+ Coniractors — black colored
badge access cards and
lanyards

+ Visitors — yellow colored
badge access cards labeled

‘ “visitor” with yellow lanyards

No exceptions noted.
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Caontrol #

CCB413

CC6.4.12

- cCe414 |

CC6.4.15

Control Activity Specified

by the Service Organization
Personne! and authorized
customers and contractors are
required to enter a mantrap where
they must provide the badge
access card and a biometric
credential prior to being granted
access to the secure interior of
the data centers.

Personnel and authorized visitors

are required to provide badge
access cards and biometric
identification for both entry and
exit of interior doors.

Visitors without badge access
cards are required to be escorted
by authorized employees while
within the fadilities.

Activity logs of certain physical

movements within the facilities are |

monitored and maintained.

- activity logs for movement within
: the facilities were logged and that
- personnel reviewed logs on an ad

- and alarms.

Inspected example activity logs

¢ customers and contractors were

centers.

i personnel and authorized visitors

the facilities.

Test Applied by

the Service Auditor '

Observed the data center
enirance process for the in-scope
facilities to determine that
personnel and authorized

raquired to enter a mantrap where
they provided a badge access
card and a biometric credential
prior to being granted access to
the secure interior of the data

and exit access process for the in-
scope facilities to determine that

were required to provide badge
access cards and biometric

identification for both entry and
exit of interior doors.

Observed the visitor access
procedures for the in-scope
facilities with the assistance of the
SVP of SecOps to determine that
visitors without badge access
cards were escoried by
authorized employees whilejwithin

Inspected the access control
pdlicy to determine that
procedures were in place to
require visitors to be escorted by
authorized employees while within
the fadilities.

Inquired of the SVP of SecOps
regarding physical access
monitering to determine that

hoc basis in response to incidents

recorded during the period to

- determine that the following

© atiributes for physical movements

: within the facilities were captured |
" and maintained during the peried: |

e Date/time
¢ Event

; « Badge access card details

.o Davice

No exceptions noted.

No exceptions noted.

No exceptions noted.

Test Resulis

No exceptions noted.

No exceptions noted.

No exwptiohs Vnoted.
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Confrol #

CC64.16

CC6.4.17

CCé6.4.18

CC6.4.19

“ 'c'iéél.éb

o
!
1
|
!

cce421

©incidents.

‘ Sec.urrty personnel utlllze an

Control Activity Specified
by the Service Orgamzatlon
Dlgllal survelllanoe video cameras

record activities at facility
entrances, the building
perimeters, and other areas within
the facilities.

Digital surveltlanoe wdeo camera
recordings are archived, allowing
the capability for ad hoc
investigations.

The data centers are monitored
24 hours per day with the use of
motion-sensitive digital
survelllance cameras, alarms, and
maotion detactors.

Test Applied by
the Serwce Aud;tor

'Obser\'/ed lhe drgltal survelllanoe 7

video camera dashboard within
the security command center at
the in-scope facilities to determine
that digita! surveillance video
cameras recorded adtivities at
facility entrances, the building
perimeters, and other areas within
the facilities.

Test Results

No exceptions noted. .

Inspected the dlgltal surveillance
recording configurations to
determine that digital surveillance
video camera recordings were
archived, allowing the capability
for ad hoc lnvesligallons

Observed the monitoring tools at
the in-scope facilities to determine
that the data centers were
monitored 24 hours per day with
the use of motion-sensitive digital
surveillance cameras, alamms, and
motion detectors.

Secunty personnel monttor
access lo fadility entrances and
manage visitor access 24 hours
per day.

¢ facilities to determine that security
: personnel were staffed to monitor
: access to the facilities on a 24

incident reporting system to
. document physical security

- personnel utilized an incident
! raporting system to document

. the period.

] Observed- the secured server o
: racks and physical cages for the

The physical security hardware
{e.g.. monitoring servers, DVRs)
is secured behind locked server
racks and physical cages.

| determine that security personn%l
' monltored access to facility

© security Incidents during the
. period within tha incident reporting

Obhserved the security personnel
al the security command center
for the in-scope fadilities to

entrances and managed visitor
access.

Inspected the most raoent master
shift schedule for security
perscnnel across the in-scope

hour per day basis during the
penod

Inspected the Ilstlng of phys&cai
system to determine that security

physical security incidents during

in-scope fadilities to determine

: that the physical security

i hardware was secured behind ‘
: locked server racks and physical |

| cages.

H
i

No exceptions noted.

No exceptions noted.

No exceptlons noted

No exceptions noted.

No exceptions noted.

[ No exceptions noted.
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Control #

| cosazz

cC6.423 |

{
|
I
i

CC6.5 The entity discontinues logical and physical
data and software from those assets has been diminished and is no longer required to meet the entily’s objectives.

L

 Control Activity Specified

by the Service Organization

'#’hysical access Vto the data center

is documented and approved by
the employee’s manager prior to
access being granted.

Physical access to customer
cages is documented and
approved by the customer prior to
access being granted.

sampled.

Test Applied by

the Service Auditor
Inspected the physical access
request approval for a sample of
employees and contractors
granted access during the period
o determine that physical access
to the data center was
documented and approved by the
employee’s manager prior to
access being granted for each
employee and contractor

Inspecied the physical access
request approval to customer
cages for a sample of vendors
and customers granted access
during the period to determine
that physical access to the
customer cages was doccumented
and approved by the customer
prior to access being granted for
each sample selected.

protections over physical assets only

Test Results

No exceplions noted.

No exceptions noted.

after the ability to read or recover

Documented data retention and
destruction policies and
procedures are in place to define
retention periods and destruction
procedures for assets that are no
longer needed.

| Physical assets are disposed of in

accordance with data destruction

policies,

Inspected the data retention and
destruction policies and
procedures to determine that
retention periods and destruction
procedures were defined for
assets that were no longer
needed.
Inspected the data destruction
policies and procedures and the
data disposal evidence for a
sampie of physical assets
disposed during the period to
determine that each physical
asset sampled was disposed of in

i
1
t
!
!

: accordance with data destruction
. policies.

i

No exceptions noted.

No exceptions noted.

! CC6.6 The enlity implements logical access security measures to protect against threats from sources outside its system

; boundaries.

CC6.6.1

- cce62

" A firewall system is in place to

¢ fitter unauthorized inbound

- Network monitoring applications
: are utilized to monitor network

network traffic from the Internet.

. devices and are configured to
¢ notify operations personnel via e-

mail when predefined events
occur on the network.

i Inspected the firewall system
¢ ruleset for a sample of in-scope
. firawalls to determine that each
i firewall system sampled was
i configured to filter unauthorized
- inbound network traffic from the |
; Internet.
i Inspected the network monitoring |
i application configurations and :

example alerts generated during |
the period to determine that

network monitoring applications !
were utilized to monitor network |
devices and were configured o |
notify operations personnel via e- |
mail when predefined events i
occurred on the network, 5

No axceptions noted.

No exceptions noted.
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Control #

Control Activity Specified

Test Applied by

Test Resulis

i

CC6.63

cce64 |

by the Service Organization

Users communicate with network
infrastructure devices via an SSH
program to help ensure that
communication sessions are
encrypted using a cryptographic
hash function.

Encrypted VPNs are required for
remote access to produdtion and
enforce two-factor authentication.

T secunty personneﬂ utlllze a

third-party utility to perform a
vulnerability scan of the
production servers on a monthly
basis to identify threats and
assess their potential impact to
the production environment, Any
security vulnerabilities that are
identified are triaged by IT

i security personnel and monitored
: through resolution.

the Semce Aud:tor

Inqmred of the Dlredor of IT
Compliance regarding logical
access to network infrastructure to
determine that users
communicated with network
infrastructure devices via an SSH
program to ensure that
communication sessions were
encrypted using a cryptographic
hash fUﬂCthﬂ

No exceptions noted.

Inspected the network
infrastructure device
configurations for a sample of
network infrastructure devices to
determine that communication
sessions for each network
infrastructure device sampled
were encrypted using a
cryptographic hash function.

Inspected the VPN encryption and
authentication configurations to
detemine that encrypted VPNs
were utilized for remote access to
production and enforced two-
factor autilamﬁcation.

Inspected|the vulnerability scan
report anc an example
remediation ticket for a sample of
months during the peried to
determine that {T parsonnsl
utilized a third-party wtility to
perform a vulnerability scan of the
production servers to identify
threats and assess their polential
impact to the production

i environment and that security

vulnerabilities that were identified
were triaged by IT security
personnel and monitored through
resolution for each month
sampled

No exceptions noted.

No exceptions noted.

No exceptlons noted

! CCB 7 The enmy restncts the transmlssion movement and rernoval of mformallon to authonzed mtemal and external users
and processes, and protects it durlng transmussmn  movement, or removal to meet the enlitys ob}ectwes

! Inspected the VPN encryptnon and !
: authentication configurations to

i determine that encrypted VPNs

¢ wera utilized for remote access to
! production and enforced two-

CC671

Encrypted VPNs are reqmred for
remote access o production and
enforce two-factor authentication.

| factor authertication.

. No exceptions noted
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Contro! Actav;ty Speclfied Test Applled by

Control # Test Results
CC6.7.2 | Users oommunlcate wilh network Inquired cf the Dnrector of IT No exceptions noted.

! infrastructure devices via an SSH | Compliance regarding logical

i program to help ensure that access to network infrastructure to

| communication sessions are determine that users

I encrypted using a cryptographic communicated with network

i hash function, infrastructure devices via an SSH

i program to ensure that

i communication sessions were

; encrypted using a cryptographic
hash functron

Inspected the network No exoephons noted
infrastructure device
configurations for a sample of
natwork infrastructure devices fo
determine that communication
sessions for each network

infrastructure device sampled
were encrypted using a
cryptographic h%h functlon
CCs.7.3 Procedures are ln place that Inspected the mformahon secunly No exceptlons noted
prohihit the transmission of policies and procedures to
sensitive information over the determine that procedures were in
internet or other public place that prohibited the
communications paths unless itis | transmission of sensitive
encrypted. information over the Internet or

other public communications
paths unless |t was encrypted

| CCe74 A mobile device and teleworking Inspected the mobtle device and No exceplions noted.

policy are in place to guide teleworking policy fo determine
personnet in the proper use of that a mobile device and
i mobife devices. teleworking policy was in place to

| ! guide personnél in the proper use

i of mobile devices.

H —— e e -

CCG 8 The enuty |mplements controls to prevent or detect and act upon the |ntroducllon of unauthorized or malicious
: software to meet the entlty s objectlves

CCS 8 1 | A central antivirus server is Inspected the enterprise antivirus | No exceptions noted.
i configured with antivirus software | software configurations and
to protecl registered production registered client list to defermine

| Wlndows servers and that a central antivirus server was
: © workstations with the following configured with antivirus software
! . corfigurations: to protect registered production :
.+ Scan for updates to antivirus | Yindows servers and ) i
definitions on a real-time - workstations with the following
basis ' configurations:
On-access scanning of ! »  Scan for updates to antivirus
: executables and ﬁ?g; 1 definitions on a real-time
hasis

s On-access scanning of :
| executables and files i i




Control #

Test App!ted by

Test Results

System Operatlons

ccraz

CC7.1.3

IT security personnel utlhze a
third-party utility to perform a
vulnerability scan of the
production servers on a monthly
basis to identify threats and
assess thelr potential impadt to
tha production environment. Any
security vulnerabilities that are
identified are triaged by IT
security personnel and monitored
through resolution.

The network domaln is c:onﬁgured

to log the following events:
Logon events

Object access

Policy changes
Process tracking
System events

IT personnel review network
domain event logs on an ad hoc
basis.

" The operating system is

. configured to log the following

events:
s Account logon events
L 2

Logon events
Palicy changes

IT personnel review operating

system avent logs on an ad hoc

. basis.

Account management events |

Inspected the vulnerability scan
report and an example
remediation ticket for a sample of
months during the period to
detarmine that T personnel
utilized a third-party utility to
perform a vulnerability scan of the
production servers to identify
threats and assess their potential
impact to the produdion
environment and that security
vulnerabilities that were identified
wera friaged by IT security
personnel and monitored through
resolution for each month
sampled

Inqwredofﬂle Dlmctorofl'l'
Compliance regarding the network
domain log review process to
determine that IT personnel
reviewed network domain event
logs on an ad hoc basis during the
paﬁod

Inspected the network domam
logging configurations and an
example event log generated
during the period to determine
that the network domain was
configured o kog the following
evernis:

Logon everis

Obiect access

Palicy changes

Process tracking

System evenls

Inqmred of the Dlrector of IT
Compliance regarding the
operaling system log review
process to determine that IT

. personnel reviewed operating

: system event logs on an ad hoc
| bas:s during the period.

No excephons noted

CC7.1 To meet its objectnves the entity uses detechon and momtonng prooedures to |denufy (1) chansg&s to oom‘“ guratbons
that result |n the introduction of new vutnerabml:es and (2) susceptlbllrhes o newly dlsoovered vu!nerabihhes

No exceptions noied

No exceptions noted.
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CCT14

CcCT.15

CC7A6

Control Activity Specaﬂed
"_'aSe_'_ ¢ o

Ac:lwuty Iogs of cef’(aln physlcat

movements within the facilities are
monitored and maintained.

The firewall system is configured
! to log certain activity that includes,
i but is not limited to, the following:
. o Successful connections

{

|
|

. « Denied connections

. 1T personnel review firewall
! system event logs on an ad hoc
i basis.

|
t
|
}

She e e e e
i

! The VPN system is configured to
i log certain activity that includes,

- butiis not limited to, the following:
-« Failed login attempts

i & Successful login attempts

. IT personnel review VPN system

| event logs on an ad hoc basis.

) TestApphed by “

lnspected the operatmg system N

togging configurations for a
sample of production servers and
an example event log generated
during the period to determine
that each server sampled was
configured to log the following

i everts:

+ Account logon events
« Account management evenis

e« Logon evenls
|* foﬁc_:y dwanges
Inquired of the SVP of SecOps

regarding physical access
monitering to determine thai
activily togs for movement within
the facilities were logged and that
personnel reviewed logs on an ad
hac basis in response to incidents
and atarms

Test Resulis

No exceptrons noted

Inspected examp!e activity logs
recorded during the period to
detarmine that the following
attributes for physical movements
within the fadilities were captured

and maintained during the period:
s Date/fime
+ Event

s Badge access card details
« Device

7 [nqurred of the Dlreclor of tT

Compliance regarding the firewalt
log review process to determine
that IT personnel reviewed firewall
systemn event logs on an ad hoc
baS|s duﬁng the period

Inspected the firewall system
. logging configurations for a

. sample of in-scope firewall

. systems to delermine that each
* firewall systern sampled was

+ configured 1o log activity that

- included the following:

. »  Successful connections
} . Denled oonnecﬂons

[nqun'ed o! the Dwector of !T

; Compliance regarding the VPN
* log review process to detemming
¢ that IT personnel reviewed VPN
: system event logs on an ad hoc
i basis during the period.

' No exceptions noted.

No exoept!ons noted

No exceptions noted.

4
!

i

. Noexcé‘;' . nmed e
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Control #

ccrar

ccras |

CCT 2 The enmy momtors syslem components and lhe operation of those eomponents for anomalnes that are mdlcatwe of

The centrallzed authenhcanon
system is configured to log events
that include, but are not limited to,
the following:

¢ Successful logins

Failed logins

+  Administrator commands
executed during an active
Session

IT management reviews centra!

authentication system event logs

on an ad hoc basis.

are utiized to monitor network
devices and are configured to
notify operations personnel via e-
mail when predefined events
ocour on the network,

Network monitoring applications

¢

: Inspected the oentrahzed

i network monitoring applications
© were utilized to menitor network
' devices and were configured to

i was configured to log activity that
[ included the following:

[ o Sueeeesﬂﬂlognanempts

! authentication system event logs
fonanadhocbaeisduringthe

Test Applied by

the Sew:ce Audltor

Inspected the VPN system

| logging configurations and an
example VPN system avent log
generated during the period to
detemine that the VPN system

e Failed login attempis

hqureddﬂ\el)redordn'
Compliance regarding the review
of the centralized authentication
systern logs to determine that IT
managemen reviewed central

authentication system logging
configurations and example logs
generated during the period to
determine that the centralized
authenlication system was
configured to log the foliowing
evenls:
¢ Successful logins
e Failed logins
&« Administrator commands
executed during an active
ses5ion
Inspected the network monltonng
application configurations and
example alerts generated during |
the period to determine that |

notify operations personnel via e-

. mail when predefined events |
- eccurred on the network :

No excepbons noted

Test Results

: malicious acts, nalural disasters, and errors affecting the entity's ability to meet its objectives; anomaties are analyzed fo
: determme whelher they represent secunty events

|

CCT21

I Act:wty logs of certain physmal

. Inquired of the SVP of SecOps

movements within the facilities are .

. monitored and maintained.

[

regarding physical access

- monitoring to determine that

- activity logs for movement within
. the facilities were logged and that
i personnel reviewed logs onan ad |
! hoc basis in response to incidents

¢ and alarms.

* No exceptions noted.
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; Control #

Confrol Activity Specified

by the Service Organization

Tast Applied by
the Service Auditor

Inspected example activity logs

recorded during the period to
determine that the following
attributes for physical movements
within the facilities were captured
and maintained during the period:

s Date/tme

+ Evem

+ Badge access card details
* Device

Test Results

CCr.22

- ccr23

ccr2s

- cCcr2a |

record activities at facility
entrances, the building
perimeters, and other areas within
the facilities.

Observed the digital surveillance
video camera dashboard within
the security command center at
the in-scope facilities to determine
that digital surveillance video
cameras recorded activities at
facility entrances, the building
perimeters, and other areas within
the faciiities.

Digital surveillance video camera
recordings are archived, allowing
the capability for ad hoc
investigations.

The data centers are monitored
24 hours per day with the use of
motion-sensitive digital

recording configurations to
determine that digital surveillance
video camera recordings were
archived, allowing the capabiiity

for ad hoc investigations.

No exceptions noted.

Observed the monitoring tools at

. the in-scope faciities to determine

surveillance cameras, alarms, and !

rmotion detectors.

Security personnet rﬁonitor

¢ aceess to fadlity entrances and

© manage visitor access 24 hours
i per day.

ccree

Security personne! utilize an

- incident reporting system to

document physical security
incidents.

that the data centers were
monitored 24 hours per day with
the use of motion-sensitive digital
surveillance cameras, alarms, and
motion detectors.

Observed l!:ne secﬂﬁty person‘nel a

at the security command center
for the in-scope fadilities to
determine that security personnel
monitored access to facility
entrances and managed visitor
access.

Inspected the most recent master

" shift schedule for security

- paersonndl across the in-scope

* facilities to determine that security
. personnel were staffed to monitor
¢ access to the facilities on a 24

i hour per day basis during the

. period.

Inspected the listing of physical

securily incidents during the
period within the incident reporting

: systamn to determine that security

personnel utilized an incident

i reporting system to document

physical security incidents during
the period.

No exceptions noted.

No exceptions noted.

No exceptions noted.

Ne exceptions noted.

No exceptions noted.

U ST ST



Control #

ccras |

' CCT 3 The ennty evaluates secunty events to determme whether they ooutd or have resulted ln a falture of the enmy fo
; mest its objectwes (secr.mty |n01dents) and tf $0, takes acttons to prevent or. address such faltures

CC731

cc7.32

|
? customer inquiries, support
! Issues, and incidents.

ccr2r |

l

l

Control Activity Specified

by 2he Semce Organ:zation

The data centers’ temperature
and humidity levels are
systematically monitored.
Operations personnel are notified
via e-mail and text message when
predefined minimum and
maximum thresholds are
excasded.

Power !evels arg systematlcally
monitored and configured to alert
personnel when predefined
minimum and maximum
thresholds are exceeded.

|

Documented escalation
procedures for reporting security

i and availability incidents are

i
|
l
|
i
|

1
|
1
1
i

i provided to intarnal and external |
* users to guide users in identifying |
| and reporting failures, incidents,

concerns, and other compilaints.

; fallures, incidents, concerns, and
‘ olher complalnts
L

Inquired of the SVP of SecOps
. regarding customer support to :
. determine that a dedicated NOC
was staffed 24 hours per day to

A dedscated NOC is staffed 24
¢ hours per day to respond to

[ when predsfined minimum and
i maximum thresholds weare

t
lnspected the escalatton

- escalation procedures for
i reporting security and availability

Test Abpired
the Serv:ce Audttor

Inqurred of the SVP of SecOps
regarding the monitoring of
temperature and humidity levels
at the in-scope facilities to
determine that the data centers’
temperature and humidity levels
ware systematically monitored
and that operations personnel
were notified via e-mail and text
message when predefined
minimum and maximum
thresholds were exoeeded

Inspected the monitoring system No exceptions noted.
configurations and example alerts
generated during the period for
the in-scope facilities to determine
that the data centers’ temperature
and humidity levels were
systematically monitored and that
operations personnel were
notified via e-mail and text
message when predefined
minimum and maximum
thresholds were exceeded

Test Results

Inspected the monitoring systern
configurations and an example
alert generated during the period
{o determine that power levels
wefe systematically monitored
and configured to alert parsonnel

No exoeptrons noted,

exoeeded

No excepttons noted
procedures available on the
. company intranet and the

| customer-facing website to
determine that documented

inddents were provided to mternal
and external users to guide users
in identifying and reporting

|
i No exceptlons noted

respond fo customer inquiries,
support issues, and incidents. i

No exceptions noted -
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Control #

Control Activity Specified.

ppliet
the Semce Audsto

Test Resulis

CC741

- ccraz

cc733

- ccr3a |

H

i
!
i
!
1
i

by the Service Organization

IT personnel utilize an automated

ticketing system to document
sacurity violations, responses,
and resolution.

Management meetmgs are held
on a biweekly basis to discuss
incidents and corrective measures
to help ensure that incidents are
resolved.

: Documented escalatlon
! procedures for reporiing security

and availability incidents are

; provided to internai and exteral
1 users to guide users in identifying

| and reporting failures, incidents,
. concems, and other complaints.

© IT personnel utilize an automated
* ticketing system to document

|

security violations, responsas,

: and resolution.

Inspected the NOC slafF ing
schedule and the employee time
report for a sample of weeks
during the period to determine
that the NOC was staffed 24
hours per day for each week
sampled

Inspec:ted the tlcketlng system
dashboard and the incident ticket
for a sample of incidents that
occurred during the period to
determine that IT personnel

utilized an automated ticketing
system to document security
violations, responses, and
resolution for each incident
sampled

Inquired of lhe Dlrector of IT
Compliance regarding
managemeant meetings to
determine that managemant
meetings were held on a biweakly
basis o discuss incidents and
corrective measures to ensure
that |ncadents were resolved

ed the management
ting minutes for a sample of
woeks during the period to
determine that management
meetings were held to discuss
incidents and corrective measures
for each week samp!ed

procedures available on the

company intraned and the

i customer-facing website to
| determine that documented
. escalation procedures for

: reporting security and availability
. incidents were provided to intemal !
: and external users to guide users
! in identifying and reporting

! failures, incidents, concerns, and |
olher complaints. i

Inspeded the llcketlng syslem
! dashboard and the incident ticket
i for a sample of incidents that
¢ occurred during the period to
. determine that IT personnel
: utilized an automated ticketing
. system to document security
: violations, responses, and
' resolution for each Incident
sampled -

Inspected the escalallon

No exceptlons noted.

No exceptlons noted.

No exceptions noted. B

NO excepuonsnded e

CC1. 4 The ennty responds to tdenuﬁed secunty :ncadents by executlng a deﬁned lncident response pmgram lo understand
oontaln remedlate and commumcate sec:.mty mmdents as appropnale

No exceptions noted. -

No exceptions noted.
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Documenied escalation
procedures for reporting security
and availability incidents are
provided to internal and extemal
users to gulde users in identifying
and reporting failures, incidents,

! concerns, and other complaints.

1
1
]
1
i
:
i
l

P

IT personnel uutlze an automated
ticketing system to document
security violations, responses,
and resolution.

Management meehngs are held

on a biweekly basis to discuss

incidents and correcitive measures

to help ensure that incidents are
resolved.

f— Change Management -

Do-curnented pollmes and
procedures are in place to

- address the following:

¢ Defined categories of
changes

approval prior to
implementation in production

+» Roles and responsibilities of
process owners

i « Emergency change process

Test Appiled by -

the Servzce Audltor

Inspecteci the escalalion
procedures available on the
company intranet and the
customer-facing website to
determine that documented
escalation procedures for
reporting security and availability
incidents were provided to internal
and external users to guide users
in ident#ying and reporting
failures, incidents, concemns, and
other complaints.

Inspacted the ticketing system
dashboard and the incident ticket
for a sample of incidents that
occurred during the period to
determine that IT personnel
utilized an aulomated ticketing
system to document security
violations, responses, and
rasolution for each incident

Inquired of the Director of IT
Compliance regarding
managgrnent meetings lo
determine that management
meetings were held on a biweekly
basis to discuss incidents and
corrective measures to ensure

lhat lnc|dents were resolved.

Inspected the management
meeling minutes for a sample of
weeks during the period to

| determine that management

: meetings were held to discuss

i incidents and corrective measures
: for each week sampled.

Defined categories of
changes
« Change initiation, testing, and

approval prior to
impiementation in production

‘ address the followi
+» Change initiaion, testing, and ' ng:

+ Roles and responsibilities of

Process owners

¢ Emergency change process

Test Resulis

CCT 5 The en‘uty |dent|f ies, develops and !mplements act:vmes to recover from |eenﬂﬁed securrty mcndents -

No exceptions notecl

No exceptlons noted

No exceptlons noled

No exceptrons noted

! CC8.1 The entity authonzes desngns develops or aoqmree conﬁgures documents tests approves and tmplements 7
changes to lnfrastructure data software and prooedures to meetns objectves

: Inspected the change

; management policies and

i procedures to determins that
i documented policies and

. procedures were in place to

No exceptions noted.




Control Activity Spec&ﬁed N Teést Applied by .

Control # the Semce Au d;tor Test Results
CcCs.1.2 Change management meetings Inspected the recurrting calendar No exceptions noted.
are held on a weekly basis to meeting invitation, agenda, and
discuss and communicaie the minutes for a sample of weeks
ongoing and upcoming projects during the period to determine
that affect the system. that change management

meetings were held to discuss
and communicate the ongoing
and upcoming projects that
affected the system for each week
sampied

CC8.1.3 Automated ticketlng systems are Inspected lhe ucketlng system for No excepnons noted
utifized to log and {rack in-scope a samptle of infrastructure

system infrastructure change changes implemented during the
information, impacted system period to determine that
resources, and management ! aulomated ticketing systems were
approvals. ¢ utitized to log and track the

information, impacted system
resources, and management

i approvals for each change
samp%ed
CcCc81.4 Infrastrudure changes are Inquired of the Dlrector of IT No exceptlons noted
authorized, tested where Compliance regarding
applicable, and approved pricrto | infrastructure changes to
implementation. determine that infrastructure
i changes were authorized, tested

whare applicable, and approved
pnor to |mplementanon

!nspected the change No exceptions noted.
management documentation for a
sample of infrastructure changes
implemented during the period to
determine that each change

i sampled was authorized, tested

1 where applicable, and approved.

CC8.15 The ability to implement Inspected the listing of user No exceptions noted.
infrastructure changes is . accounts with the ability to |
restricted to user accounts 4 implement infrastructure changes |
accessible by authorized : with the assistance of the
personnel. : i Manager of IT Compliance to

i determine that the ability to

. implement infrastructure changes
i was restricted to user accounts

: | accessible by authorized

i personnei

Risk Mltlgation

z CCQ 1 The en!rty |dentn" a3, selects and develops l"lSk mmgatlon aciwtttes for nsks ansnng from potentlal businessr ”
: disruptions.

CC9.1.1 ° Documented procedures are in . Inspected the risk assessment . No exceptions noted.
: : place to guide personnel in - procedures to determine that i !
{ * identifying business objective : documented procedures were in :
' risks, assessing changes tothe  © place to guide personnel in i :
i . system, and developing risk i identifying business objective ;
: management strategies as a part | risks, assessing changes tothe | i
i

; i management strategies as a part
\‘ i of the risk assessment process.

s PSS PR

I
. of the risk assessment process. ! system, and developing risk ‘ |
|



Test Applied by

Test Results

ccot2

CCQ 2 The entlty assesses and manages risks assodated with vendors and bus:ness partners

CCQ21

ccez2

A risk assessment is perfon'ned
on an annual basis that includes
an evaluation of risk mitigation
control activities for risks arising
from potential business
disruptions. Identified risks are
rated using a risk evaluation
process and are formally
documented, with mitigation

: strategies, for management
! review.

i

Bk

Busmess resmency plans are in
place to guide personnel in
procedures to protect against
disruptions caused by an
unexpected event.

: by an unexpected event,

e — -

th Serv ce Aud:tor

Inspecled the most recent nsk

assessment documentation to

detarmine that a risk assessment

was performed that included an

evaluation of risk mitigation

control activities for risks arising

1 from potential business

! disruptions, and that identified

i risks were rated using a risk

! avaluation process and wereg

i formally documented, with
mitigation strategies, for

l management review during the

; period.

i inspected the busmess resntlency
; ptans to determine that business

i resiliency plans were in place to

; guide personnel in procedures to

. prolect against disruptions caused

No exceptions noted.

No excepﬂons noted

Documented vendor management |
i polides are In place to address

i the following:

* Access control
or business p

avendor

¢ Due diligence process prior to f

accepting new vendors or
business pariners

« Monitoring process o review
vendor and business partner
compliance on a periodic
basis

¢  Termination of contract

The mreats ansmg from the use of [

g vendors and third parties are

considered by senior

f management as part of the annual !
; risk assessment and {1 security
. planning process.

- diligance prior to onboarding a

Management performs due

vendor or business partner to help

. ensure third parties are in

. compliance with the organization's
" securily and availability

© commitments.

' sampled

” inspected the vendor nsk

Inspecled tha vendor supp{ze;
| security policies to determine that
documerted vendor management
| policies were in place to address
| the following:
i« Access control for a vendor
' or business partner
'« Due ditigence process prior to
accepting new vendors or
business partners
Monitoring process to review
vendor and business pariner
compliance on a periodic
; basis
| »  Temination of contract
I
|

Inspected the most recent nsk

i agsessment documentation to

: determine that threats arising from
¢ the use of vendors and third

. parties were considered by senior

" management as part of the risk
assaessment and IT security

: planning process during the

 period.

! assessment for a sample of !

vendors onboarded during the |
. period to determine that
: managemaent performed due
. difigence to ensure third parties
i were in compliance with the
! organization's security and
availability commitments prior to
. onboarding for each vendor

No exceptions noted.

No exceptions noted.

IGQ




Test Applied by
the Semce Audﬂor

Inspected the vendor review for a
sample of in-scope vendors to
determine that management
reviewed vendor audit reports to
ensure that each vendor sampled

; was in compliance with the

! organization's security and

! availability commitments during

: the penod

ctivity Specifie
[ by the Service Organization

Controf A

Contro! # Test Results

Management reviews vendor No exceptions noted.
audit reports on an annual basis
to help ensure that vendors or
business partners are in
compliance with the organization’s
security and availability
commitments.

S W —.

ADDITIONAL CRITERIA FOR AVAILABILITY

'Con!ro! Activity Specified
by the Semca Orgamzatmn

Test Applied by

the Serv:ce Audttor Test Results

| Control #

A1 1 The entnty maintains, monitors, and evaluates current processing capaclty and use of syslem components
(infrastructure, data, and software) to manage capacity demand and to enable the implementation of additional capadity to
heEp meet lts objectrves

i
i
i
g
|
|
i
1
i
)
|
!

A1 A4 Network monltonng apphcaﬂons Inspacted the natwork monrtorlng No exceptions noted.
are utilized 10 monitor network application configurations and
devices and are configured to example alerts generated during
notify operations personnel via e- | the period to determine that
mail when aredeﬁned events network monitoring applications
occur on the network. were utilized to monitor network
devices and were configured to
; notify operations personnel via e-
. mail when predefined events
] ocourred on the network.
A112 The data centers temperature 1 tnqutred of the SVP of SecOps No exoeptlons noled.
and humidity levels are ! regarding the monitoring of
i systematically monitored. ! temperature and humidity fevels
| Operations personned are notified ! at the in-scope facilities to
via e-mail and text message when l detarmine that the data centers’
predefined minimum and 1 temperature and humidity tevels
maximum thresholds are i

. exceeded.

; were systematically monitored
; and that operations personnel

ware notified via e-mail and taxt

i message when predefined
¢ minimum and maximum
i thresholds were exoseded

: Inspected the momtonng system
- configurations and example alerts

i generated during the period for

- the in-scope facilities to determine
' that the data centers’ temperature
- and humidity levels were

i systematically monitored and that
: operations personnel were

notified via e-mail and text

. message when predafined
. minimum and maximum
i thresholds were exceeded.

No exceptions noted.
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ty Specified

Teét Applied Sy '
the Serwce Auciltor

Test Results

A1 2 The enmy au1hor|zes desngns devefops or acqunres implements, operales approves maintams and monltors

A dedicated NOC is staffed 24
hours per day to respond to
customer inquiries, support
Issues, and incidents.

AL14

Management meetungs are held
on a biweekly basis to discuss
incidents and corrective measures
to help ensure that incidents are
resolved.

Inqmred of the SVP of SecOps
regarding customer support to
determine that a dedicated NOC
was staffed 24 hours per day to
respond to customer inquiries,
suppeort i issues, and |nc|dents

No exceptlons noted )

Inspected the NOC staffing
schedule and the employee time
report for a sample of weeks
during the period to determine
that the NOC was staffed 24
hours per day for each week
sampled

Inquired of the Dlrecior of IT
Compliance regarding
management meetings to
determine that management
meetings were held on a biweekly
basis to discuss incidents and
corrective measures to ensure

i that :ncndents were resolved.

‘ Inspected the management
l meeting minutes for a sample of
; weeks during the period to
| determine that management
! meetings were held to discuss
| incidents and corrective measures
: for each week sampled

No exceptions noted.

No exceptions noted

No exceptions noted

envnronmental protectlons software data back-up processes, and recovery |nfrastructure lo meet r!s objectlves

A121

A122

The data cenler f&CHIﬂGS are

equipped with the following

environmental protection

equipment:

¢+ Fire detection and
suppression equipment

- & UPS systems
. ®  Generalors
e Air conditioning units to

protect against fire and
smoke damage, keep
infrastructure at optimal
temperatures, and provide
uninterrupted power to
maintain availability
commitmends

© The business process direclor

. obtains inspection reports as

. evidence that the fire suppression
. systems undergo maintenance

i inspections on a quarierly basis.

' Observed the erwironmental

i protection equipment within the ir-
¢ scope facilities to determine that
the data center facililies were
equipped with the following

i environmenta! protection

. equipment:

: »  Fire detection and
suppression equipment

i & UPS systems ]
& Generators

+ Air conditioning units to
protect against fire and
smoke damage, keep
infrastructure at optimal
temperatures, and provide
unintemrupted power to
maintain availability
oommltments

Inspected the f ire suppresswn
system inspection report for a
sample of quarters during the
period for the in-scope facilities to
determine that the fire
suppression systems underwent
malntenance inspections for each

quarter sampled.

No exoeptlons noted.

No exceptions noted.

71




Control #

A123

CAt24

Al25

A28 |

A27

The business process director

obtains inspeciion reports as
evidence that the fire alarm
systems undergo maintenance
inspactions on a guarterly basis.

The business process director
obtains inspection tags as
evidence that the hand-held fire
extinguishers undergo
maintenance inspections on an
annual basis.

The business process director

obtains inspection reports as
evidence that the air conditioning
systems undergo maintenance
inspection on a quarterly basis.

Internal personnal inspect and
maintain the air conditioning
systems on at least a quarterly
basis to help ensure that they are
functioning property.

The business process director
obtains inspection reports as
evidence that the generators
undergo maintenance inspections
on a quarterly basis.

Internat personnel perform

; preventative maintenance
! procedures on the generators on

i

! a quarterly basis.

Inspected the fire alarm system
inspection report for a sample of
quarters during the period for the
in-scope facilities to determine
that the fire alarm systems
underwent maintenance
inspections for each quarter
sampled.

Observed the inspection tag for a
sample of hand-held fire
extinguishers at the in-scope
facllities to determine that each
hand-held fire extinguisher
sampled underwent maintenance

inspections during the period.

Inspected the air conditioning
system inspection report for a
sample of quarters during the
period for the in-scope fadilities to
determine that the air conditioning
systems underwent maintenance
inspection for each quarter
sampled.

Inspected the air conditioning
system inspection report for a
sampte of guarters during the
period for the in-scope facllities to
determine that intermnal personnel
inspected and maintained the air
conditioning systems for each
quarter sampled.

Inspected the generator
inspaction report for a sampie of
quarters during the period for the
in-scope facilities to determine
that the generators underwent
maintenance inspections for each
quarter sampled.

Inspected the generator
inspection report for a sample of
quarters during the period for the
in-scope facilities to determine
that interna! personnel performed
| preventative maintenanca

i procedures on the generators for
| each quarter sampled.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.

No exceptions noted.
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Control #

S A1210

CAl29

A1211

A1242

Contrci Activity Spe ified

UPS systems undergo
documented maintenance
inspactions on a semi-annual
basis.

A dedicated NOC is staffed 24

hours per day to respond to
customer inquiries, support
issues, and incidents.

Business resiliency plans are in

place to guide personnel in
procedures to protect against
disruptions caused by an

. unexpected event.

- Contingency planning procedures

are in place to guide personnel! in

. conlingency planning activities.

Inspeoted the NOC stafﬁng
. schedule and the employee time

¢ during the period to determine
. that the NOC was staffed 24
- hours per day for each week

i plans to determine that business

' resiliency plans were in place to

. guide personnel In procedures to

¢ protect against disruplions caused
i by an unexpected event

activities.

. was staffed 24 hours per day to

TeSSt Applied b.y Test Results
Inspected the most recent UPS No emaplnns noled.
system inspection report for the
in-scope facilities to determine
that the UPS systems underwent
documented maintenance
inspections during the six months
precading the end of the period
for the following in-scope data
center facilities:

s JAS2
« LASA4
s LASS
s« LAS7T
« 1ASSH
» [AS9
e LAS10
s LAS 11
« LAS12
+ LAS15
s« RNO1
¢« GRR1
. ATL 1
Inspected dala oenler operations masntenance schedule and the ]

go-live date of the RNO 2 data center facility with the assistance of the
VP of Data Center Operations and determined that there wera no UPS
maintenancea inspections required for RNO 2 during the period since
the systems were newly installed; therefore, no testing of operating
eﬂedweness was performed

Inqunred of the SVP of SecOps
regarding customer support to
determine that a dedicated NOC

( No exceptions noled.

respond o customer inquiries,
supporl issues and mc:dents

No excepiions noted.

report for a sample of weeks |

sampled

Inspected the busme&s resmency No exceptions noted.

inspec:ted the contmgency No exceptions noted.
planning procedures to determine
that contingency planning
procedures were in place fo guide

parsonnel in contingency planning |
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Control Activity Specified Test App!ted by

Test Results

ice Orgamza on the S e Aud:to
; A1 3 The enllty tests recovery pian procedures suppomng system recovery to meel its objectwes

2 T e e s e

! A1 3.1 | Disaster recovery plans are tested | Inspected the resulis of the most No exceptlons noted
' 1 on at least an annual basis. ! recent disaster recovery test to |
, ‘ i determine that disaster recovery l

i plans were tested during the
i period.
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DISASTER AVOIDANCE

Nevada provides an ideal setting for data center facilities as the area is considered a “safe-zone” from natural
disasters. Nevada also has a highly sophisticated power grid and is a prime gateway for data flow from the West
Coast {o the East Coast.

NEvADA POWER GRID

Why Nevada for Power?

Nevada's alternative energy capacity is unigue in the United States with a rare and rich blend of solar, wind and
geothermal resources. These resources and capacities set Nevada apart as an ideal state for sustainable energy.
Specifically, Nevada offers the nation’s leading solar radiance and temperate windows, perfect for photovoltaic and
solar concentration solutions.” Additionally, Nevada’'s wind capacity alone has been estimated as capable of
supporting 60 percent of the siate’s needs.2 Lastly, Nevada’s geothermal solutions are among the oldest in the
nation and growing. As the Las Vegas Sun has reported, “Nevada is poised to overtake California as the American
geothermal energy leader. All of this is undergirded with natural gas lines that run through Las Vegas, Carson City,
and Reno to supply the major population cerders. In short, Nevada is perfectly poised to provide clean, affordabie,
and renewable energy.

Nevada'’s electrical grid is also robust and resilient. Nevada'’s climate, predictable and moderate weather patterns,
and lack of natural disasters make Nevada ideal for electrical distribution and transmission and telecommunications
networks. While other states are constantly required to repair, refurbish, and rebuild electrical systems to compete
with corrosion and severe weather, Nevada's grids enjoy the mild seasonality and humidity of Nevada's temperate
deserts.

Energy sustainability and self-sufficiency are becoming increasingly important for mission critical services. As the
world begins to stir cut of the global recession, industrialized nations’ need for oil to fuel their factories and
transportation and economies will continue to increase. The United States is not yet self-sufficient when it comes
to oil. Month after month, the United States still imports about fwo-thirds of the oif consumed and 70 percent of that
use is for transportation fuel. Nevada's unique renewable energy capabilities offer environmental responsibility and
economic stability in the face of national dependence on fluctuating oif prices.

Where Does Switch Power Come from in Nevada?

Switch is committed to supporting its operations with 100 percent renewable and clean power, including power from
Switch Station 1 and Switch Station 2, to provide 180 megawatts of photovoltaic generation. Securing 100 percent
of Switch’'s energy from renewable sources is a central part of Switch's strategy and commitment to being planet
friendly.

! See data provided by NREL, available at:
hitp:/interestingenergyfacts.blogspot.com/2008/04/us-solar-energy-map.htmi

2 See data provided by NREL, available at:
hitp://apps2.eere.energy. goviwind/windexchange/wind_resource_maps.asp?stateab=nv
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INDEPENDENT SERVICE AUDITOR’S REPORT

To Switch, Lid.:

Scope

We have examined Swiich, Lid.’s ("Switch”) accompanying assertion titled “Assertion of Switch Service
Organization Management’ ("assertion”) that the controls within Switch’s Colocation Services system (“system’)
were effective throughout the period October 1, 2022, to September 30, 2023, to provide reasonable assurance
that Switch’s service commitments and system requiremenis were achieved based on the trust services criteria
relevant fo security and availability (applicable trust services criteria) set forth in TSP section 100, Trust Services
Criteria for Securily, Avallability, Processing Integrity, Confidentiality, and Privacy {AICPA, Trust Services Criteria}.

Service Organization’'s Responsibilities

Switch is responsible for its service commitments and system requirements and for designing, implementing, and
operating effective controls within the system to provide reasonable assurance that Switch's service commitments
and system requirements were achieved. Switch has also provided the accompanying assertion about the
effectiveness of controls within the system. When preparing its assertion, Switch is responsible for selecting, and
identifying in its assertion, the applicable trust services criteria and for having a reasonable basis for its assertion
by performing an assessment of the effectiveness of the controls within the system.

Serwce Auditor's Responsibifities

Our responSIbility is to express an opinion, based on our examlnatson on whether management's assertion that
controls within the system were effective throughout the period to provide reasonable assurance that the service
organization's service commitments and systems requirements were achieved based on the applicable trust
services criteria. Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether management's assertion is fairly stated, in alt material
respects. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for
our opinion.

Our examination included:

¢ Obtaining an understanding of the system and the service organization’s service commitments and system
requirements.

» Assessing the risks that controls were not effective to achieve Switch’'s service commitments and system
requirements based on the applicable trust services criteria.

¢ Performing procedures to obtain evidence aboui whether controls within the system were effective to
achieve Switch’s service commitments and system requirements based on the applicable trust services
criteria.

Our examination also included performing such other procedures as we considered necessary in the circumstances.

Inherent Limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human
error and the circumvention of confrols.

Because of their nature, controls may not always operale effectively to provide reasonable assurance that Switch’'s
service commitments and system requirements were achieved based on the applicable trust services criteria. Also,
the projection to the future of any conclusions about the effectiveness of controls is subject to the risk that controls
may become inadequate because of changes in conditions or that the degree of compliance with the policies or
procedures may deteriorate.



Opinion
In cur opinion, management’s assertion that the controls within Switch’s Colocation Services system were effeclive

throughout the period October 1, 2022, through Sepiember 30, 2023, fo provide reasonable assurance that Switch's
service commitments and system requirements were achieved based on the applicable trust services criteria is

fairly stated, in all material respects.

_Socleurtnd § Conbas, L

Tampa, Florida
November 8, 2023
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ASSERTION OF SWITCH SERVICE ORGANIZATION MANAGEMENT

We are responsible for designing, implementing, operating, and maintaining effeclive controls within Switch, Lid.'s
("Switch”} Colocation Services system (“system™) throughout the period October 1, 2022, to September 30, 2023,
to provide reasonable assurance that Switch’s service commitments and system requirements relevant to security
and availability were achieved. Our description of the boundaries of the system is presented below and identifies
the aspects of the system covered by our assertion.

We have performed an evaluation of the effectiveness of the controls within the system throughout the period
October 1, 2022, to September 30, 2023, to provide reasonable assurance that Switch’s service commitments and
system requirements were achieved based on the trust services criteria relevant to security and availability
(applicable trust services criteria) set forth in TSP section 100, Trust Services Criteria for Security, Availability,
Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria). Switch's objectives for the
system in applying the applying the applicable trust services criteria are embodied in its service commitments and
systems requirements relevant to the applicable trust services criteria. The principal service commitments and
system requirements related to the applicable trust services criteria are presented below.

There are inherent limitations in any system of internal control, including the possibility of human error and the
circumvention of controls. Because of these inherent limitations, a service organization may achieve reasonable,
but not absolute, assurance that its service commitments and system requirements are achieved.

We assert that the controls within the system were effective throughout the period October 1, 2022, to September
30, 2023, to provide reasonable assurance that Sw&tch s service commitments and systems reguirements were
achieved based on the applicable trust services criteria.



DESCRIPTION OF THE BOUNDARIES OF THE
SWITCH COLOCATION SERVICES SYSTEM

Company Background

Swiich is a technology infrastruciure ecosysiem corporation whose core business is the design, construction, and
operation of data centers. Founded in 2000 and headquartered in Las Vegas, Nevada, Switch is built on the
intelligent and sustainable growth of the Internet. The Founder and CEO, Rob Roy, has developed more than 700
issued and pending patent claims covering data center designs that manifested into Switch data centers and
technology solution ecosystems. Since the opening of their first colocation facility, Switch has delivered 100%
uptime across their facilities. At Switch, every team member is driven to produce real results for their clients —
technologically and financially. Swilch data center ecosystems empower their clients with numerous options for
innovation, economies of scale, risk mitigation, sustainability, and investment protection,

Company Profile

Switch’s advanced data centers are the center of their platform and provide power densities that exceed industry
averages with efficient cooling, while being powered by 100% renewable energy. Two of the Switch data centers
are the only carrier-neutral colocation facilities in the world to be certified Tier IV Design, Tier IV Facility, and Tier
IV Gold in Operational Excellence. While these certifications have been the highest classifications available in the
industry, Switch is building their current facilities to their proprietary Tier 5 Platinum standards, which exceed Tier
iV standards. Switch's platform has powerful network effects and nurtures a technology ecosystem that benefits
its participants. Switch continues to further enhance these benefits as they innovate and expand their platform
ecosystern. Switch currently has over 1,000 customers, including technology and digital media companies, cloud,
and managed service providers, financial institutions, and telecommunications providers.

The growing nexus between Internei connectivity, Internet-based services, data and anaiytics,? and the
advancement of computational processing power is rapidly expanding the amount of data that enterprises can
access and manage. At the same fime, the Internet of Everything is exponentially expanding the available data
sources, as uiility grids, automobiles, aircraft, home appliances, wearable devices, and numerous other sources
are ali connecting to the Internet. The compute capacity necessary to manage and analyze this data is also
advancing and demanding increasing amounts of power to operate. Switch believes that traditional technology
infrastructure is not capable of supporting the growing wave of mission critical data and increasingly powerful IT
equipment.

Switch presently owns and operates four primary campus locations, called Primes, which encompass fourteen
colocation facilities with an aggregate of over 5.3 million gross square feet (GSF) of space. These facilities have
approximately 470 megawatts (MW) of power available to them. Primes consist of The Core Campus in Las Vegas,
Nevada; The Citadel Campus near Reno, Nevada; The Pyramid Campus in Grand Rapids, Michigan; and The Keep
Campus in Atlanta, Georgia. Primes are strategically located in geographies that combine a low risk of natural
disaster, favorable tax policies for customers deploying computing infrastructure, and low latency connectivity to
major metropolitan markets, such as Los Angeles, San Francisco, Silicon Valley, Chicago, New York, Northern
Virginia, and Miami. As a result, customers in these metropolitan markets can access Switch’s colocation facilities
while reducing exposure to higher taxes, higher cost of power, and higher risk of natural disaster that might be
prevalent in other markets. Switch can also use their Switch Modular Optimized Design (MOD) technology to build
single-user facilities and are actively pursuing opportunities to deploy this technology in a build-to-suit offering for
their enterprise customers.

As additional locations and sectors within the four existing Prime campus locations are opened for Colocation
Services, the same / similar controls tested within this report are implemented / in place.



Description of Services Provided

Physical Security
Exterior Barriers

From weil-defined perimeters consisting of signage, blast walls, and gates, o clear avenues of approach and
backup perimeter barriers, the first layer of physical security is extensive. Exterior walls are constructed of either
steel reinforced poured concrete or masonry reinforced beyond building code requirements. Entry points are kept
to a minimum and each exterior door is reinforced, alarmed, access-controfied, and viewed by two dedicated fixed
cameras,

Interior Barriers and Customer Compartmentalization

Exterior doors lead into specially engineered mantraps built over fire corridor wall construction. The mantraps are
sheeted with steel and seams are strapped by aluminum. Access points off the mantrap require additional multi-
factor biometric authentication of the card holder and are controlled via a 24 hour per day security officer and
mantrap relay logic. Each mantrap includes fixed cameras viewing each door.

Each customer space, whether it is a cage, cabinet, or suite, is individuaily locked, protected, and monitored.
Additional security safeguards, such as mantraps, intrusion sensors, and surveillance cameras, can be added to
these spaces at the customer’s request.

Positive Access Controf

Positive Access Control is the application of a two-fold access principle stemming from the questions, "Who are
you? And why should we let you in?" When first granted access to the facility, a multi-step process is in place to
determine identity and verify need for access. In addition to the metal walls, turnstiles, cameras, intercoms, and
biometric readers, Switch's access control takes on further hardening by the Positive Accesg Control procedures
deployed at the facilities. Posstlve Access Control requires that a proprietary 24 hours per day off icer staffed security
command center (SECOM) verifies that the person standing in the mantrap matches a file photo. After confirmation,
the officer activates the second proximity and biometric reader for use.

The access process is further continued with periodic access audits performed each shift by the shift supervisor.
Customer audits are conducted monthly by the campus security manager. A complete audit of personnel with
access to the facilities is conducted by the Security Director on a semi-annual basis.

Surveillance

Surveillance equipment for the facilities follows an elife standard set by a board-certified security professional. Fixed
cameras are high-resolution color (520 lines) or digital high definition (HD) with automatic low light switching,
capable of viewing up to 0.1 lux. Pan/tilt / zoom (PTZ) cameras are used on the exterior and areas of sensitivity.
Video is digitally recorded at common interchange format (CIF) resclution at 15 images per second (IPS) upon
motion at 4CIF 30 IPS upon operator command or at select zones requiring enhanced video. Video is retained for
100 +/- 10 days.

Switch deploys active surveillance with on-staff officers operating the camera system 24 hours per day. Camera
operators use the ldentify, Observe and Understand (IOU) methodology. The QU methodology includes constant
monitoring, use of cameras for detection, and a usable video product for investigations.

Sensors

Detectors are used around the property and provide early warning for perimeter and sensitive area intrusion.
Sensor types include infrared motion, ulirasonic motion, photoelectric motion, electromechanical, internal fock, and
seismic. These sensors are installed based on the environment or protection needs.

Security Team

Switch has a proprietary SECOM fully staffed 24 hours per day. Security staff members are hired with military and
law enforcement security experience and must complete an extensive training period, which includes security
system instruction, procedure and policy instruction, and non-lethal weapon training. The Security Academy was

5



developed in accordance with the current Amaerican Society for Industrial Security (ASIS) International Guideline on
Private Security Officer Selection and Training (ASIS GDL PS0-2010) and the 90-day field training officer (FTQO)
program. A security supervisor oversees each shift and reports to the campus security manager. Security
supervisors are required to attend a Security Management course, and officers in management positions are
required to be active members of ASIS International.

Please refer to the following link for related pictures and detailed information: http://www.switch.com.

Infrastructure Operations (Environmental Security)

Switch employs the latest advanced environmental controls to protect the systems of its customers as well as
operating with energy efficiency. These systems are managed and monitored by the Data Center Operations (DCQ)
and Energy Management Systems (EMS) teams.

Fire Protection

Fire protection includes fire, smoke, and heat detection monitored 24 hours per day. Sensors are located
throughout the data centers and provide alerts to physical security personnel and a third-party monitoring company
for response. Data center areas are protected by aspirating smoke detectors, which are programmed to identify
smoke in the incipit stage.

The data centers are equipped with dual-interlock pre-action dry pipe sprinklers. Specifically, these dual-interiock
pre-action sprinklers require both a smoke detection event and the activation of sprinklers to release water into the
pipes. This allows for quick response io a fire with a lower risk of water damage in the case of a smaller fire or false
alarm.

Heating, Ventilation, and Cooling (HVAC)

Switch utilizes advanced, patented techniques starting with a custom-designed thefmal separate compartment in
facility or (t-scif} air-flow system. This airflow system pulls the warm air away from customer systems into a separate
compartment. The warm air is taken out of the core SUPERNAP facility designed for 74 high-grade Switch-designed
and patented TSC-600 and TSC-1000 MVAC units which are physically adjacent to the data center, each containing
six types of air conditioning systems. Within the data centers, areas where warm or hot air travels are marked in
red.

Please refer to the following link for related pictures and detailed information: http://www.switch.com.

Power Management

Switch utilizes multiple in-bound connections from electricity providers. Tri-redundant power systems, which
balance dual in-bound power connections across three sources of power, optimize the power utilization. Power is
currently provided in redundancy through the use of uninterruptable power supply (UPS) devices which are fed by
generators across the campuses. Power distribution units are managed and secured to prevent tampering. Power
cabling within the data center is color-coded for quick and succinct identification of circuits and to assist with
froubleshooting.

Please refer to the following link for related pictures and detailed information: hitp:/Awww.switch.com.

Support for Colocation Services

Switch maintains dedicated support for its customers 24 hours per day via the Network Operations Center (NOC).
NOC and engineering staff are available to assist with network troubleshooting and provide “hands-on” services to
support customers.

NOC representatives follow defined procedures to facilitate confirmation of identification, customer communication
of unexpected events that may impact their systems, customer authorization (only authorized customer
representatives can open a service request), and functional escalation for customer service requests and incidents.
NOC representatives monitor customer inguiries, support issues, and incidents on a realstime basis. Issues are
documented in the Living Data Center (LDC) ticketing system and tracked to resolution.



The ticketing system / customer relationship management (CRM) system contains a complete purchased product
hierarchy, installed equipment, and the physical and logical infrastructure layouts of individual customer solutions.
The complete history of customer service requests and incidents are recorded in the ticketing system. Customer-
specific information is handled confidentially through permission-access levels in the ticketing system and access
to customer infrastructures. Documented procedures are in place for the monitoring of customer support
operations. Furthermore, volume analysis, response times, and procedural adherence are monitored to help ensure
customer obligations are met.

Network Management and Monitoring {Logical Securit

Since Switch has no logical access to any customer’s equipment or data, each customer is responsible for its own
network security. Switch manages the network connectivity to the Internet via its multiple providers. Switch's core
routers are managed by the network engineering team and monitored by the NOC 24 hours per day. Routers are
configured for high availability in active-active mode such that if one fails or connectivity is lost, network traffic is
diverted accordingly.

System Boundaries

The scope of this report is limited to the Colocation Services for the foliowing facilities:

s lLas Vegas, Nevada + Reno, Nevada
o Las Vegas 2 (LAS 2) o Renc 1 (RNO 1)
o LasVegas 4 (LAS 4) o Reno 2 (RNO 2)
o LasVegas 5(LAS ) o Grand Rapids, Michigan
5 o LasVegas7(LAS7T) o Grand Rapids 1 (GRR 1)
' o Las Vegas 8 (LAS 8) + Allanta, Georgia.
o LasVegas 9(LAS 9) o Aflanta 1 (ATL 1)

o Las Vegas 10 (LAS 10)

¢ Las Vegas 11 (LAS 11)

o Las Vegas 12 (LAS 12)

o Las Vegas 15 (LAS 15)
A system is designed, implemented, and operated to achieve specific business objectives in accordance with
management-specified requirements. The purpose of the system description is to delineate the boundaries of the

system, which includes the services outlined above and the five components described below: infrastructure,
software, people, procedures, and data.

Significant Changes During the Period
The RNO 2 data center facility was operational as of May 1, 2023. The test of controls at the facility only apply to

the facility's dates of operation during the specified reporting period of May 1, 2023, {o September 30, 2023, for the
RNO 2 data center facility.



Principal Service Commitments and System Requirements

Switch designs business processes and procedures to meet its objectives for its Colocation Services. Those
objectives are based on the service commitments that Switch makes to user entities, the laws and regulations that
govern the provisioning of Colocation Services, and the financial, operational, and compliance requirements that
Switch has established for the services.

Principal Service Commitments

Security and availability commitments to user entities are documented and communicated in Service Level
Agreements {SLAs) and other customer agreements, as well as in the description of the service offering provided
online. Switch makes the following principal service commitments to their customers:

» Make available Swilch’s colocation and/or other services to customers for the service term

+ Establish, implement, and maintain commercially reasonable industry standards designed to protect the
customers’ equipment

s Provide services to customers in accordance with the service levet goals
 Make available Switch's colocation space 24 hours per day, 7 days a week

+ Offer service to customers regarding network availability, network latency, packet delivery, and power
delivery

« Provide 99.99% availability of the Switch nefwork in any calendar month
s Provide 100% power availability

» Avallability of HVAC capacity to maintain temperatures in the area around the colocation space

éystem Requirements ;

Switch establishes operational requirements that support the achievement of the principal service commitments,
relevant laws and regutlations, and other system requirements. These requirements include account and password
management processes, vilnerability assessment and remediation processes, and employee background
screening and security awareness training. Addifional requirements are the necessary system change
management procedures to support the requisite authorization, documentation, testing, and approval of system
changes.

System requirements are communicated in Switch's policies and procedures, system design documentation, and
contracts with customers. Information security policies define an organization-wide approach to how systems and
data are protected. These include policies around how the service is designed and developed, how the system is
operated, how the internal business systems and networks are managed, and how employees are hired, {rained,
and managed. Switch also has procedures in place to review documentation from third-party providers to ensure
that they are in compliance with security and avaitability policies. Commitments and requirements of Switch are
documented in customer contracts and are updated and signed upon any changes in the practices.

In accordance with Swiich’s assertion, and the description criteria, the aforementioned service commitments and
requirements are those principal service commitments and requirements common to the broad base of users of the
system and may therefore not fully address the specific service commitments and requirements made to all system
users, in each individual case.



Infrastructure and Software

The in-scope infrastructure consists of multiple applications and operating system platforms, as shown in the table
below:

Center (LDC)
Application

Microsoft
Active Dirsctory
Domain

/CISGO Border
and Private

Honeywell
Badge Access
System

CICure Badge
| Access System
]

The Li\;in—g uData

Routers B

- Buslness Function Des:

PSSV

Ovarall enwronmental conditions monltonng as weli
as ticketing system capability to track incidents and
resolutions.

Network domain supporting internal systems
applicable to the Colocation Services.

Network devices in place to dlrect trafﬁc and ﬁlter
unauthorized inbound network traffic from the
Internet

Physmal access control supportmg the Colocatlon
Services at the Las Vegas, Reno, and Grand Rapids

facilities that was decommissioned during November |

2022. The in-scope facilities using Honeywell
fransitioned to C-Cure prior to the end of Novembear
2022

Physncal access control supportmg ﬂ‘ue CO|003§]&’ 7
and

Services at the Las Vegas, Reno, Grand Rapid
Aﬂanta facallties

Windows

Cisco Internetwork

Operating System
_(10s)

Windows

Las Vegas,

Nevada

Reno,
Nevada

Grand
Rapids,
Michigan

Atlanta,
Georgia

In addition, Switch utilizes CrowdStrike antivirus software for antivirus protaction for the Windows production servers
and workstations. Furthermore, Switch utilizes Milestone Video Management System (VMS) for managing the
security cameras for the interior and axterior of the data centers.

People

Switch utilizes specific functional areas of operations that support the scops of this review that include, but are not
limited to, the following:

» Executive Management — responsible for overseeing company-wide activities, establishing, and
accomplishing goals, and overseeing objectives.

» Security Operations (SecOps) depariment — responsible for monitoring and protecting the facility from
unautherized access, damage, and interference.

» Network Operations (NetOps) department — responsible for implementation of product development and
opiimization, client implementation, and technical operations.

» Data Center Operations (DCO) — responsible for monitoring and maintaining critical infrastructure including
electrical and cooling infrastructure. Also responsible for preparing customer environment (cage, cabinet)
and perferming everyday maintenance of the facility.

+ Ensrgy Management Systems (EMS) department - responsible for monitoring and maintaining critical
infrastructure including power equipment and infrastructure.

+» Network Engineering department — responsible for managing network architecture.



s Facilifies Services depariment - responsible for providing user enfities with assistance before and afier the
inttial sale by providing information, guidance, and continued support.

s Human Resources (HR} depariment — responsible for HR policies, practices, and processes with a focus
on key HR department delivery areas (e.g., talent acquisitions, employee retention, compensation,
empioyee benefils, performance management, employee relations, development, and employee-related
incidents and investigations).

« Legal department — responsible for legal and reguiatory issues invoiving corporate risk and corporate
compliance.

Procedures

Access, Authentication, and Authorization

in order to gain access to the firewalls and routers, a user must authenticate with a user account and password via
a secure shell (SSH) program fo help ensure that the sessions are encrypted. The routers may only be managed
from an internal network as SSH is not running on the public portion of the routers. SSH sessions are programmed
fo terminate a session after a predefined period of inactivity.

The network engineering team manages the security adminisiration of the firewalls and routers and is required to
authenticate through a terminal access controller access-control system plus (TACACS+) server which allows for
individualized user account access, administration, and logging. These unique user accounts are defined by the
TACACS+ server and are configured fo authenticate using the corporate network domain.

The network domain is conﬁgured to enforce password requirements that include minimum length, expiration
intervals, complexity, minimum history, and invalid account lockout threshold. Additionally, the operating system
and badge access system are also configured to inherit credentlats from the corporate network domain. Encrypted
VPNSs are required for remote access to production and enforce two-factor authentication.

Predefined access groups are employed within the network domain, operating system, badge access system, VPN
system, and centralized authentication system to limit access based on job responsibilities. Additionally,
administrator access to the aforementioned systems is restricted to only those personnel responsible for those
activities via user account permissions and group assignments. Management reviews employee access privileges
on a semi-annual basis.

IT management has configured the network domain, operating system, badge access system, VPN system,
firewalls, and cenfralized authentication system to log access related events. |T management reviews these logs
on an ad hoc basis o determine if any suspicious or unauthorized activity has occurred.

Access Requests and Access Revocation

Upon hire, an employee’s production system access is requested, communicated, and approved by the employee’s
manager. The system access request details the specific production systems and required levels of access
privileges. When an employee ends their employment, a termination checklist is completed to document the
offboarding procedures performed and production system access is revoked.

Physical Asset Disposal

Documented data retention and destruction policies and procedures are in place to define retention periods and
destruction procedures for assets that are no longer needed. When technology assets reach the end of their useful
life, they are sent to the local IT team for disposal. IT personnel securely erase storage media in accordance with
data destruction policies and procedures. Depending on the level of sensitivity of data contained on equipment
being destroyed, physical destruction may be required. Destruction of computer equipment is performed off-site by
a third-party vendor which issues certificates of destruction to confirm the destruction.



Physical Security

Switch has implemented various physical security protocols to protect the business premises and information
systems from unauthorized access. A badge access system is in place 24 hours per day to control access to the
office. Predefined access groups are utiized o provide access depending on the individuals role and
responsibilities. Physical access to the data center is documented and approved by the employee's manager prior
to access being granted, while physical access to customer cages is documented and approved by the customer
prior to access being granted. Badge access attempts are logged by the system and are traceable to specific badge
access cards. Management reviews empioyee and customer access privileges on a semi-annual basis. The ability
to administer the badge access system is restricted to authorized security management personnel. if an individual
who has physical access to the Switch facilities is terminated, security management personnel revoke the badge
access privileges within 24 hours as a component of the termination process.

The building perimeters for the facilities include fences, walls, and entrance gates controlled by guards or card
access. In addition, surveillance cameras are utilized by security personnel to monitor the main entrance to the
facilities in order to identify visitors and contractors prior to granting access to the facilities. Visitors must present
photo identification before being granted access to the faciliies. Personnel at the facilities are distinguished as
being an employee, customer, or contractor with a functioning color-coded badge access card or a visitor with a
non-functioning visitor badge. Prior to being granted access io the secure interior of the data centers, personnel
and authorized customers must enter a mantrap where they must scan the badge access card and provide biometric
credentials. Personnel and authorized visifors are required to provide badge access cards and biometric
identification for both entry and exit of interior doors. Visitors without badge access cards are required to be
escorted by authorized employees while within the facilities.

Switch maintains and monitors activity fogs of certain physical movements within the facilities on an as needed
basis. Physical movements captured and monitored include date / time, event, badge access card details, and
device. Digital surveillance cameras are in place to monitor the facility entrances, the building perimeters, and other
areas within the facilities. Video surveillance captured by the camera system is archived allowing the capab:lntyifor
review as needed. The facilities are monitored 24 hours per day by security personnel with the use of motion-
sensitive digital surveillance cameras, alarms, and motion detectors. The physical security hardware (e.g.,
monitoring servers, DVRs) is secured behind locked server racks and physical cages. An incident reporting system
is utilized by security personnel to document any physical security incidents.

Environmental Security

Switch has implemented various environmentat security protocols to protect the business premisas and information
systems from potential environmental issues. The Switch facilities are protected by fire detection and suppression
equipment that includes fire alarms, dry-pipe water sprinklers, fire and smoke detectors, hand-held fire
extinguishers, and smoke and heat sensors. On a quarterly basis, the fire detection and suppression equipment
undergo an inspection from a third-party specialist to help ensure that the equipment is in proper working order.
Hand-held fire extinguishers undergo maintenance inspections on an annual basis.

Management utilizes an environmental monitoring tool which is configured to systematically monitor the humidity
and temperature levels within the Switch data centers. The system is configured to automatically send e-mail
nofifications to operations personnel when predefined thresholds are exceeded. An inspection matrix guides the
frequency of inspection for critical infrastructure including power and cooling systems.

The data centers are designed to optimize cool air flow and utilize redundant air conditioning units to keep
infrastructure equipment at optimal temperatures. On a quarterly basis, the air conditioning systems undergo an
inspection from a third-party specialist to help ensure that the equipment is in proper working order. The facilities
are equipped with muitiple UPS systems and diesel generators to provide electricity in the event of a power outage.
The data centers also contain two distinct electrical connections fo the electrical company’s substation. Utility power
is run through the UPS battery systems so that customers receive clean, conditioned battery power. in the event
that a loss of utility power occurs, the generators will engage and begin supplying power to the UPS systems.
Whether it is from utifity or generator power, each customer draws power from the UPS battery systems, ensuring
smooth transitions from utility to generator and back again. On a semi-annual basis, UPS inspections are
performed, and on a quarterly basis, generator inspections are performed to help ensure that the systems are in
proper working order. Additionally, internal personnel perform preventative maintenance procedures on the UPS
systems and generators on a quarterly basis.
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Malicious Software Management

Windows production servers and workstations are configured with CrowdStrike antivirus software which is
configured to scan for updates to antivirus definitions and update signatures on a real-time basis and has on-access
scanning of executables and files.

Change Management

Infrastructure changes follow formal change control procedures to help ensure that only tested (when applicable)
and authorized changes are implemented. Change control procedures inciude:

+ [dentification and recording of significant changes;

« Planning and testing of changes;

» Assessment of the potential impacts, including security impacts, of such changes;

s Formal approval procedure for proposed changes from system or business owners;
+ Communication of change details to relevant persons; and

+«  Audit trail of changes.

Changes are documented in ticketing systems with requirements for specific mandatory fields to be completed to
perform risk assessments and to enable effective coordination and communication within the change process. IT
management will review the ticket and provide their approval or rejection based on the change request. Changes
are required to be tested prior to being implemented and post implementation to help ensure there is no adverse
effect or impact on the system. Change confrol documentation reflects an audit trail of the change including the
date and time of change, reason for change, the name of the person making the change, and the person or persons
who authorized the change. 4

H
The ability to implement infrastructure changes is restricted to user accounts granted permissions and group
assignments assigned to authorized executive management, 1T, and NetOps personnel. Change management
meetings are held on a weekly basis to discuss and communicate the ongoing and upcoming infrastructure changes
and projects affecting the system. Meeting minutes are retained and approval for upcoming changes by the Change
Advisory Board are documented within the respective change request ticket.

Disaster Recovery

Business resiliency plans, including disaster recovery plans, and contingency plans are in place to guide personnel
in procedures to protect against disruptions caused by an unexpected event. The plans include roles and
responsibilities, recovery time objectives (RTO), procedures for various scenarios, and task checklists in the event
of an emergency. Additionally, disaster recovery tests are performed on an annual basis. The results of the annual
disaster plan are recorded and fracked to identify and monitor potential threats to the critical infrastructure
supporting the Colocation Services.

Ongoing Monitoring

The entity's IT security group monitors the security impact of emerging technologies, and the impact of applicable
laws or regulations are considered by senior management. Ongoing monitoring consists of IT personnel receiving
e-mail notifications and subscriptions, as well as following blogs to stay informed of the latest IT frends which could
affect system security and availability. IT security personnel utilize a third-party utility to perform a vulnerability scan
of the production servers on a monthly basis to identify threats and assess their potential impact to the production
environment. Any security vuinerabiliies that are identified are triaged by IT security personnel and moritored
through resoiution.

Capacity and Availability Monitoring

Switch has implemented an internally developed custom built application calied SYSLOG to monitor the network
devices’ capacity and availability fevels (e.g., central processing unit (CPU) levels, uptime, etc.) and alert operations
personnel when predefined thresholds have been met. Switch uses an enterprise monitoring too! to log and monitor
network availability and security incidents.



On-call personnel are notified via e-mail by SYSLOG of availability issues that exceed predefined thresholds on
monitored network devices. The NOC is staffed on a 24 hour a day on-call basis to respond to availability issues.
Additionally, operations meetings are held on a weekly basis to review availability trends and availability forecasts
as compared to system commitments.

Incident Response

The network infrastructure is monitored 24 hours per day by NOC technicians to assist with network issues and to
respond to customer inquiries and incidents. Management has implemented procedures to guide NOC technicians
in identifying and responding to network related incidents, as well as incident response and escalation procedures
in the event that an event is detected, to provide timely and consistent communication to the business and
customers,

A proprietary ticketing system, LDC, was developed and is utilized to handle network related issues in order to
manage, track, and respond to network issues until resolution. When an issue is detected, NOC technicians will
examine the issue and create a ticket to assign priority level on a scale (1-5) based on the urgency and impact of
the incident to the business and/or the customer, and to determine predefined timelines to resolve the issue. if the
ticket is not responded to within a predefined timeline based on its severity, the ticketing system is configured to
notify NOC technicians of the open ticket until the ticket is addressed. Incidents identified by customers can be
communicated to the NOC by phone, e-mail, or on the LDC portal.

if the issue cannot be resolved within the predefined timeline, escalation procedures have been implemented for
the assigned NOC technician to notify the responsible department and/or vendor through a predetermined set of
contacts. Once the affected departments have been notified of the issue, e-mail updates are sent out to the
business or customers on an as needed basis until the issue is resolved. Once the issue is fixed, the NOC
technician will update the support ticket with full defails of the issue resolution and close the ticket. Additionally,
management meetings are held on a biweekly basis to discuss incidents and corrective measures to help ensure

that incidents are resolved. | |

Data

Badge access logs and video surveillance recordings are a key component of the Colocation Services provided by
Switch. The logs and recordings are reviewed on a real-time basis by SECOM and retained for forensic purposes.
Customer data was not included in the scope of this examination as Switch is not responsible for the administration
or maintenance of custormner systems or data.

Subservice Organizations

No subservice organizations were relevant to the scope of this assessment whose controls were necessary, in
combination with controls at Switch, to provide reasonable assurance that Switch’s service commitments and
system requirements were achieved.

Complementary Controls at User Entities

Complementary user entity controls are not required, or significant, to achieve the service commitments and system
requirements based on the applicable trust services criteria.

Trust Services Criteria Not Applicable to the In-Scope System

All criteria within the security and availability categories are applicable to the Switch Colocation Services system.
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